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sm·veill.ance"M against a United States pers011 who is physically Olttside of the United States for 

foreign intelligence or counterintelligence purposes unless the surveillance is appmved by the 

Attorney General. Although it does not specifically use the tenn "ag·ent of a foreign power," 

·Procedure 5. Part 2.C provides what is tantamount to such a definition. Specifically, it requires 

that a request for Ai1orney General approval contain a statement of facts supporting a finding of 

probable cause that the target of the electronic surveillance is one of the following: 

( 1) A person who, for or on behalf of a foreign power is engaged in 
clandestine intelligence activities (including covert activities intended to affect the 
politicai or govemmental process)~ sabotage, or international terror[st activities, or 
activities in preparation for international terrorist activities; or who conspires 
with, or knowingly aids a!ld abets a. person engaging in such activities; 

(2) A person who is an officer or employee of a. foreign power; 
(3) A person unlawfully acting for, or pursuant to the direction of, a foreign 

power. The mere fact that a person's activities may benefit or further the aims of 
a foreign power is not enough to bring that person under this subsection, absent 
evidence that the person is taking direction from, or acting in lmowing concert 
with, the foreign' power; 

( 4) A corporation or othet entity that is owned or controlled directly or 
indirectly by a foreigl1 power; or 

(5) A person in contact with, or acting in coUaboratfon with, an intelligence or 
secm·ity service of a foreign power for the purpose of providing access to 

611 "Electronic surveiUance" is defined under the DoD Procedures (Appendix A) as the 

[a]cquisition of a nonpublic communication by electronic means 
without the consent of a person who is a party to an electronic 
communication, or, in the case of a non·electronic communication, 
without the consent of a person who is visibly present at the place 
of communication, but not including the use of radio direction 
finding equipment solely to determine the location of a transmitter. 
(Electronic smveillance within the United· States is subject to the 
definitions in the Foreign Intelligence Surveillai1ce Act of 1978 
(reference (b)).) 
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information or material classified by the United States to which such person has 
access. [67

] 

In the context ofthe certifications at issue, the question becomes whether a finding of probable 

cause by the Attorney General that comports with Procedure 5, Part 2.C, is sufficient to invoke 

the foreign intelligence exception to the Warrant Clause. The Court finds that the answer is yes 

for the following reasons. 

First, the Attorney General is an appropriate official to make the probable cause finding. 

See United States v. Bin Laden, 126 F. Supp. 2d at 279 & n.l8. Second, the descriptions in 

· Procedure 5, Part 2.C, regarding what makes a United States person an acceptable target (i.e., an 

agent of a foreign power), themselves pass muster. Certainly in common sense terms, a United 

States person who falls into any of the five categories can reasonably be believed to be an 

~·agent" of a foreign power.6H Moreover, it also seems clear that categories 1, 3, and 5 suffer from 

no constitutional or other legal infinnities. See In re Sealed Case, 3l 0 F .3d at 71 9 (U.S. citizen 

target was an agent of a foreign power because there was probable cause that he or she was 

67 Procedure ic, which is applicable to physical searches, contains materially identical 
language as to a showing of probable cause concerning the target. 

68 The Procedures independently define a "foreign power" as "[a]ny foreign government 
(regardless of whether. recognized by the United States), foreign-based polit ical party (or faction 
thereof), foreign military force, foreign-based terrorist group, or any organization composed, in 
major part, of any such entity or entities." DoD Procedures, Appendix A However, t~e 
particular foreign po which 

SO U.S.C.A. § 1801(a)(l) & (a)(4) (defining 
as · gn govemments, as well as groups engaged in 

international terrorism or activities in preparation for international ten-orism). 
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aiding, abetting, or conspiring with others in international terrorism); Bin Laden, 126 F. Supp. 2d 

at 278 (agent of al Qaeda). Similarly, to the extent the certifications contemplate targeting 

entities abroad as agents. the Court finds it tmlikely that category four has any constitutional 

impediments either, at least not in the context of the foreign powers a.t issue (~ supra note 68). 

Cf. 50 U.S.C.A. § 180l(a)(6) (even for ptu-poses of a FISA order within the United States, the 

tem1 "foreign power" includes an entity directed and controlled by a foreign govemment OJ' 

. governments). Finally, the second category admittedly does go beyond what FISA permits the 

government.to do in the United States, £E. 50 U.S.C.A. § 1801(b)(l)(A) (limiting definition of 

'~agent of foreign power" to a I!.Qll-U.S. person acting in the U.S. as an offlcer or employee of a 

foreign power). Nonetheless, the Cotui: concludes that it is constitutionally appropriate for the 

government to acquire for foreign intelligence purposes the communications of a United States 

person abroad who is acting as an officer o~ employee of a foreign govenunent or tezrorist group. 

Indeed, were it otherwise, then the United States goyemment would be routinely prevented from 

obtaining necessru.y foreign intelli 

Such a result would be untenable. 

Based on the above analysis, the Comi holds that the foreign intelligence exception to the 

warrant requirement is applicable to the directives issued to Yahoo. The Court 111t1st therefore 

address whether the directives are reasonable under the Fourth Amendment. 
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2. The Directives are Reasonable Under the Fomth Amendment 

The Fourth Amendment analysis merely begins with the finding that the governm~nt need 

not obtain a warrant to acquire the communications it seeks to obtain from Yuhoo through the 

issuance of directives. In order for those directives to compmt with the Fourth Amendment, they 

must also be reasonable. United States v. Knights, 534 U.S. 112: 118~19 (2001) ("The 

to\.tchstone of the Fourth Amendment is n;asonableness, and the reasonableness of a search is 

determined 'by assessing, on the one hand, the degree to which it intrudes upon an individual's 

privacy and, on the other, the degree to which it is needed for the promotion of legitimate 

governmental interests.'' (quoting Wyomh1!! y. Houghtou, 526 U.S. 295, 300 (1999))). And, to 

assess the reasonableness of the directives issued to Yahoo pursuant to the PA~, this Court must 

examine the totality of the facts nnd circumstances. Samson v. Californiq, 547 U.S. 843, 848 

(2006);.0hio v. Robinette, 519 U.S. 33,39 (1996). 

The acquisitions at issue in this case present this Court with the challenge of balancing 

the govermnenes interest in acquiring foreign intelligence information against the privacy 

interesls of those United States persons whose communications will be acquired.69 There is little 

doubt about the weightiness of the govemment's intere~t, as this Court accepts the government's 

assertion that the infommtion it seeks to acquire from Yahoo would "advance the government's 

compellinrz interest in obtaining foreign intelligence information to protect national security . . , ." 

69The foreign intelligence that the government seeks to obtain from Yahoo is not limited 
to the conununications of United States persons. Indeed, there is every reason to assume that 
most of the accounts that will be targeted will be ones used by non-United States persons 
overseas who do not eqjoy the protections of the Fou1th Amendment, See supra note 60. 
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Mem. in Support of Gov't Motion at 14; see also Gov't. 's Supp. Brief an the Fourth Amend. at 6 

(" . .. It is obvious and unarguable that no government interest is' more compelling than the 

security ofthe Nation." (citing Haig v. Agee, 453 U.S. 280, 307 (1981))) . . 

In furtherance of this objective, the government seeks to obtain from Yahoo 

communications that include communications to or from United States persons. See supra note 

54. The directives at issue require Yahoo to provide to the government a 

information relating to targeted accounts, 

Declaration o __ .lanuary ~ 6, 2008; Declaration 23, 

CR 1031 

2008 at 2 (noting, however, Yahoo's understanding that, at least initially, the government would 

only expect Yahoo to 
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laration anuary 23, 2008.1u As noted 

above, the government concedes that at least some ofthis information is protected by the Fourth 

Amendment, and there is no guestion that extremely sensitive. personal information cotlld be 

acquired through the directives, akin to electronic eavesdropping of telephone conversations. 

Thus, unlike those circumstances i11volving a disparity between the importance CJfthe 

government's interest and the degree ofintrusiveness required to serve that interest,~.~. 

United States v. Martinez-Fuerte; 428 U.S. 543, 557~58 (1976) (analyzing traft1c stops in which 

the government need is great but the inh·usion is minimal), here there nl'e weighty concems on 

both sides afthe equation. This Court, however, is not the first to assess the reasonableness of 

surveiUance. 71 Since the enactment ofthe Foreign Intelligence Surveillance Act, . 

two particularly significant opinions have examined the Fourth Amendment reaso1mbleness of 

the acquisition by the government of foreign intelligence h1formation through the interception of 

communications of United Stutes persons: the FlSCR in In reSealed Case, 310 F.3d 717 and the 

United States District Court for the Southern District ofNew York in United States v. Bin Laden, 

126 F. Supp. 2d 264. 

70 As may be obvious by the enumeration, this acquisition also will 
-communications of those persons who send conununications to or receive . 
communications from targeted accounts, regardless of whether these. communicants are located 
outside the United States and without regard to whether such individuals are agents of foreign 
powers. See infra Part IILB.2.e for a further 'discussion of these communications. · 
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In determining the reasonableness of the acquisition at issue here, this Court will look to 

the factors considered by both courts, even though the facts of this case more closely resemble 

those presented h1 Bin Laden. However, because this Court is bound by the holding in~ 

S~aled Case, it mt\st accord special consideration to thnt case in determining the extent to which · 

the FISCR fmdings are applicable to a case such as this one, involving surveillance of United 

States persons abroad rathel' than withjn the boundaries ofthe United States .. 

a. In reSealed Case 

In reSealed Case involved electronic surveillance conducted in the United States of the . " 

unications of a United States person located in the United States.n As 

noted above, the FJSCR implicitly found that the FISA orders fell within the parameters of the 

foreign intelligence exception to the warrant requirement. But, as this Comt is also required to 

do, the FISCR closely examined various facts and circumstances to determine whether the 

issuance ofthose orders was t'easonable under the Fourth Amendment. In reSealed C~, 310 

F.3d at 736-42.· 

The FJSCR began its reasonnb1eness'ana1ysis by looking to the requirements for the 

iss1.Hmce of a wammt: issuance by a neutral detached magistrate, demonstration of probable 
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cause, and particularity. Id. at 738. The FISCR compared the procedural framewol'k of the 

surveillance at issue in that case with the procedures required by the Omnibus Crime Control and 

Safe Streets Act of 1968, as amended, 18 U.S.C.A. § 2510 et seq. (West 2000 & Supp. 2007) 

(Title III)7
J and note'd that to the extent a FISA order differed fi'om a Title lli order, "few of those 

differences have any constitutional relevance." ld. at 737. While it appears that the FfSCR 

determined that the three factors recited above were the essential factors to consider in assessing 

the constitutionality (and hence, ihe reasonableness) of a FISA order, the FISCR ~lso analyzed 

several other factors noting, "[t)here are other elements of Title III that at least some circuits have 

determined are con~titutionally significant- that is, necessity, duration of surveillance, and 

minimization." hl. at 740 (citation omitted). The following factors all appear to have been 

considered by the FISCR in determining that the FlSA orders were reasonable under the Fourth 

Amendment. 

i. Prior Judicial Review 

The FISCR assessed that Title III and FISA were virtually identical so far as the 

requirement for prior judicial approval. As such, the FISCR devoted little attention to analyzing 

this factor. However, given that the FISCR highlighted prior judicial review as one of the three 

essential requirements of the Fourth Amendment Warrant Clause, it seems apparent that the 

PISCR considered this to be a critical element in its reasonableness assessment. 

73 '"[l]n asking whether FISA procedures can be regarded as reasonable under the Fourth 
Amendment, we think it is ·instructive to compare those procedures and reqtlirements with their 
Title III counterparts. Obviously, the closer those FISA procedures are to Title IU procedures, 
the lesser are our constitutional concems." ln re Sealed Case, 310 F .3d at 737. 
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ii. Probable Cause 

The FISCR noted that orders issued pursuant to FISA and Title III reqtlired di.ffet•ent 

probable cause findings. Under FISA, the FCSC need only find probable cnuse to believ" "that 
. ' 

the target is a foreign power or a11 agent of a foreig11 power,'~M, at 738 (citing 50 U.S.C.A. § 

1805(a)(3)), while Title III requires "'probable cause for belief that an individual is committing, 

has committed, or is about to commit' a specified predicate offense,'! i~·. (quoting 18 U.S.C.A. § 

2518(3)(a)). The FlSCR acl<.nowledged that while the FlSA probable cause showing was not ns 

great as that required under Title III, FJSA ]ncorporated "another safeguard not present in Title 

III/' i.fh at 739 - a probabie cause requirement, if the target is an agent, that "the target is acting 

'for or on behalf of a foreign power'/' i9..,. The FISCR concluded thut the import of this 

additional showing is that it would ensure that FISA surveillance was only authorized to addl'ess, 

<\certain carefully delineated, and particularly serious, foreign threats to national security." 1fh 

iii. Particularity 

In addressing particulmity, the FJSCR focused on two components: one concerning the 

nature of the- commtinications to be obtained through the surveillance and the second concerrung 

the relationship between the facilities to be targeted and the activity or person being investigated. 

l£L. at 739-40. With regard to the former, FISA mandates that a senior executive branch of.ficiaf'1 

.certify the purpose of the surveillance, including the type of foreign intelligence information 

7
'
1FISA identifies tl1e officials al.\thorized to make certifications as '~the Assistapt to the 

President for National Secmity Affairs or an e~ecutive branch official or officials designated by 
the President fi·om among those executive officers employed h1 the area of national security or 
defense and appointed by the President with the advice and consent of the Senate." 50 U.S.C.A. 
§ 1804(a)(7). 
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sought. 50 U.S.C.A. § 1804(a)(7). Tbe FISC judge considering the application is obliged to 

grant such certification gl'eat deference. M,. at 739. Only when the tm:get is a United States 

person does the FISC even make a si.1bstantive finding conceming that certification and even 

then, the standard of review is merely cleat' error. 50 U .S.C.A. § 1805 (ll)(S)." 

The findings mad() with regard to the facilities to be targeted are significantly different 

between the two statutes. Under FISA, the FISC must find probable cause to believe that the 

target is using or about to use the targeted facility, without regard to the purpose for which the 

facility will be used by the target. 50 U.S.C.A. § 1BOS(a)(3)(B); compare 18 U.S.C.A. § 

25 l8(3)(d). As the FISCR noted, "[s]imply put, FISA requit·es less of a nexus between the 

facility and the pertinent communications than Title Ill, but more of a nexus between the tal'get 

and the perHnent communications." lQ.. at 740. 

iv. Necessity 

The FISCR noted that while both. statutes impose a necessity requirement, under FISA the 

assess111ent of necessity is made by the above-mentioned certifying official (a reqtrirement not 

zmmdated by Title III), albeit sl!bject to the nbove-described deferential standard of judicial 

review. Icl. at 740. 

v. Dmation 

Both statutes also address the le11gth oftime Ol'det:s may remain in effect. FISA permits a 

longer duration than does Title 111, b11t the· FISCR found the difference between 30 days and 90 

nTitle lll, on the other hand, requires that njudge make a probable cause finding that 
particillnr communications conceming the offense will be obtained. 3 to F.3d at 739 (titing I 8 
U.S.C.A. § 2518(3)(b)). 
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days to be reasonable in light of the "nature ofnational security surveillance> which is 'often lm1g 

range and involves .the interrelation ofvarious sources and types ofinformation.m Id. (citations 

omitted). The FISCR took further comfort in the fact that "the longer surveillance period is 

balanced by continuing FISC oversight of minimization procedures during that period." Id. 

vi. Minimization 

Finall~, in addressing the requirement for minimization that is eri1bodied in both statutes, 

the FISCR acknowledged that Title III focuses on minimization at the time of acquisition (thus, 

more effectively protecting the privacy interests of non-target communications), while FISA 

permits minimization at both the acquisition and retenti~n stages. Id. at 7_40. This djscrepancyt 

according to the FISCR> "may well be justified[.] ... Given the targets ofFISA surveillance, it 

will often be the case that intercepted communications will be in code or a foreign language for 

which there is no contemporaneously available translator. and the activities of foreign agents will 

involve multiple actors and comple~ plots.'~ Jcl. at 741.70 

In summary, the FISCR relied upon a variety of factors in finding the FISA statute 

constitutional, and thus, that orders issued pursuant to it were reasonable;: under the Fourth 

Amendment. While the FJSCR appears to have placed great stock in the fact that FISA 

applications must be subjected to prior judicial scrutiny, the Court did not find it constitutionally 

problematic that a senior government official, rather than a detached magistrate, made findings 

7~The FISCR a'!so addressed the amici filers' concerns that FISA does not pataUel Title 
Ill's notice requirements or its requirement that a defendant i11ay obtain the Title 11I application 
and order when challenging the legality of the surveillance. ~ at 7 41. The FISCR distinguished 
FISA from Title lil in these two contexts and r.efused tG find that the absence of these 
requirements undermined the reasonableness oftbe HSA orders under consideration. Id. 
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comparable to those that Title Ill requires a judge to make. I d. at 739A l. The FISCR was also · 

satisfied with tbe probable cause findi.ngs made under FlSAt id. at 738-39, as well ElS with the 

extended duralion of orders issu~d under it. 1&. ut 740. Both particulurity requirements in FISA · 

weighed into the FISCR's analysis and the FISCR did not negatively opine on the fact that one of 

those findjngs was 111ade by a senior executive branch o'fficial rather than a judge. 

So, from the FISCH!s opit'lion in In reSealed Case, it is logical to assume that elecb·onic 

smveillance t-drgeled against United States persons within the United States is !'easonable trnder 

the Fourth Amendment under the foHowing cb·cumstunces: (1) there is some degree of prior 

jtJdicial scrutiny, (2) there is probable oause to believe that the target is an agent of a foreign 

power (or a foreign power itself), (3) there is probable cause to believe that the facility to be 

targeted is being tlsed or is about to be used by the target, (4) at least some constituticmal!y 

required detc:rminations are n1ade by the senior executive branch ofticials designated in the 

statute, subject to a highly deferel1tial degree of judicial review, (5) the duration may extend to 90 

days, pmticulat·Iy whe11 there is Court oversight over minimization procedures, and (6) such 

mh1imization procedlires are in place and being applied. 

It is not clear from tbe FISCR opinioi1 how much importance the Court attached to each 

ofthe above-described factors. For that reason, it is difficult to discern what effect the 

moditication or removal of one of the factprs would have on the overall detennination of 

reasonableness. Not' is there cleur guidance on how the requirements of reasonableness might 

vary for targets who are United States persons located outside ofthe United States. 
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b, United States y, Bin Laden 

A case that fat more closely resembles the case now before this Court is United States y, 

Bi11 Ladep, which involved search and Stlrveillance tnrgeted at a United States person located 

overseas. The facts there were the following. 

In its investigation of al Q~eda in Kenya, in August 1996, the intelligence community 

began monitoril'lg telephone lines _used by certain persons associated withal Qaeda, including 

Wadih El-Hage, an Amedcan citizen. Bin Laden, 126 F. Supp. 2d at 269. Although the 

gJJvernment was aware that El-1-Iage was a United States person, it was not until eight months 

later, on Aprfl 4, 1997, that the Attorney Geneml specifically authorized seal'ch and sw·veillance 

of El-Hage pursuant to E.O. 12333, § 2.5 . .I.1t at 269 & n.23. 

At his criminal trial, El-Hage filed a motiDn to suppress evidence seized during the search 

of his home and the surveillance ofhjs telephone and cellular telephone in Kenya, arguing that 

the search and surveillance violated his Fourth Amendment rights. Id. at 268, 270_ The District . . 

Court found that the searches and surveillance conducted subsequent to the Attomey General's 

E.O. 12333 authorization fell u_nder the foreign intelligence exception to the Fotu-th 

funendment's warrant requirement and were t•easonable; therefore, the evidence was lawfully 

.. . . ~ 
acquired and not subject to suppression. ll1 at 279, 288. Howe'{er, the District Court fot.md that 

surveillance conducted prior to April 4, 1997, wns not incidental, as the government argued, and 

because the goverrunent had not obtruned the Attorney General's authol'ization, was "not 

embraced by the foreign intelligence exception to the warrant requiremei1t." k!.. at 279. Purtheri 

because no warrant had issued, the Court found that the surveillance violated El .. Hnge' s Fourth 
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Amendn1e11t dghts. Id. at 28lw82. However, for reasons not rei evant to this matter, the Court 

decHned to upply ·the exclusionary rule to the evide·nce that had been seized and [nteccepted. ld. 

As the District Court in Bin Laden noted, in o!'der to find that the surveUlance did not 

offend the Fourth Arnendment, the Comt needed to find not only that the government met the 

requirements of the foreign intelligence exception to the warrant requirement, hut also that the 

conduct of the surveHlance was reasonable. Jd. at 284. There, the Court identified three factors 

as being essential in order to find that electronic survel!lance targeted against a United States 

person abroad fit within the foreign intellige11Ce exception to the wnrnmt requil'ement: (l) the 

target must be an agent of a foreign power, (2) th~ primary purpose of the surveillance must be to 

acquire fordgn intelligence, and (3) the President or the Attomey General must authorize tlie 

st1rveillance. Id. at 277.77 'fhe J3in r.,.aden Court found that all three criteria were satisfied by 

virtue oflhe Attorney General's E.O. 12333 authoriz:ution. . 

The Distdct Court in Bin Laden then analyzed the reasonableness ofthe surveillance. 14 

at 284-86. ln response to El-Hage's concerns, the District Court acknowledged that the duration 

77These criteria appear to derive directly li.·om the holding in United States v. Tryoo..g, 629 
F.2d 908 at 915 . See BinLgden, 126 F. Supp. 2d nt 275,277-79. As already noted, the FISCR 
took exception with Irqong's artic1.1lation of the primary purpose requirement in its opinion in In 
reSealed Case, 310 F.3d a:t 744. See suprn pp. 61-62. Following the lead of the FISCR, as 
discussed above, this Courc holds that the foreign intelligence exception to the warrant 
requirement requires only that n significant purpose of the acquisition is to obtain foreign 
intelligence inforniation1 there is probable cmtse to _believe the individual who is targeted in an 
agent of a foreign power and that such probable cause finding is made by a sufficiently 
at~thoritative official, such as the Attorney Oene1·aL 
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of a surveillance may be a factor to consider in analyzing reasonableness. I d. at 286. However, 

the District Court accepted the_ govemment's argument that "more extensive monitoring and 

'greater leeway' in minimization efforts me permitted in a case like this given the Lwo~ld-wide, 

covert and diffuse nahll'e ofthe intemational terrorist group(s) targeted."' JA.. (citations omitted). 

A.B this quote suggests, the Comt appears to 11ave found that the mcistence of minimization 

procedutes tiears upon reasonableness, although the Court did not address the necessary 

parameters of such procedures. I d. Finally, as part of its reasonableness analysis, the District 

Comt, citing United St<!Jes v. Scott, 516 F.2d 751, 759 (D.C. Cir. 1975), found it significant that . 

the telephones were used communally by al Qaeda agents, thereby making it more reasonable for 

the government to monitor them than it would be if the phones were primarily used for 

legitimate, non-foreign intelligence-r~lated purposes. Id. 

Thus, the factors the Bin Laden Court appears to have relied upon to assess the 

reasonableness of the surveillance were: (1) the existence of mi11imization procedures1 (2) the 

duration of the trionitoring as balanced against both the minimization procedures and the natl.lre 

of the threat being investigated, and (3) the extent to which the targeted facilities are used in 

support of the activity being investigated. 

c . Reasonableness Factors 

i. Common Factors Utilized in Both In re Sealed Ctl~~ and .IW1 Lagen 

Comparing the factors relied upon by the FISCR in In re Sealed Case and by the Disbict 

Comt in Bin Laden, sonie factors are common in both cases. These factors can provide the 

struting point for this Court's reasonableness analysis of the directives issued to Yahoo. Both 
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courts favorably noted that probable cause findings were made with regard to the target being an 

agent ofu forclgn power, rn reSealed Case, 310 F.3d at 738; Bin Laden, 126 F. Supp. 2d at 271-

78, with the District Comt expressly tindi.ng this factor to be an essential criterion for meeting the 

requirements of the foreign intelligence exception to the wnrra11t reqttirement, i1L. at 2 77. Both 

Cmuts also relied upon the existence of minimization procedures in finding the surveillance at 

issue reasonable: Jn re Sealed Cuse1 310 F .3d ~'t 740A 1; Bin Laden, 126 F. Supp. 2d at 286. In 

addition, both Courts examined the duration of the authorized surveillance and both intimated 

that a longer duration must be balanced by more rigorous minimization pl'Ocedures tl1an might be 

reasonable far a shorter period. of surveillance. In reSealed Ca.si.. 310 F.3d at 740; Bin Laden~ · 

126 F. Supp. 2d at 285-86. On this point, the FISCR found a 90-day d\.1ration reasonable and the 

District Court seemed to find a several month duration to be reasonable (although it is not clear 

whether the District Court predicated its assessm~nt on the 90wday nHlttthorization by the 

Attorney General in July 1997). llhn Both Courts found it reasonable that at least some findings 

were made by high level executive branch ofi1cials, even though not made by aj1.1dge. h]re 

Sealed Case, 310 FJd at 739w40; Bin Laden, 126 F. Supp. 2d at 219. The District C01.11't 

speclfically found it necessary that the Aitomey General or the President ma1<e the probable 

cause findings) id. at 279, while the FISCR was satisfied that ather senim· executive branch 

ofi1oials make at least some of the necessary findings. In reSealed Case, 31 0 J".3d at 739. The 

''llrJ'he District Court seemed to accept the defendant's assertion that the surveillance 
against him had continued for. many months. Bin Lade!), 126 F. Supp. Zd at 285-86. It is unclear 
from the District Court opinion the significance it attached to the fact that the Attorney General, 
in accordance with E.O. 12333, re-authorized the surveillance 90 days after ber initial 
authorization. lQ. at 279. 

'fO~? SECRETH€0MlNT/IORCON,NOFORNHX1 
Page 81 

CR 1042 

              502App.



CR 1043 

TOP 8ECRETI/COMIN'FI/ORCON,NOFORN//Xl 

. FISCR explicitly relied upon the fact that there was a finding as to the facilities being targeted, 

distinct from and in addition to the finding that the targeted individual is an agent of a foreign 

power. ld. at 739-40. The Distl'ict Court, while it did not directly hold that there is a requirement 

for a prior finding conceming the targeted facilities, favorably noted that it was "highly relevant". 

that the tat·geted telephones were .. 'communal' phones which were regularly used by al Qaeda 

assoc.iates." Bin Laden, 126 F. Supp. 2d af286. 

ii. Factot·s Weighed Differently by the Two Comis . 
Two of the factors considered by the courts appear to have been weighed differently. The 

Disb.ict Court explicitly rejected the requirement of prior j udicialreview of the government's 

application, id. at 275-77, while the FISCR found this to be m1 important consideration,~ 

Sealed Case, 310 F.3d at 73 B. And, while the FISCR explicitly addressed the requirement that 

there be a prior finding of probable cause to b.elieve that a particular facility is being or will be 

used by the targeted agent, id. at 739~40. the District Court referred to this consideration only 

peripherally, Bin Ladeq, 126 F. Supp. 2d at 286. 

* Prior Judicial Review Not Requhed 

The FJSCR favorably noticed that FISA orders are subject to prior judicial approval. The 

District Cotut, on the other hand, determined that such approval was not necessary tmder the 

circumstances ofthc case before it. While the FISCR was considering a request to conduct 
. I 

surveillance of a United States person located within the United States, the individual targeted in 

the matter presented to District Court, also a United States person, was located outside the United 

State§. 
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Without question, Congress is aware, and has been fm• quite some time, that the 

intelligence community conducts electronic surveillance ot· United States persons abroad without 

seeking prior judicia] authorization. In fact, when Congress enacted FJSA in 1978, it explicitly 

excluded overseas surveillance from the statute, as reflected in a House ofRept·esentatives 

Report that states, "this bill does not afford protections to U.S. persons who are abroad . .. " H.R. 

Rep. No. 95 ~1 283, pt. l at 51 (1978) .. See also Bin Ladep, 126 F.Supp. 2d at 272 n.8 (noting that 

FlSA only governs foreign intelligence searches conducted. within the United States) . The Bin 

Laden Court examined the issue of priol' judicial approval in the same context presented to the 

Court in th!s case, and observed that «[w]arrantless foreign intelligence colJection has been an 

established practice of the Executive Branch for decades ." M. at 273 (citation on1itted). Citing 

Youngstown Sheet & Tube Co. y. Sawyer, 343 U.S. 579,610 (1952) ("[A] systematic, unbroken, 

executive practice, long pursued to !'he knowledge of Congress and never before questioned, 

engaged in by Presidents who have also swom to uphold the Constitution, making as it were such 

exei·cise of power part of the structure of our govemment, may be treated as a gloss on 

'Executive Power' vested in the President by § l of Art. JI.") and Payton v. New Yorlc, 445 U.S. 

573, 600 (1980) ("A longstanding, widespread practice is not immune from constitutional 

scrutiny. But neither is it to be lightly brushed aside."), the District Court further noted that, 

"[w)l1ile the fact of (congressional and Supreme Court silence with regard to foreign intelligence 

collection abroad] is not dispositive of the question before this Court, it is by no means . 

insignificant." Bin Laden, 126 F. Supp. 2d at 273. This Court finds the reasoning cifthe District 

Court persuasive and therefore accepts as a general principle, that prior judicial approval of an 
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acquisition of foreign intelligence information targeted against a United States person abroad is 

not an essential element for a finding·of reasonableness under the Fourth Amendment. 

~· Probable Cause to Believe that the Targeted Facility is Being or is 
About to be Used 

The FISCR directly, and favorably, addressed the requirement in FISA that a prior 

showing be made that the targeted individual~ were using or were .about to use the targeted 

facilities. In reSealed Case, 3.10 F.3d at 739-40. The District Court considered tlus factor more 

obliquely. Bin Ladc;111; 126 F. Supp. 2cl at 286. 

. The FISCR chamcterized the judicial finding of probable cause to believe the targeted 

facility is being or is about to be used by the targeted agent as a particularily requirement, and 

therefore, one of the required elements of a Fourth Amendm~nt wan·ant. Given that the FISCR 

analyzed reasonableness in relation to the wan·ant requirement, it is not surprising that the FISCR 

found this factor to be constitutionally· significant in assessing reasonableness. In re Sealed Case, 

310 F.3d at 739-40. The District Comt in Bin Laden expressed no direct view on this factor, nor 

does its opinion make clear if the Attomey General's authol'izations included a probable cause · 

finding regarding the use of the facilities to ~e targeted. However, as noted above, the District 

Court did consider the use of the targeted facilities-in its reasonableness assessment. Bin Laden, 

126 F. Supp. 2d at 286. The disparity between the attention given to this factor by the two 

Courts may well be explained by the fact that the FISCR was considering the conduct of 

electronic surveillance within the United. States while the District Court was analyzing 

surveillance conducted overseas. The Fourth Amendment particularity requirement serves, in 

large pa1t, as n check to minimize the likelihood that persons who have a reasonable expectation 
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of privacy are not mistakenly subjected to govenm1ent survei11ance.79 When the surveillance 

activity is conducted against persons outside the United States, the persons who would be 

inappropriately surveilled most likely would be non-U11ited States persona. And, this is not a 

class of persons who enjoy the protections of the Fourth Amendment. Therefore, it seems 

reas\'lnable that, in the overseas context, there is Jess of a need to require a prior showing of 

p1:obable cause to believe that a properly targeted individual' is using or is about to use a specific, 

targeted facility. 

'iii. Necessity 

The FISCR noted that FISA incorporates a "necessity" provision, as does Title III. ln.J5;. 

Sealed Case, 310 F.3d at 740. The District Court'in Bin Li!den, however, makes no mention of 

necessity. A showing of necessity is not always a prerequisite for reasonableness. Illinois v , 

Lafayette, 462 U.S. 640, 647 (1 983) ("[t]he reasonableness of Ell1Y particuJm· governmental 

activity does not necessarily or invariably htrn on the existence of alternative 'less intrusive' 

means"). And, this Court is not persuaded that, in ·the context of the P AA; any ameliorative 

PU11Jose would be ser-Ved by requiring the government to demonstrate that less intrusive means 

ha:ve been attempted. Indeed, the very purpose of the P AA is to provide the government vvith 

"flexible procedures to collect foreign intelligence from foreign terrorists overseas ... [that do] 

79W11ile discussions of the particularity requirement typically focus on the "property to be 
sought" rather than the person using that property, Berl!er v. New York, 388 U.S. 41, 59 (1967), 
it 1s clearly the privacy interests of the individual that the Constitution protects. Yerdugo-
1Jrg\lidez, 494 U.S. at 266. Thus, in the context of electronic surveillance of email 
comrrn.mications, if the govemment surveils the wrong email account, the hat·m would be against 
the privacy interests of persons whose communications were improperly acquired. 
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not impose tmworkable,bureaucratic requiJ'ements that would burden the intellige11ce 

community." 153 Ccmg. Rec. l-19954 (daily ed. Aug. 4, 2007) (statement of Rep. Smith). 

Therefore, this Court will not consider the availability ofless intrusive means as a factor in 

determining the reasonableness of the directives issued to Yahoo. 

iv. Warrant Exception Criteria Are Factors to Consider in Assessing 
Reason.ableness. 

The factors that provide the basis for the foreign intelligence exception to the warrant 

requirement (a significant foreign inteHige11ce purpose and probable cause to believe that any 

United States person who is targeted is an agent of a foreign power) are also key elements that 

weigh in assessing reasonableness. 

d. Application ofthe Reasm1ableness Factors to the Acquisition of Targeted 
United States Persons, Communications Through the Directives Issued to 
Yahoo 

In assessing the Fourth Amendment reasonableness of the acquisition of foreign 

intelligence information thro~gh the directives isst1ed to Yahoo, this Court reli.es on the findings 

made above in Part IILB. 1 of this Opinion, in which it found that the S"\.trveillance satisfies the 

requirements for the foreign intelligence exception to the wnn·ant requil·ement. In aqdition, this 

Cotu't will consider the following factors relied upon by the FISCR in ln reSealed Case and the 
" . 

Dist1·ict Court in Bin Lad~11: ( 1) minimization, (2) dttration, (3) authorization by a senior 

government official, anc1.(4) identi"fication offaci1ities to be targeted. 

But, first, this Court must acknowledge the statutory frmnework that gove111s the 

proposed acquisitions. The PAA only authorizes "the acquisitioi1 offoreign intelligence 

information conceming 1?-ersons reasm1ably believed to be outside the United States ... " 50 
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U.S.C.A. § 180Sb(a) (emphasis added). The statute ftnther requires that "there are reasonable 

procedures in place for determining that the acquisition of foreign intelligence under this section 

concerns persons reasonably believed to be located outside the United Stutes, and such 

procedures will be subject to review of the CoUit pursuant to section 1 05C of this Act/' 50 

U.S.C.A. § 1805b(a)(1) (emphasis added).80 

This Court sees no reason to qllestion the presumption that the vast majority of persons 

who are located overseas are not United States persons and that most of their communications 

are \Aiith other, non-United States persohs,81 who also are located overseas. Thus, most ofthe 

communicat1ons that will be obtained thl'ough the directives issued to Yahoo likely will be 

communications between non-United States persons abroad, I&. persons who clo not enjoy the 

protection of the Fourth Amendment. 82 Sot to the extent "reasonable" procedures represent an 

effort to minimize the Hkellhood oftargeting the wrong facility or the wrong person or of 

obtaining the con-imunicntians of non-targeted communicants, a program such as this, which is 

focused on overseas collection, presents fewer Fourth Amendment concerns than does a program 

uosee supra Part ll.B for this Court's resolution of the ambiguities related to thia 
provision. 

81This common sense presumption is ~mbodied in the Department of Defense procedures 
goveming the collection of information about United States persons, which state, .. [a] person 
known to be c1trrently outside the United States, or whose location is not l<l1own, will not be 
treated as a United States person unless the nature of the person's communications or othel' 
available information concerning the person give rise to a reasonable belief that such person is a 
United States citizen or permanent resident alien." DoD Procedures, Procedure 5, Part 3.B.4. 

82Supra note 69. 
TOP SECRET/ICOMINT//()BCON1J!>lOFORNIJXl 

Page 37 

CR 1048 

              508App.



366 

TOP 8ECRETHCOMINTHOllCON,NOFORN/IX1 
that focuses on dome~tic communications within the United States. 53 It is against this bnckdr<Jp 

.., 
that this Court will nssess the appropriate reasonableness factors. 

i. Minimization 

By statute, the communications that will be acquired through tbe dhectives issued to 

Yahoo will be subject to minimization procedures that are s\tpposed to compmt with the 

definition of"minimizution procedttres" under 50 U.S.C.A. § 1801(h). 50 U.S.C.A. § 

1805b(a)(5). This Court h·as reviewed the minimization procedures applicable to these directives 

and finds that they are virtually the same procedures the gcwemment uses fm· many non-P AA 

FISA collections. Feb. 2008 ClE}ssified Appendix at 

- In other conte>..is, this Judge has (as other Judges o'n the FISC have) found these 

non .. PAA procedures to be reasonable under circ~tmstances in which the government is 

intercepting private email communications. 

This Court, therefore, finds the mi~1imization procedures filed by the government to be 

sufficiently robust to protect the interests of United States persons whose communications might 

be acquired tlu·ough the acquisition of information obtained through the directives issued to 

a3This Court appreciates Yalwo,s concern that "it is possible that the 'target' may rctum 
to the U .8. during the surveillance period. Therefore1 the Directives may target U.S. citizens who 
may be in the U.S. when under surveillance/' Yahoo's Mem. in Opp)n at 9. However, the 
Court has reviewed the government's targeting procedures and notes the has 

addressed thjs issue and has robust procedures in place to 
such surveillance "w.ithout del 'when it is n ....... -n, that the~s in 

Feb. 2.008 Classified Appendix at s~e also ill. at-
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Yahoo, and tbst these procedul'es satisf)1 the definition of"minimization procedures" tmder 50 

U.S.C.A. § l801{h). 

ii . Duration 

The P AA permits the Director of National Intelligence and the Attomey General to 

authorize the acquisition of foreign inteliigence information fbr a period of up to one year. 50 

U.S.C.A. § 180Sb(n). However, in each of the certifications filed with this Court,· the Director of 

National Intelligence and the Att~rney General assert that prior to targeting a United States 

person, tb~ government must obtain Attorney General authorization 1.1sing the procedures under 

E.O. 12333, § 2.5. Feb. 2008 Classified Appendix One ofthe 

provisiqns of those procedures is that surveillance conducted pursuant to the Attomey General's 

authorization may not exceed 90 days. DoD Procedures, Procedure 5, Part 2.C.6. Thus, for 

those targeted individuals who have Fourth Amendment protection, i.e., United States persons, 

the Court assumes that the Altomey General will re-authorize the acquisition every 90 days in 

order for the acquisition undel' the P AA to continue.114 

Ninety days is the identical dumtlon the FISCR found reasonable in the matter it 

considered. The FISCR noted in In re Srxaled Ca:,e tbat the longer duration under FlSA U&.,., 90 

days rather than the 30-day duration i11 Title III) '1is based on the nature of national security 

surveillance, which is 'often long range and involves the interrelation of various sotu'ces unci 

types of information.}'! 310 F.3d at 740 (citations omit-ted). However, the F'ISCR also suggested 

3'
1It is therefore also this Comt's assumption that ifthe Attorney General does not issue 'a 

new authorization, surveillance of the targeted account will cease. 
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that the 90~day duration was reasonable in pmt because the FISC exercised oversight over the 

minimization procedures while a surveillance is being conducted. !.d,_ But, the PAA does not 

provide a similar role for the FISC. Notably, though, under the P AA, the target of the 

surveillance will be located overseas, nnd presumably, so will be a significant number ofthe 

persons who communicate with that target, wl-llle under a domestic FISA surveillance, it is 

feasible, and indeed likely, that the bulk of the information obtained would be to, from, or about 

United States persons. Therefore, to the extent judicial oversight over minimization serves to 

enhance the protection afforded United States persons whose communications are intercepted, . 

the importance of such oversight wanes when a reduced proportion of United States person 

information will be acquired. Indeed, in Bin Laden, there was no judicial oversight of the . . 

minimization procedures whatsoever. And, in that case, the Cowt did not find a duration of 

approx~mately eight months to be unreasonable.85 Therefore, on balance, this Court finds a 90-. 
day durntion for the acquisition of communications targeting United States persons under the 

circumstances presented in this case, even withoutjudi'dal oversight of the application ofthe 

minimization procedures, .reasonably limited. 

iii. Senior Official Approval 

Prior to the issuance of its directives ·to Yahoo, as required by the statute, the Attorney 

General and the Director ofNntional Intelligence determined, through written certifications under 

05fu!.l2@ note 78 and accompanying text. 
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oath, that were snpported by aff:idnvits from the Director ofNSA, that 

there are reasonable procedures in place for determining that the acquisition of foreign 
intelligence information under section 1 05B ... concerns pexsons reasonably belleved to 
be located outside the United States{,] ... the acquisition does not constitl.tte electronic 
surveillance as defined in section lOl(f) ofthe ActL) the acquisition involves obtaining 
foreign intelligence it1forma:tion from or with H1e assistance of communications service 
providers .. . [;]a significant purpose ofthe acqlJisition is to obtain foreign intelligence 
information and [,] the minimization procedures to be used with respect to such 
acquisition activity meet the· definition of minimization procedures under section 101 (h) 
of the Act. 

Feb. 2008 Classified Appendix at see also id. 

Jt is this Court's view that the certifications of these two of!lcials represent a sufficient 

restraint on the exercise of ru:bitrary action by those in the executive branch who are effecting the 

actual acguisitio11 of information,~ In reSealed Case, 310 F .3d at 739 (characterizing 

con.gl'essional intent that the certification by senior officials, ''typically the FBI Director [with 

approval by] the Attorney General or the.Attorney General's Deputy," would provide written 

accountability and serve as "an internal check on Executive Branch arbitrariness'1) (citation 

omitted); H.R. Rep. 1283 at 80, and thus .weighs favorably in assessing the reasonableness ofthe 

directives issued to Yahoo. 

iv. Identifying Targeted l"acilities 

The final factor to consider in determining the reasonableness of the directives is the 

identiflcation of the accounts to be targeted. As discussed above, the manner in which accounts 

are tat·geted for surveillance is an important consideration in detennining the reasonableness ofa 
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warrantless surveil1ance.ll6 For the following reasons, the Court finds that the current procedures 

employed by the government are reasonable, given all the facts and circumstances of the 

anticipated acquisition. 

In a typical foreign h1telligence case where the intelligence activity is conducted within 

the United States, the govemment first establfshes probable cause to believe that a particular 

individual is an agent of a foreign power and then identifies th~ specific facility the person is 

using that the government wants to monitor. By establishing probable cause to believe that the 

target is using a particular facility (as is required llnder the non~PAA provisions of FISA, 50 

U.S.C.A. §§ 1804(a)(3)(B) & 1805(a)(3)(B)), the government is demonstrating the nexus 

between the person being targ~ted ~nd the facility that is going to be monitored. This nexus 

requirement diminishes the likelihood that the govemment will monitor the communications of a 

completely inno.cent United States person, which would, on its face, appear to be an unreasonable 

search, and thus, violative of the Fou1th Amendment. 

The P AA, by its terms, however, only allows the acquisition of communications which-

are reasonably believed to be used by persons located outside the United States. 50 U.S.C.A. §~ 

1805a & 1805b(a). As stated above, n7 this Court can envision no reason to question the . 

presumption that most people:; who are located outside the United States are not United States 

. RGThe Court is mindful tlmt the PAA specifically provides that "[a] certification under 
subsection (a) is not required to identify the specific facilities, places, premises, or properly at 
whi'ch the acquisition of foreign intelligence information will be directed." 50 U.S.C.A. § 
1805b(b); see also supra Part II.C. · 

K7supra note 81. 
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persons. So, even if, after establishing probable cause to believe a·partlculor United States 

person is an agent of a foreign power, the govenunent, pursuant to the P AA, mistakenly targets 

an account used by someone other than that United. States person, the likelihood is that the 

person whose privacy interests are implicated is a persot1 who does not enjoy the protection of 

the Fourth Amendment. 

Moreover, by the terms of Lt. Gen. Alexander's affidavit, upon which the Director of 

National rntelligence and the Attomey Gcner.al retied when making their certifications, Feb. 2008 

Classified Appendix e govermnent will only target accounts (whether the 

user is a United Stutes person or not) if there is some basis for believing that such account will 

likely be tJsed to communicate infol'mation concerning one of the foreign powers specified in the 

certification. So, even if a targeted account is mistakenly associated with an im:onect user, that 

account would have been targeted only after United States intellige11ce analysts had assessed that 

there is some basis for believing the particular accOtmt is being used to convey infonnation of 

foreign intelligence interest related to the certifications. Theretbre, given. the provision of the 

statttte that lhnits acquisit~on to persons reasonably believed to be located outside the United 

States, coupled with the process articulated by Lt. Gen. Alexander for limiting surveillance to 

those accounts that are likely to provide foreign intelligence information related to the 

certifications, this Court finds that the procedures in place to identify the facilities to be targeted 

contl'ibute favorably to the reasonableness ofthe directives issued to Yahoo. 
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v. In Sum, the Acquisition of Foreign Intelligence Information Tm·geting 
United States Persons Abroad Obtained Pursuant to the Directives 
Issued to Yahoo is Reasonable Under the Fotnih Amendment. 

Having considered ,the totality of the facts and citcmnstances, including: 

(1) the statute, which by it's terms, limits acquisition to foreign intelligence 

conmmnications of persons reasonably believed to be located outside the United States 

l:illd requires written proced'l!res for establishing the basis for making these 

determJnations, procedures that have been reviewed .bY the Court; 

(2) United Stutes persons will not be targeted unless the Attorney G~neml has 

determined, in accordance with E.O. 12333, § '2.5 procedures, that there is probable cause 

to believe that such p~rson is an agent of a fm·eign power; 

(3) the Director ofNationallnteUigence and the Attorney General have certified that a 

significant purpose of the acquisition is to obtain foreign intelligence infmn1ation; 

(4) each authorization for the acquisition of targeted United States person 

communications is limited to 90 days; 

· (5) there are reasonable minimization pl'Ocedures in place, which meet the definition of 

"mihimiza.tioll procedutes', under 50 U.S.C.A. § 1801 (h)i and 

(6) there are written procedures in place to ensure that surveiilance of the facilities to be 

targeted likely will obtain foreign intelligence information, 

this Court is satisfied that the govemment curr~ntly has in place sufiicient procedures to ensure 

that the FoUtth Amendment rights of targeted United States persons are adequately protected and 
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that the acquisition of the foreign intelligence to be obtained through the directives issued to 

Yahoo, as to these individuats, is reasonable under the Fourth Amendment. 

c. The Reasonableness oflncidentall.y Acquiring Communications of United 
Stutes Persons 

The previous section of this Opinion concerned the Fourth Amendment rights of those 

United States persons whose communications are targeted. However, the universe of 

communications that will be acquired through the directives issued to Yahoo will include the 

communications of persons who communicate with the targeted accounts. UH Y nhoo mgues, 

Yahoo's Mem. in Opp'n at 9, and the gove.rrunent concedes, "[t]he directives therefore~ 

implicate, to varying degrees. the Fourth Amendment rights of ... persons, whether abroad or 

inside the United States, who are communicating with foreign intelligence targets outside the 

United States., Gov'L 's Supp. Brief on the Fourth Amend. at 2. Tllis Court agrees that some 

subset of non-target communicants located in the United States and non-tal'get communicants 

who are United States persons, whether located in the United States or abroad, e1~oy Fourth 

Amendment protection. United States v. Yerdugo-Urquidez~ 494 U.S. 259. 

As the District Court in B1n Laden noted, " ... inddental interception of a person's 

convca·sations during an otherwise lnwf1tl surveillance is not violative of the Fourth 

Amendment." 126 F. Sttpp. 2d at 280 (citations omitted). Likewise, the Second Circuit has held, 

58I tis this Court's tmderstanding that the directives issued to Yahoo will result in the 
acquisition of non-target communications only if the non~ targeted account is in direct 
communication vvith a target·ed account or if a account is 
fozwardecl to a~ount. S~e Declaration of anuary 161 2008; 
Declaration of-January 23, 2008. 
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"[i]f probable cause has been shown as to one such participant, the statements ofthe other 

participants may be intercepted if pertinent to the investigation." United States v. Tortorello, 480 

F.2d 764, 775 (2d Cir. 1973). As discussed earlier in this opinion, iilltl,m Ptni 11, this Court has 

found that the acquisition of communications obtuined through the directives issued to Yahoo 

adheres to the requirements of the PAA. And, as discussed immediately above, this Court has 

found that the acquisition of the communications of targeted United States persons obtained 

tlu·ough the directives issued to Yahoo is reasonable and therefore complies with the Fm1rth 

Amendment. 

This Court also notes that, in addition to the underlying surveillance being lawful, the 

government hns in place minimization procedures designed to protect the privacy interests of 

United States persons. As required by the P AA, the government must have procedures in place 

tliat comport with the de-finition of minimization procedures under section 1801 (h) of FISA. 

That definition specifies that such procedures m\lst be 

• ( 1) specific procedures ... reasonably designed in light of the purpose and 
tecJmique of the particular surveillance, to minimize the acquisition and retention, 
and prohibit the dissemination, of nonpubHcly available information co'ncerning 
unconsenting United States persons consistent with the need of the United States 
to obtain, produce, and disseminate foreign intelligence information; 

(2) procedures that requite that nonpublicly available infom1ation, which is not 
foreign intelligence infonnation ... shall not be disseminated in a manner that 
id!(ntifies any United States person. without such person's consent unless such 
person's identity is necessary to understand foreign intelligence information or. 
assess its importance[.] 

50 U.S.C.A. .§ 180101)(1) & ( 2) (emphasis added). This Court agrees with the government that 

these minimization procedures adequately protect the privacy interests of persons whose 
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communications might be incidentally acquired. Mem. in Support of Oov't Motion at 19; see 

also Feb. 2008 Classified Appendix at 

Based on the above considerations, this Court finds that any incidental acquisition ofthe 

communications ofnon~targeted persons located in the United States and ofnon-targ(.jted United 

States persons, wherever they may be located, is also reasonable under the Fourth Amendment. 

IV. Conclusion 

There are times when there is an inevitable tension between the interests protected by the 

FoUith Amendment on the one hand and the federai government's obligation to protect the 

security of the nation on the other hand. This reality has been particularly acute in an era of ever 

increasing communications and intelligence teclmology, when at the same time the threat of 

global terrorism has intensified, ultimately reaching the American mainlD.lld with devastating 

consequences on September 11, 2001 . That is the landscape which confronted the United States 

Congress when the legislation that is the subject of this Opinion was emicted. Congress 

obviously sought to strike the proper balance between the sometime conflicting interests of 

individual privacy and national security when it the adopted the PAA. But as illustrated by the 

painstaking and complex constitutional and statutory analysis this Court had to conduct to 

resolve the dtspute in this case, the balance is not easily achieved. Despite the concerns the 

Court has expressed regarding several aspects of the legislation, for the. reasons set forth above, 

this Court finds that the directives issued by the government to Yahoo satisfy the requirements of 

the P .AA, do not offend the Fourth Amendme!1t, and are otherwise lawful. Accordingly, Yahoo 

T0l1 SECRE'l:HCOMINTHORCON,NOFO~!HXl 
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is instructed to comply with the directives and an Order directing Yahoo to do so is being issued 

contemporaneously with this Opinion. 

Judge, Foreign h1telligence Surveillance Court 
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

MEMORANDUM OPINION
and

ORDER

This matter is before the Court on the Government’s Ex Parte Submission of

 and Related Procedures and Request for an Order Approvi

 and Procedures, filed o , 2009 9 Submissio

 pursuant to 50 U.S.C. § 1881a(g). For the reasons stated below, the government’s

request for approval is granted.

I. BACKGROUND

A.    Certifications Submitted Under Section 188 la

The  Submission include n filed by the government pursuant

to Section 702 of the Foreign Intelligence Surveillance Act ("FISA"), which was enacted as part

of the FISA Amendments Act of 2008, Pub. L. No. 110-261,122 Star. 2436 (Jul. 10, 2008)

TOP SECRET//COMINT//ORCON,NOFORN
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("FAA"), and is now codified at 50 U.S.C. § 188 h certifications were

submitted  (collectively, the

"Original 702 Dockets"). Like the government’s submissions in the Original 702 Dockets, the

 Submission in the above-captioned docket include n by the Attorney

General and the Director of National Intelligence ("DNI"); supporting affidavits by the Director

of the National Security Agency ("NSA"), the Director of the Federal Bureau of Investigation

("FBI"), and the Director of the Central Intelligence Agency ("CIA"); two sets of targeting

procedures, for use by the NSA mad FBI respectively; and three sets of minimization procedures,

for use by the NSA, FBI, and CIA respectively.

 now before

 in Docket No. 702(i)-08-01,

which governs the collection of foreign intelligence informatio

 Like the acquisitions authorized in the

certifications approved by the Court in the Original 702 Dockets n under review

 limited to "the targeting of non-United States persons reasonably believed to be located

outside the United States."  O , 2008,

 April 7, 2009, the Court issued Memorandum Opinions and

accompanying orders approving the certification

TOP SECRET//COMINT//ORCON,NOFORN
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On  2009, respectively, the Director of National Intelligence and the

Attorney General executed amendments to the certification

for the purpose of authorizing the FBI to use, under those certifications, the same

revised FBI minimization procedures that were submitted to and approved by the Court in

connection wit -01.  30, 2009 Memorandum

Opinion at 3. On  2009, the Court issued a Memorandum Opinion and accompanying

order approving the amendments. Id. at 6.1 Each of the Court’s Memorandum Opinions in the

Original 702 Dockets (to include the , 2009 Memorandum Opinion) is incorporated by

reference herein.

B. The Government’s Representations

On  2009, following a meeting with the Court staff, the United States

submitted the Government’s Response to the Court’s Questions Posed by the Court (

 Submission")] In that submission, the government indicates that each set of targeting and

minimization procedures now before the Court is either substantively identical, or vei~ similar, to

procedm’es previously approved by the Court in the Original 702 Dockets

2 See Procedures Used by NSA for Targeting Non-United States Persons Reasonably
Believed to be Located Outside the United States to Acquire Foreign Intelligence Information
Pursuant to Section 702 of FISA, as Amended (’°NSA Targeting Procedures") (attach

(continued...)
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Submission at 13-14. Notwithstanding such similarity, the government notes a few cross-cutting

changes from the earlier approved procedures. First, in the various procedures submitt

the government tl~roughout uses ~’will" rather than "shall, which had

been used in the prior sets of procedures. 7 Submission at 1.3 The government avers

that this change ’[is] purely stylistic and ... not intended to suggest that each agency’s obligation

to comply with the requirements set forth in their respective targeting and/or minimization

procedures submitted wit n diminished in any

way." Id_~. Second, the government has changed the deadline for complying with various

reporting requirements from "seven days" to "five business days." Id. at 2. According to the

government, this change "is intended to remove any potential ambiguity in calculating the

deadline for reporting matters as required." Id.~. Finally, the govenm~ent has added to the NSA

and CIA Minimization Procedures an emergency provision silailar to that which already had

2(...continued)
 as Exhibit A); Procedures Used by the FBI for Targeting Non-United States Persons

Reasonably Believed to be Located Outside the United States to Acquire Foreign Intelligence
Information Pursuant to Section 702 of FISA, as Amended ("FBI Targeting Procedures") (attached

 as Exhibit C).
See Minimization Procedures Used by the NSA in Connection with Acquisitions of Foreign

Intelligence Information Pursuant to Section 702 of FISA, as Amended ("NSA Minimization
Procedures") (attached n as Exhibit B); Minimization Procedures Used by the FBI
in Connection with Acquisitions of Foreign Intelligence Information Pursuant to Section 702 of
FISA, as Amended ("FBt Minimization Procedures") (attach on as Exhibit D);
Minimization Procedures Used by the CIA in Connection with Acquisitions of Foreign Intelligence
Information Pursuant to Section 702 of FISA, as Amended ("CIA Minimization Procedures")
(attached  as Exhibit E).

3This change also is reflected in the Affidavit submitted by Lt. Oen. Keith B. Alexander,
U.S. Army, Director, NSA (attache n at Tab 1) at 3-4.

TOP SECRET//COMINT//ORCON,NOFORN
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been included in the FBI Minimization Procedures , NSA Minimization

Procedures at 1, CIA Minimization Procedures at 7 Submission at 2.

Apart from these across-the-board changes, the government confirms that the NSA and

FBI targeting procedures are virtually identical to those submitted to and approved by the Court

 Submission at 13. Similarly, the

goverl~nent represents that the FBI Minimization Procedures now before the Court are in all

material respects identical to the FBI Minimization Procedures approved by the Cou

and again in connection with the  amendments to the certification

 Id_~. at 14. Likewise, the NSA Minimization

Procedures at bar are nearly identical to the corresponding procedures approved by the Cou

d__~. at 13-14.s

The CIA Minimization Procedures, while substantially similar to the procedures approved

by the Court  include a few material

Sin a departure from the previous minimization procedures, the NSA Minimization
Procedures submitted in this docket do not characterize the transfer of unminimized information
from NSA to the FBI and the CIA as "disseminations," but rather as the provision of information.
The government made this change "so that the description of the information-sharing regime
established by the NSA minimization procedures ... is consistent with the Court’s opinion 

 Sutsmission at 4-5. The Court does not
understand this change of wording to modify or limit the requirements governing such "provision"
or "dissemination" of information.

TOP SECRET//COMINT//ORCON,NOFORN
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differences. The procedures submitted in this Docket incorporate a handful of provisions that

had not been in the prior minimization procedures but are part o

..... 

TOP SECRET//COMINT//ORCON,NOFORN
Page 6

              596App.

bernila
Cross-Out

bernila
Cross-Out



TOP SECRET//COMINT//ORCON,NOFORN

The Court has carefully reviewed the instant Procedures and has found that, with the

exception of the above-described differences and certain non-material changes, the procedures

submitted in the cmTent Docket, as informed by th 7 Submission, mirror those

submitted and approved by the Court in the Original 702 Dockets and their amendments.

II. REVIEW

The Court must review a certification submitted pursuant to Section 702 of FISA "to

determine whether [it] contains all the required elements." 50 U.S.C. § 1881 a(i)(2)(A). The

Court’s examination  submitted in the above-captioned docket confirms that:

(1)  been made under oath by the. Attorney General and the DNI, as

required by 50 U.S.C. § 1881a(g)(1)(A),

(2) ach of the attestations required by 50 U.S.C. § 1881a(g)(2)(A), id. at 1-3;

(3) as required by 50 U.S.C. § 1881a(g)(2)(B)  accompanied by the applicable

targeting procedures8 and minimization procedures;9

(4) supported by the affidavits of appropriate national security officials, as described

in 50 U.S.C. § 1881a(g)(2)(C);1° and

8 See NSA Targeting Procedures and FBI Targeting Procedures.

9 Se  NSA Minimization Procedures, FBI Minimization
Procedures, and CIA Minimization Procedures.

~0 See  Affidavit ofLt. Gen. Keith B. Alexander, U.S. Army,
Director, NSA (attache n at Tab 1); Affidavit of Robert S. Mueller, III, Director,

(continued...)
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(5) i  an effective date for the authorization in compliance with 50 U.S.C. §

188 la(g)(2)(D)

Accordingly, the Court finds that  submitted

"contains all the required elements." 50 U.S.C. § 1881 a(i)(2)(A).

III.    REVIEW OF THE TARGETING AND MINIMIZATION PROCEDURES

The Court is required to review the targeting and minimization procedures to determine

whether they are consistent with the requirements of 50 U.S.C. § 188 la(d)(1) and (e)(1). 50

U.S.C. § 1881 a(i)(2)(B) and (C). Section 1881 a(d)(1) provides that the targeting procedures

must be "reasonably designed" to "ensure that any acquisition authorized under [the certification]

is limited to targeting persons reasonably believed to be located outside the United States" and to

°’prevent the intentional acquisition of any communication as to which the sender and all

intended recipients are Icnown at the time of the acquisition to be located in the United States."

Section 1881 a(e)(1) requires that the "minimization procedures [] meet the definition of

minimization procedures under section ! 801 (h) or 1821(4) of [the Act]..." In addition, the Court

must determine whether the targeting and minimization procedures are consistent with the

requirements of the Fourth Amendment. Id.~. § 1881 a(i)(3)(A).

~°(...continued)
FBI (attached  at Tab 2); Affidavit of Leon E. Panetta, Director, CIA (attach to

 at Tab 3).

~ The statement described in 50 U.S.C. § 1881a(g)(2)(E) is not required in this case because
there has been no %xigent circumstances" determination under Section 1881 a(c)(2).

TOP SECRET//COMINT//ORCON,NOFORN
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Based on the Court’s review of the targeting and minimization procedures in the above-

captioned Docket, the representations of the govermnent made in this matter and those carried

forward from the Original 702 Dockets, and the analysis set out below and in the Memorandum

Opinions of the Court in the Original 702 Dockets and their amendments, the Court finds that the

targeting and minimization procedures are consistent with the requirements of 50 U.$.C. §

188 la(d)-(e) and with the Fourth Amendment.

As discussed above, the targeting and minimization procedures are, in substantial

measure, the same as those previously found to comply with the requirements of the statute and

with the Foul~h Amendment to the Constitution. The few substantive changes noted do not

change the Court’s assessment. There is no statutory or constitutional significance to the change

from a seven day reporting deadline to five business days. Nor is the Court concerned about flae

government’s use of "will" rather than "shall," given the government’s assurance that the change

is merely stylistic. And, the Court is satisfied that U.S. person information will be properly

protected tba’ough the processes described in the CIA Minimization Procedure

. In fact, only two changes even have the

potential to require that the Court re-assess its prior determinations.

For the first time, both NSA and CIA include a provision in their Minimization

Procedures that allows the agency to act in apparent departure from the procedures to protect

against an immediate tl~reat to human 9-02, NSA Minimization

Procedures at 1, CIA Minimization Procedures at 6. However, these emergency provisions are

TOP SECRET//COMINT//ORCON,NOFORN
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virtually identical to a provision in the FBI Minimization Procedures that were approv in

 The

government has infon~aed the Com-t that the one substantive difference - the absence of a time

frame by which the agency must notify the DNI and NSD of the exercise of the emergency

authority - was inadvertent and that both the NSA and CIA have represented to the Department

of Justice that they, like the FBI, will promptly report any emergency departur 17

Submission at 2.

The new standard,

continues to require a foreign intelligence purpose for retaining such information; the procedures

only permit the retention of such

e "consistent with the need of the United States

to ... produce and disseminate foreign intelligence information." 50 U.S.C. § 1801 (h)(1). As the

Com-t noted in its September 4, 2008 Memorandum Opinion, procedures that meet this

requirement contribute to the Court’s assessment that such procedures comport with the Fourth

TOP SECRET//COMINT//ORCON,NOFORN
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Amendment. Id__~. at 40.

In addition to the procedures themselves, however, the Court must examine the manner in

which the goverm:aent has implemented them. In its April 7, 2009 Memorandum Opinion, the

Com’t acknowledged that while the potential for error was not a sufficient reason to invalidate

surveillance, the existence of actual errors may "tip the scales toward prospective invalidation of

the procedures under review..." Id__:. at 27. In i 17 Submission, the government reports

on  compliance matters that had previously been the subjects of preliminary notices to the

Court,  which involve NSA and one of which involves the CIA.~2 Id. at 5-t 1.

The NSA problems principally involve analysts improperly acquiring the

communications of U.S. persons. Id__~. In response to these incidents, NSA’s Office of Oversight

and Compliance has instituted several procedures designed to ensure more rigorous

documentation of targeting decisions in order to minimize the likelihood that NSA analysts will

improperly target U.S. persons or persons located within the U.S. Id~ at 7, 8. In addition, NSA

has conducted remedial training not only of the individual analysts who committed the errors, but

the offices and management chains involved. Id. at 6-9.

The CIA problem is more discrete although arguably more troubling because it reflects a

profound misunderstanding of minimization procedures, the proper application of which

contribute significantly to the Court’s finding that such procedures comport with the statute and

12The govermnent reports that it is aware of no new compliance incidents resulting from
 over-collection 3. See April 7, 2009

Memorandum Opinion at 17-27 for a full discussion e incident before the
Court

TOP SECRET//COMINT//ORCON,NOFORN
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the Fourth Amendment. A  who no longer works with or has access to FISA

information, improperly minimized at leas 8 reports that were disseminated to NSA, FBI, and

DOJ.  2009, Preliminary Notice of Compliance Incident Rega’ding Collection Pursuant

to Section 105B of the Protect America Act and Section 702 of the FISA, as Amende st

 Submission at 9-11. Recognizing that if one person so significantly misunderstood the

minimization regime, others might as well, the "ODNI, NSD, and CIA have been working

together to implement procedures that will facilitate more comprehensive oversight of CIA’ s

applications of its minimization procedures in the future 17 Submission at 10. In

addition, "CIA has made several process and training changes as a result of [this incident]. Id. at

11.

Given the remedial measures implemented in both agencies as a result of the compliance

incidents reported to the Court, the Court is satisfied that these incidents do not preclude a

finding that the targeting and minimization procedures submitted in the above-captioned docket

satisfy the requirements of the FAA and the Fourth Amendment.

The Court, however, is aware that both NSA and FBI have identified additional

compliance incidents that have not been reported to the Court. Through informal discussion

between NSD attorneys and the Court staff, and later confirmed at a hearing held 

2009 to address these matters, the Court learned that the government’s practice has been to report

only certain compliance incidents to the Court: those that involve systemic or process issues,

those that involve conduct contrary to a specific representation made to the Court, and those that

involve the improper targeting of U.S. persons under circumstances in which the analyst lcnew or

TOP SECRET//COMINT//ORCON,NOFORN
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should have known that the individual was a U.S. person.

Consistent with the government’s practice, the Court was not notified of numerous

incidents that involved the failure to de-task accounts once NSA learned that non-U.S, person

targets had entered the United States. Indeed, in th 5, 2009 hearing, the government

informed the Court that in addition to  incidents informally reported o 8, 2009 to

the FISC staff, there were approximately  other similar incidents, all of which occurred since

 2008. The government reported at the hearing that while the de-tasking errors did

not all stem from the same problem, NSA has instituted ne d processes to minimize

the likelihood of these types of de-tasldng errors recurring. In addition, the government informed

the Court that NSA’s system for conducting post-targeting checks provides an effective backstop

in the goverm~nent’s efforts to de-task accoun

 Finally, the government confirmed to the Court that NSA has purged

from its systems all communications acquired during the period of time when these accounts

should have been de-tasked. Based on these representations, the Court is satisfied that these

incidents do not rise to the level of undermining the Court’s assessment that the targeting and

minimization procedures comport with the statute and the Fourth Amendment.

However, the Court is concerned that incidents of this sort were not reported to the Court,

in apparent contravention of Rule 10(c) of Foreign Intelligence Surveillance Court Rules of

Procedures.~3 Section 702(i)(2)(B) specifically directs the Court to review the targeting

~3The Court appreciates the assurances offered by the Department of Justice at th
(continued...)
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procedures "To assess whether [they] are reasonably designed to ensure that any acquisition ... is

limited to targeting persons reasonably believed to be located outside the United States and

prevent the intentional acquisition of any communication as to which the sender and all intended

recipients are known at the time of the acquisition to be located in the United States." Given the

Court’s obligations under the statute, and consistent with 50 U.S.C. § 1803(i), the Court

HEREBY ORDERS the government, henceforth, to report to the Court in accordance

with the Rule 10(c) of Foreign Intelligence Surveillance Court Rules of procedure, every

compliance incident that relates to the operation of either the targeting procedures or the

minimization procedures approved herein.

IV. CONCLUSION

For the foregoing reasons, the Court finds, in the language of 50 U.S.C. § 1881 a(i)(3)(A),

that  submitted in the above-captioned docket "in accordance with [Section

1881 a(g) s all the required elements and that the targeting and minimization procedures

adopted in accordance with [Section 1881 a(d)-(e)] are consistent with the requirements of those

13(..’.continued)
 2009 hearing that, henceforth, the governmer~t will work with the. Court, through the Court’s

counsel, to ensure that the government’s guidelines for notifying the Court of compliance incidents
satisfy the needs of the Court to receive timely, effective notification of such incidents.
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subsections and with the fourth amendment to the Constitution of the United States." A separate

order approving  and the use of the procedures pursuant to Section 188 la(i)(3)(A)

is being entered contemporaneously herewith.

ENTERED t  2009.

THOMAS F. HOGAN
Judge, United States Foreign
Intelligence Surveillance Court
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SECRET

UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

ORDER

For the reasons state_din, the .Memorandum Opinion issued contemporaneously herewith, and

in reliance on the entire record in this matter, the Court finds, in the language of 50 U.S.C. §

188 l a(i)(3)(A), that the above-captione n submitted in accordance with [50 U.S.C. §

188 la(g) s all the required elements and that the targeting and minimization procedures

adopted in accordance with [50 U.S.C. § 1881a(d)-(e)] are consistent with the requirements of those

subsections and with the fourth amendment to the Constitution of the United States."

Accordingly, it is hereby ORDERED, pursuant to 50 U.S.C. § 188 la(i)(3)(A), t

n and the use of su~dures are approved.

ENTERED thi t 2009.

THOMAS F. HOGAN
Judge, United States Foreign
Intelligence Surveillance

SECRET
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UNITED STATES

FILED
LEEANN FLYNN HALL, CLERK

2014

U,8, Foreign Intelligence
Surveillance Court

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C.

OPINION ON MOTION FOR DISCLOSURE OF PRIOR DECISIONS

On  2014

"Motion for Disclosure of Prior Decisions" ("Motion for Disclosure"). The Court denied this

Motion on the record at the adversary hearing held on the underlying matter o 6, 2014.

It writes this Opinion to explain its reasoning.

I.     BACKGROUND

This case came before the Court on the Government’s "Petition for an Order to Compel

Compliance with Directives of the Director of National Intelligence and Attorney General,"

submitted on , 2014 ("Petition"). The directives that the Government is seeking to

SECRET/fNOFORN
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enforce were issued pursuant to Section 702(h)(1) of the Foreign Intelligence Surveillance Act,

as amended (FISA)t and served on 

Pursuant to a schedule set by order of the Court o  201

 ("Response") o , 201

it (collectively

"Reply") on  2014.2 In its Reply, the Government repeatedly cited and quoted two

opinions of the FISC that do not appear to have been made public in any form: one issued on

September 4, 2008 1 and the other issued on August 26, 2014

 (hereinafter "the Requested

Opinions").

Both of the Requested Opinions resulted from the FISC’s ex parte review of certifications

and attendant targeting and minimization procedures pursuant to Section 702(i). The August 26,

2014 opinion approved the certifications and procedures now in effect, and the directiv

d pursuant to those certifications. The

September 4, 2008 opinion approved  certifications and procedures.

i FISA is codified at 50 U.S.C. §§ 1801-1885c, within which Section 702 appears at §
1881a.

2
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 Motion for Disclosure, in which it sought

"immediate access to [the Requested Opinions] (in appropriately redacted form) to adequately

prepare for the hearing scheduled for  th.’’ Motion for Disclosure at 1.3 Pursuant to the

Court’s scheduling order of  2014, the Government submitted its opposition to the

Motion for Disclosure ("Opposition") on  2014.

II.    DISCUSSION

As explained below, the Court concluded that neither FISA nor the Foreign Intelligence

Surveillance Court (FISC) Rules of Procedure ("FISC Rules") require, or provide for

discretionary, disclosure ofthe Requested Opinions in the circumstances ofthis case. Similarly,

the Due Process Clause of the Fifth Amendment does not compel the requested disclosure and,

assuming that the Court has some discretion on this matter, no prudential considerations counsel

otherwise.

A.    FISA and the FISC Rules

The cases handled by the FISC involve classified inteIligence gathering operations. From

a security perspective, FISC operations "are governed by FISA, by Court rule,[4] and by

statutorily mandated security procedures issued by the Chief Justice of the United States.

its counsel has a Top Secret security clearanc

 seeking access to the Requested Opinions with any redactions
necessary to downgxade the Requested Opinions to a Top Secret, non-compartmented level.

4 The FISC explicitly has the authority to establish rules for its proceedhags under 50

U.S.C. § 1803(g)(1).
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Together, they represent a comprehensive scheme for the safeguarding and handling of FISC

proceedings and records." In re Motion for Release of Court Records, 526 F. Supp.2d 484, 488

(FISA Ct. 2007).

Specifically applicable to this case is the requirement that, in may proceeding under

Section 702, "the Court shall, upon request of the Government, review ex parte and in camera

any Government submission, or portions of a submission, which may include classified

information." 50 U.S.C. § 1881a(k)(2). The FISC Rules reiterate this statutory requirement and

further provide: "Except as otherwise ordered, if the government files ex parte a submission that

contains classified information, the government must file and serve on the non-governmental

party an unclassified or redacted version. The unclassified or redacted version, at a minimum,

must clearly articulate the government’s legal arguments." FISC Rule 7(j).

FISC Rule 3 provides: "In all matters, the Court and its staff shall comply with...

Executive Order 13526, ’Classified National Security Information’ (or its successor)." Under

that executive order, a person may be given access to classified information only if

(t) a favorable determination of eligibility for access has been made by an agency
head or the agency head’s designee;

(2) the person has signed an approved nondisclosure agreement; and

(3) the person has a need-to-know the information.

Executive Order 13526 § 4.1(a). "Need-to-know" is defined as "a determination within the

executive branch in accordance with directives issued pursuant to this order that a prospective

SECRET//NOFORN

4

              640App.

bernila
Cross-Out

bernila
Cross-Out



SECRET//NOFORN

recipient requires access to S_l~ecific classified information in order to perfoma or assist in a lawful

and authorized governmental function." Id_~. § 6.1(dd) (emphasis added).

The Court has reviewed the redacted copies of the Government’s Reply (to include the

supporting affidavit) and finds that it clearly articulates the Government’s legal arguments.

 without the Requested Decisions, it "cannot adequately

understand the guidance, and limitations thereof, that this Court has previously issued." Motion

for Disclosure at 1. The Government responds that the Requested Opinions do not bear on the

application of its targeting and minimization procedu

 further contends that its counsel

ilhas a ’need to know~ with regard to the prior relevant caselawl~ Motion for Disclosure at 1:

The government retort p does not have a need-to-know more about the

contents of the Requested Decisions. Opposition at 3.

The Court has carefully reviewed the Requested Opinions in the context of the issues

presented by the Petition5 and the parties’ respective arguments on those issues and compared the

citations to and quotations from the Requested Opinions that appear in the Government’s Reply

to the underlying texts. In no instance does the Reply quote or reference the Requested Opinions

5  "to comply with [each] directive or any part of it, as
issued or as modified, if the judge finds that the directive meets the requirements of [Section
702] and is otherwise lawful." 50 U.S.C. § 1881a(h)(5)(C).
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in a manner that is incomplete, wrenched from necessary context or otherwise misleading with

regard to the point being addressed. Based on that review, the Court finds that the Requested

Opinions would be of little, if any, assistance t e arguments it makes

on the merits.6

Given that FISC Rule 3 requires the Court to follow the Executive Order, the Court will

not lightly second-guess the Government’s need-to-know determination, which the Executive

Order specifically commits to the Executive Branch. Moreover, there is no indication that the

Government is exploiting the need-to-know requirement to mislead or otherwise gain a strategic

advantage

. For these reasons, the Court

concludes  does not have the requisite need-to-know the requested

information.

Other aspects of the Section 702 framework support

 not entitled to access to the Requested Opinions. The statute and the FISC Rules

provide detailed guidance for the conduct of proceedings initiated by a petition to compel

compliance with, or to modify or set aside, a Section 702 directive, see 50 U.S.C. § 1881a(h);

FISC Rules 20-31, but they provide no mechanism for the recipient of a directive to seek

discovery or disclosure of classified information. They do provide for nondisclosure in the

6 The Court finds that this would especially be the case once compartmented information

was redacted from the Requested Opinions.
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context of the FISC’s ex parte review of certifications and accompanying procedures. Se._~e 50

U.S.C. § 1881a(g)(1)(A); FISC Rule 30.7 In the context of a petition to compel compliance with

(or to modify or set aside) a directive, in fact, FISA and Rule 7(j) provide just the opposite, i.e__~.,

they permit the Govermnent to withhold classified information from the recipient of the

directive. Se_~e 50 U.S.C. § 1881a(k)(2); FISC Rule 7(j).8

Finally, the statute provides a 30-day period for the completion of FISC review of the

Petition in this case. See § 1881 a(h)(5)(C). That 30-day period ends on  2014, a

deadline that is incompatible, as a practical matter, with the Government’ s making redactions of

the Requested Opinions for disclosure n and

7 For the most part, the Requested Opinions pertain to classified material that the
Government submitted under seal, as required by 50 U.S.C. § 188 la(g)(1)(A), for ex parte and in
camera review under § 1881a(i). In a prior case, the FISC observed that "the Congressional
judgment embodied" in a comparable statutory provision for ex parte review of procedures
suggested that the FISC "should not lightly override the government’s opposition to the release
of’ a classified FISC opinion containing classified information that "directly relates to what the
government [previously] submitted for ex parte and in camera review

 Order issued on  2008, at 2 n.2. The same logic is applicable here.

8 Moreover, the detailed statutory provisions regarding FISC proceedings under Section
702 do not provide for  - disclosure of
opinions arising from the Court’s ex parte review of Section 702 certifications and procedures.
Section 702 makes clear that, in the ordinary course, the FISC will have reviewed and approved a
certification and accompanying procedures prior to the issuance of a directive pursuant to that
certification. Se___~e 50 U.S.C. § 1881a(a), (g)(1)(A), (h)(1), (i)(3). If Congress had thought access
to such prior FISC opinions were necessary for the recipient of a directive to challenge its
lawfulness, it could have provided for such access.
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consideration of whatever additional argument such counsel would make after reviewing the

Requested Opinions.9

C.    Due Process

In its Motion for Disclosur

presents no argument and cites no authority for its suggestion that due process requires the

requested disclosure. Motion for Disclosure at 1-2. The weight of authority indicates otherwise.

For example, with respect to challenges to the lawfulness of electronic surveillance brought by an

aggrieved person,1° the district court is required to review the application, order, and other

materials relating to the electronic surveillance in camera and ex parte if "the Attorney General

files an affidavit under oath that disclosure.., would harm the national security." 50 U.S.C. §

1806(f). Such materials bear directly on any claim that a surveillance was unlawful;

nevertheless, disclosure may only occur - even a partial disclosure "under appropriate security

procedures and protective orders" - "where such disclosure is necessary to make an accurate

9 The Court may extend that 30-day period "as necessary for good cause and in a manner

consistent with national security," § 1881 a(j)(2), b
not shown good cause to delay the proceeding to accommodate the requested disclosure.
Moreover

, it is doubtful that delaying
resolution of the lawfulness of the Directives would be consistent with national security.

10 "Aggrieved person" is defined as "a person who is the target of an electronic

surveillance or any other person whose communications or activities were subject to electronic
surveillance." 50 U.S.C. § 1801(k).

SECRET//NOFORN

8

              644App.

bernila
Cross-Out

bernila
Cross-Out



SECRET//NOFORN

determination of the legality of the surveillance," when the court has found that the surveillance

was unlawful or "to the extent that due process requires discovery or disclosure." § 1806(0, (g).

Courts have found non-disclosure of surveillance materials under these provisions to comport

with due process, see, e.~., United States v. E1-Mezain, 664 F.3d 467, 567-68 (5th Cir. 2011);

United States v. Abu-Jihaad, 630 F.3d 102, 129 (2d Cir. 2010); United States v. Damrah, 412

F.3d 618, 623-24 (6tl~ Cir. 2005), even when the attorneys seeking access have security

clearances. See United States v. Ott, 827 F.2d 473,476-77 (9th Cir. 

presented no reason to reach a different conclusion here.

Beyond what is compelled by the Due Process Clause, the Court is satisfied that

withholding the Requested Opinions does not violate common-sense fairness. As stated above,

each quotation or reference to the Requested Opinions in the Government’s Reply fairly

represents what those opinions say on the discrete point addressed. And the Govemment

properly adduced each of those points in reply 

Response. In these circumstances, the Court would decline to compel disclosure of the

Requested Opinions as a matter of discretion, assuming for the sake of argument that indeed the

Court would have discretion to compel disclosure in a proper case.

//

//

//

//
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 Motion for Disclosure was DENIED.

ISSUED thi , 2014

ROSEMAR]g M. COLLYER
Judge, United States Foreign
Intelligence Surveillance Court

!~ Because the Court finds no basis to conclude that the Government is improperly

withholding the Requested Decisions st "to ask the government to
show cause why these decisions should not be provided" and to "strike any portions of pleadings
that refer to materials that have not been provide p in appropriately
redacted form," see Motion for Disclosure at 1 n.2, is also denied.
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UNITED STA TES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D. C. 

IN RE APPUCATION OF THE FEDERAL 
BUREAU OF INVESTIGATION FOR AN 
ORDER REQUIRING TIIE PRODUCTION 
OF TANGIBLE TIIlNGS FRO 

MEMORANDUM OPINION 

The Court has today issued the Primary Order appended hereto granting the 

"Application of the Federal Bureau of Investigation for an Order Requiring the 
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Production of Tangible Things" ('1 Application" or "~e instant Application"), which was 

submitted to the Court on June 19, 2014, by the Federal Bureau of Investigation ("FBI"). 

The Application requested the issuance of orders pursuant to 50 U.S.C. §1861, as 

amended (also known as Section 215 of the USA PATRIOT Act), requiring the ongoing 

daily production to the National Security Agency ("NSA") of certain telephone call 

detail records in bulk (''bulk telephony metadata"). 

On August 29, 2013, Judge Claire V. Eagan of this Court issued an Amended 

Memorandum Opinion in Docket Number BR 13-109, offering sound reasons for 

authorizing an application for orders requiring the production of bulk telephony 

metadata ("August 29 Opinion"). On September 17, 2013, following a declassification 

review by the Executive Bran~ the Court published its redacted August 29 Opinion 

and the Primary Order issued in Docket Number BR 13-109. On October 11, 2013, 

Judge Mary A. McLaughlin of this Court granted the FBI' s application to renew the 

authorities approved in Docket Number BR 13-109, issued a Memorandum adopting 

Judge Eagan' s statutory and constitutional analyses, and provided additional analysis 

on whether the production of bulk telephony metadata violates the Fourth Amendment 

("October 11_ Opinion"). Both judges of this Court held_ that the compelled production 

of such records does not constitute a search under the Fourth Amendment. Judge 
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McLaughlin further found that the Supreme Court's decision in United v. Jones,_ U.S. 

_J 132 S. Ct. 945 (2012) neither mandates nor supports a different conclusion. 

Following a declassification review by the Executive Branch, the Court published the 

October 11 Opinion and the Primary Order issued in Docket Number BR 13-158 in 

redacted form a week later on October 18, 2013. Since the date of Judge McLaughlin's 

re-authorization of the bulk telephony metadata collection in Docket Number BR 13-

158, the government has sought on three occasions renewed authority for this 

collection. The Court has approved those applications in Docket Numbers BR 14-01 (on 

January 3, 2014), BR 14-67 (on March 28, 2014), and the instant Application. 

In approving the instant Application, I fully agree with and adopt the 

constitutional and statutory analyses contained in the August 29 Opinion and the 

October 11 Memorandum. In particular, with respect to the constitutional analysis, I 

concur with Judges Eagan and McLaughlin that under the controlling precedent of 

Smith v. Maryland, 442 U.S. 735 (1979), the production of call detail records in this matter 

does not constitute a search under the Fourth Amendment. With respect to the 

statutory requirements for the issuance of orders for the collection of bulk telephony 

metadata, I adopt the analysis put forth by Judge Eagan in her August 29 Opinion, and 

in particular, I note her discussion on the issue of relevance: 
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The government must demonstrate "facts showing that there are reasonable 
grounds to believe that the tangible things sought are relevant to an authorized 
investigation." 50 U.S.C. 1861(b)(2)(A). The fact that international terrorist 
operatives are using telephone communications, and that it is necessary to obtain 
the bulk collection of a telephone company's metadata to determine those 
connections between known and unknown international terrorist operatives as 
part of authorized investigations, is sufficient to meet the low statutory hurdle 
set out in Section 215 to obtain a production of records. Furthermore, it is 
important to remember that the relevance finding is only one part of a whole 
protective statutory scheme. Within the whole of this particular statutory 
scheme, the low relevance standard is counter-balanced by significant post-
production minimization procedures that must accompany such an 
authorization and an available mechanism for an adversarial challenge in this 
Court by the record holder. [ ... ] Without the minimization procedures set out 
in detail in this Court's Primary Order, for example, no Orders for production 
would issue from this Court. ~Primary Ord. at 4-17. Taken together, the 
Section 215 provisions are designed to permit the government wide latitude to 
seek the information it needs to meet its national security responsibilities, but 
only in combination with specific procedures for the protection of U.S. person 
information that are tailored to the production and with an opportunity for the 
authorization to be challenged. The Application before this Court fits 
comfortably within this statutory framework. 

August 29 Opinion at 22-23. 

Since the issuance of the August 29 Opinion and October 11 Memorandum, there 

have been changes to the minimization procedures .applied to the bulk telephony 

metadata collection. These were requested by the government and approved by this 

Court. Moreover, the legality of the bulk telephony metadata collection has been 

challenged in litigation throughout the country and considered by four U.S. District 
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Court judges. Lastly, on December 18, 2013, in an order entered in BR 13-158, Judge 

McLaughlin granted leave to the Center for National Security Studies ("the Center") to 

file an amicus curiae brief on why 50 U.S.C. §1861 does not authorize the collection of 

telephony metadata records in bulk. The Center filed its amicus brief on April 3, 2014, 

after the most recent authorization of this collection in Docket Number BR 14-67. Prior 

to making a decision to grant the instant Application, I considered each of these 

developments, which I briefly note below. 

Changes to Minimization Procedures 

Pursuant to 50 U.S.C. §1861(g), the bulk telephony metadata collected pW-suant 

to orders granting the instant Applicatiol\ as well as all predecessor applications, are 

subject to minimizations procedures. The statutory requirements for minimization 

procedures under 50 U.S.C. §1861(g) are discussed in the August 29 Opinion. August 

29 Opinion at 11. On February 5, 2014, the Court granted the government's Motion for 

Amendment to Primary Order in Docket Number BR 14-01, which amended the 

minimization procedures required by the Primary Order in that case in two significant 

respects. First, the amended procedures preclude the government (except in emergency 

circumstances) from querying the bulk telephony metadata without first having 

TOP 5ECKET1/SJ1/NOPORN 
5 

              651App.



TOP SECRET//Sl//NOFORN 

obtained, by motion, a determination from this Court that reasonable, articulable 

suspicion (RAS) exists to believe that the selection term (e.g., a telephone number) to be 

used for querying is associated with an international terrorist organization named in the 

Primary Order requiring the production of the bulk telephony metadata.1 Second, the 

amended procedures require that queries of the bulk telephony metadata be limited so 

as to identify only that metadata found within two "hops" of an approved selection 

tenn.2 The government has requested, and the Court has approved, the same 

limitations in orders accompanying the two subsequent applications for this collection 

filed with this Court (i.e., Docket Number BR 14-67 and the instant Application). 

On February 25, 2014, the government filed a Motion for Second Amendment to 

Primary Order in Docket Number BR 14-01, through which it sought further to modify 

the minimization procedures ("February 25 Motion"). Specifically, the government 

sought relief from the requirement that it destroy bulk telephony metadata after five 

1 Previously, the minimization procedures allowed for this RAS determination to be made by one 
of a limited set of high-ranking NSA personnel. 

2 The first uhop" would include metadata associated with the set of numbers directly in contact 
with the approved selection term, and the second "hop" would include meta data associated with the set 
of numbers directly in contact with the first "'hop" numbers. Previously, the minimization procedures 
allowed the government to query the bulk telephony metadata to identify metadata within three ''hops" 
of an approved selection term. 
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years, based on the government's common law preservation obligations in pending civil 

litigation. In seeking relief from the five-year destruction requirement, the government 

proposed a number of additional restrictions on access to and use of the data, all 

designed to ensure that collected metadata that was more than five years old could only 

be used for the relevant civil litigation purposes. Although this Court initially denied 

the February 25 Motion without prejudice, the Court granted a second motion for the 

same relief on March 12, 2014 ("March 12 Order and Opinion"), that the government 

sought in order to comply with a preservation order that had been issued by the U.S. 

District Court for the Northern District of California after this Court's denial of the 

February 25 Motion. The March 12 Order and Opinion required that the bulk telephony 

metadata otherwise required to be destroyed under the five year limitation on retention 

be preserved and/or stored "[p]ending resolution of the preservation issues raised ... 

before the United States District Court for the Northern District of California[."] March 

12 Opinion and Order at 6. The March 12 Order and Opinion prohibited NSA 

intelligence analysts from accessing or using such data for any purpose; permitted NSA 

personnel to access the data only for the purpose of ensuring continued compliance 

with the government's preservation obligations; and prohibited any further accesses of 

BR metadata for civil litigation purposes without prior written notice to this Court. Id. 
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at 6-7. Finally, the March 12 Opinion and Order required the government promptly to 

notify this Court of any additional material developments in civil litigation pertaining to 

the BR metadata, including the resolution of the preservation issues in the proceedings 

in the Northern District of California. Id. at 7. The preservation issues raised in the 

Northern District of California have not yet been resolved. As a result, the government 

has requested and the Court has approved the same exemption from the five year 

limitation on retentio~ subject to the same restrictions on access and use, in Docket 

Number BR 14-67 and the instant Application . 
. · . . . 

Prior to deciding whether to re-authorize the bulk telephony metadata collection 

through the appended Primary Order, I considered with care the stated changes to the 

minimization procedtires. As described, the first set of changes approved in the 

February 5 Order provide enhanced protections for the bulk telephony metada~. 

While the March 12 Opinion and Order allows the government to retain bulk telephony 

metadata beyond five years, it allows the government to do so for the sole purpose of 

meeting preservation obligations in civil litigation pending against it. 
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U.S. District Court Cases 

In recent months, the legality of the bulk telephony metadata collection has been 

challenged on both statutory and constitutional grounds in proceedings throughout the 

country, and four U.S. District Court judges have issued opinions on these challenges. 

Smith v. Obama, No. 2:13-CV-257-BLW, 2014 WL 2506421 (D. Idaho June 3, 2014); 

A.C.L.U. v. Clapper, 959 F. Supp. 2d 724 (S.D.N.Y. 2013); Klayman v. Obama, 957 F. Supp. 

2d 1 (D.D.C. 2013); and U.S. v. Moalin, No. 10cr4246 JM, 2013 WL 6079518 (S.D. Cal. 

November 18, 2013). In three of the four cases in which judges have issued opinions 

(i.e., all but the Klayman case), they have rejected plaintiffs' challenges to this collection. 

In particular, with respect to Fourth Amendment challenges raised by plaintiffs, the 

judges in Smith, Clapper and Moalin recognized that the Supreme Court's decision in 

Smith v. Maryland is controlling and does not support a finding that the bulk telephony 

metadata collection is a violation of the Fourth Amendment. 

In Kl.ayman, Judge Richard J. Leon of the U.S. District Court for the District of 

Columbia alone held that the plaintiffs were likely to succeed on their claim that the 

bulk telephony metadata collection was an unreasonable search under the Fourth 

Amendment. Klayman, 957 F. Supp. 2d at 41. Judge Leon ordered the government to 
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cease collection of any telephony metadata associated with [the plaintiffs'] personal 

Verizon accounts" and destroy any such metadata in its possession, but he stayed the 

order pending appeal. Id. at 43. 

On January 22, 2014, a recipient of a production order in Docket Number BR 14-

01 filed a Petition ("January 22 Petition") pursuant to 50U.S.C.§1861(£)(2)(A} and Rule 

33 of the Foreign Intelligence Surveillance Court ("FISC") Rules of Procedure, asking 

this Court "to vacate, modify, or reaffirm" the production order issued to it.3 According 

to the Petitioner, the Petition arose "entirely from the effect on [the recipient] of Judge 

Leon's Memorandum [Opinion]," and specifically, that Judge's conclusion that the 

Supreme Court's decision in Smith v. Maryland is "inapplicable to the specific activities 

mandated by the [Section} 1861 order at issue in the Klayman litigation." January 22 

Petition at 3-4. Pursuant to the requirements of 50 U.S.C. § 1861(£), Judge Rosemary M. 

Collyer of this Court issued an Opinion and Order on March 20, 2014 ("March 20 

Opinion and Order"), finding that the Petition provided no basis for vacating or 

3 Following a declassification review by the Executive Branch, the Court published the January 22 
Petition filed in Docket Nwnber BR 14-01 in redacted form on April 25, 2014. 
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modifying the relevant production order issued in Docket Number BR 14-01.4 In her 

March 20 Opinion and Order, Judge Collyer engaged in an extensive analysis of Judge 

Leon's opinion in Klayman, ultimately disagreeing with his conclusion that Smith v. 

Maryland is inapplicable to the collection of bulk telephony metadata. 

In issuing the Primary Order appen~ed hereto which re-authorizes the bulk 

telephony metadata collection, I have carefully examined the noted U.S. District Court 

opinions, and I agree with Judge Collyer's analysis and opinion of the Klayman holding. 

Amicus Curiae Brief 

On April 3, 2014, the Center for National Security Studies filed an amicus curiae 

brief explaining why it believes that 50 U.S.C. §1861 does not authorize the collection of 

bulk telephony metadata. The amicus brief made a number of thoughtful points, the 

merits of which I have analyzed. Notwithstanding the Center's arguments, I find the 

authority requested by the FBI through the instant Application meets the requirements 

of the statute, and that the collection of bulk telephony metadata may be authorized 

under the terms of the statute. 

4 Following a declassification review by the Executive Branch, the Court published the March 20 
Opinion and Order issued in Docket Number BR 14-01 in redacted form on April 25, 2014 . 
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Conclusion 

The unauthorized disclosure of the bulk telephony metadata collection more 

than a year ago led to many written and oral expressions of opinions about the legality 

of collecting telephony metadata. Congress is well aware that this Court has 

interpreted the provisions of 50 U.S.C. § 1861 to permit this particular collection, and 

diverse views about the collection have been expressed by individual members of 

Congress. In recent months, Congress has contemplated a number of changes to the 

Foreign Intelligence Surveillance Act, a few of which would specifically prohibit this 

collection. Congress could enact statutory changes that would prohibit this collection 

going forward, but under the existing statutory framework, I find that the requested 

authority for the collection of bulk telephony metadata should be granted. Courts must 

follow the law as it stands until the Congress or the Supreme Court changes it. 

In light of the public interest in this particular collection and the government's 

declassification of related materials, including substantial portions of Judge Eagan's 

August 29 Opinion, Judge McLaughlin's October 11 Memorandum, and Judge Collyer's 

March 20 Opinion and Order, I request pursuant to FISC Rule 62 that this 

Memorandum Opinion and Accompanying Primary Order also be published, and I 
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direct such request to the Presiding Judge as required by the Rule. 

Jo\ 
ENTERED this/f day of June, 2014. 
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UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D. C. 

IN REAPPLICATION OF TI-IE FEDERAL 
BUREAU OF INVESTIGATION FOR AN 
ORDER REQUIRING THE PRODUCTION 
OF TANGIBLE 1HINGS FROM 

Docket Number: BR 

14 - 9 6 

PRIMARY ORDER 

A verified application having been made by the Deputy Director of the Federal 

Bureau of Investigation (FBI) for an order pursuant to the Foreign Intelligence 

Surveillance Act of 1978 (the Act), Title 50, United States Code (U.S.C.), § 1861, as 

Derived from: 
Declassify on: 
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amended, requiring the production to the National Security Agency (NSA) of the 

tangible things described below, and full consideration having been given to the 

matters set forth therein, the Court finds as follows: 1 

1. There are reasonable grounds to believe that the tangible things sought are 

relevant to authorized investigations (other than threat assessments) being conducted 

by the FBI under guidelines approved by the Attorney General under Executive Order 

12333 to protect against international terrorism, which investigations are not being 

conducted solely upon the basis of activities protected by the First Amendment to the 

Constitution of the United States. [50 U.S.C. § 1861(c)(l)] 

2. The tangible things sought could be obtained with a subpoena duces tecum 

issued by a court of the United States in aid of a grand jury investigation or with any 

other order issued by a court of the United States directing the production of records or 

1 The Honorable Rosemary M . Collyer issued an Opinion and Order finding that, under Smith v. 
Maryland, 442 U.S. 735 (1979), this bulk production of non-content call detail records does not 
involve a search or seizure under the Fourth Amendment. See FISC docket no. BR 14-01, 
Opinion and Order issued on March 20, 2014 (under seal and pending consideration for 
unsealing, declassification, and release). Tilis authorization relies on that analysis of the Fourth 
Amendment issue. In addition, the Court has carefully considered opinions issued by Judges 
Eagan and McLaughlin in docket numbers BR 13-109 and BR 13-158, respectively, as well as the 
decision in Smith v. Obama, No. 2:13-CV-257-BLW, 2014 WL 2506421 (D. Idaho June 3, 2014), 
American Civil Uberties Union v. Clapper, 959 F. Supp. 2d 724 (S.D.N.Y. Dec. 27, 2013), Klayman v. 
Obama, 957 F.Supp.2d 1 (D.D.C. 2013), U.S. v. Moalin, No. 10cr4246 JM, 2013 WL 6079518 (S.D. 
Cal. Nov. 18, 2013), and the Brief of Amicus Curiae for Center for National Security Studies on 
the Lack of Statutory Authority for this Court's Bulk Telephony Metadata Orders, Misc. 14-01 
(FISC filed Apr. 3, 2014), available at http://www".fisc.uscourts.gov/sites/default/files/Misc%2014-
01 %20Brief-l. pdf. 
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tangible things. [50U.S.C.§1861(c)(2)(D)] 

3. The application includes an enumeration of the minimization procedures the 

government proposes to follow with regard to the tangible things sought Such 

procedures ar:e similar to the minimization procedures approved and adopted as 

binding by the order of this Court in Docket Number BR 14-67 and its predecessors. [50 

U.S.C. § 1861(c)(1)l 

Accordingly, and as further explained in the accompanying Memorandum 

Opinion, the Court finds that the application of the United States to obtain the tangible 

things, as described below, satisfies the requirements of the Act and, therefore, 

IT IS HEREBY ORDERED, pursuant to the authority conferred on this Court by 

the Act, that the application is GRANTED, and it is 

FURTHER ORDERED, as follows: 

(1 )A The Custodians of Records of shall produce to NSA 

upon service of the appropriate secondary order, and continue production on an 

ongoing daily basis thereafter for the duration of this order, Unless otherwise ordered 

by the Court, an electronic copy of the following tangible things: all call detail records 

or "telephony metadata"2 created by 

2 For purposes of this Order "telephony metadata" includes comprehensive communications 
routing informatio~ including but not limited to session identifying information (e.g., 
originating and terminating telephone number, International Mobile Subscriber Identity (IMS!) 
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B. The Custodian of Records o 

shaJi produce to NSA upon service of the 

appropriate secondary order, and continue production on an ongoing daily basis 

thereafter for the duration of this order, unless otherwise ordered by the Court, an 

electronic copy of the following tangible things: all call detail records or "telephony 

metadata" created by-for communications (i>° between the United States and 

abroad; or (ii) wholly within the United States, including local telephone calls. -

(2) With respect to any information the FBI receives as a result of this Order 

(information that is disseminated to it by NSA), the FBI shall follow as minimization 

procedures the procedures set forth in The Attorney General's Guidelines for Domestic FBI 

Operations (September 29, 2008). 

(3) With respect to the information that NSA receives or has received as a result 

of this Order or predecessor Orders of this Court requiring the production to NSA of 

number, International Mobile station Equipment Identity (lMEI) number, etc.), trunk identifier, 
telephone calling card numbers, and time and duration of call. Telephony metadata does not 
irlclude the substantive content of any communication, as defined by 18 U.S.C. § 2510(8), or the 
name, address, or financial information of a subscriber or customer. Furthermore, this Order 
does not authorize the production of cell site location information (CSU). 

TOP SECRBTJ/Sl//NOPORN 

4 

              663App.



TOP SECRET//51//NOFORN 

telephony rnetadata pursuant to 50 U.S.C. § 1861, NSA shall strictly adhere to the 

minimization procedures set out at subparagraphs A. through G. below; provided, 

however, that the Government may take such actions as are permitted by the Opinion 

and Order of this Court issued on March 12, 2014, in docket number BR 14-01, subject to 

the conditions and requirements stated therein, including the requirement to notify this 

Court promptly of any material developments in civil litigation pertaining to such 

telephony metadata. 

A. The government is hereby prohibited from accessing business record 

metadata acquired pursuant to this Court's orders in the above-captioned docket and its 

predecessors ("BR metadata") for any purpose except as described herein. 

B. NSA shall store and process the BR metadata in repositories within secure 

networks under NSA's control.3 The BR metadata shall carry unique markings such 

that software and other controls (including user authentication services) can restrict 

access to it to authorized personnel who have received appropriate and adequate 

training with regard to this authority. NSA shall restrict access to the BR metadata to 

3 The Court understands that NSA will maintain the BR metadata in recovery back-up systems 
for mission assurance and continuity of operations purposes. NSA shall ensure that any access 
or use of the BR metadata in the event of any natural disaster, man-made emergency, attack, or 
other unforeseen event is in compliance with the Court's Order. 
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authorized personnel who have received appropriate and adequate training. 4 

Appropriately trained and authorized technical personnel may access the BR metadata 

to perform those processes needed to make it usable for intelligence analysis. Technical 

personnel may query the BR metadata using selection terms5 that have not been RAS-

approved (described below) for those purposes described above, and may share the 

results of those queries with other authorized personnel responsible for these purposes, 

but the results of any such queries will not be used for intelligence analysis purposes. 

An authorized technician may access the BR metadata to ascertain those identifiers that 

may be high volume identifiers. The technician may share the results of any such 

access, i.e., the identifiers and the fact that they are high volume identifiers, with 

4 The Court understands that the technical personnel responsible for NSA' s underlying 
corporate infrastructure and the transmission of the BR rnetad.ata from the specified persons to 
NSA, will not receive special training regarding the authority granted herein. 
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authorized personnel (including those responsible for the identification and defeat of 

high volume and other unwanted BR meta data from any of NSA' s various metadata 

repositories), but may not share any other information from the results of that access for 

intelligence analysis purposes. In addition, authorized technical personnel may access 

the BR metadata for purposes of obtaining foreign intelligence information pursuant to 

the requirements of subparagraph (3)C below. 

C. The government may request, by motion and on a case-by-case basis, 

permission from the Court for NSA 6 to use specific selection terms that satisfy the 

reasonable articulable suspicion (RAS) standard7 as "seeds" to query the BR metadata 

6 For purposes of this Order, "National Security Agency'' and "NSA personnel" are defined as 
any employees of the National Security Agency/Central Security Service ("NSA/CSS" or 
"NSA") and any other personnel engaged in Signals Intelligence (SIGINT) operations 
authorized pursuant to FISA if such operations are executed under the direction, authority, or 
control of the Director, NSA/Chief, CSS (DIRNSA). NSA personnel shall not disseminate BR 
metadata outside the NSA unless the dissemination is permitted by, and in accordance with, the 
requirements of this Order that are applicable to the NSA. 
7 The reasonable articulable suspicion standard is met when, based on the factual and practical 
considerations of everyday life on which reasonable and prudent persons act, there are facts 
giving rise to a reasonable, articulable suspicion (RAS) that the selection term to be ueried is 
associated with 

provided, however, that any selection term reasonably 
believed to be used by a United States (U.S.) person shaJI not be regarded as associated with. 

so ely on e basis of activities that are protected by the First Amendment to the 
Constitution. In the event the emergency provisions the Court's Primary Order are invoked by 
the Director or Acting Director, NSA's Office of General Counsel (OGC), in consultation with 
the Director or Acting Director will first confirm that any selection term reasonably believed to 
be used by a United States (U.S.) person is not regarded as associated with 
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to obtain contact chaining information, within two hops of an approved "seed", for 

purposes of obtaining foreign intelligence information. In addition., the Director or 

Acting Director of NSA may authorize the emergency querying of the BR metadata 

with a selection term for purposes of obtaining foreign intelligence information, within 

two hops of a "seed", if: (1) the Director or Acting Director of NSA reasonably 

determines that ail emergency situation exists with respect to the conduct of such 

querying before an order authorizing such use of a selection term can with due 

diligence be obtained; ~d (2) the Director or Acting Director of NSA reasonably 

determines that the RAS standard has been met with respect to the selection term. In 

any case in which this emergency authority is exercised, the government sha11 make a 

motion in accordance with the Primary Order to the Court as soon as practicable, but 
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not later than 7 days after the Director or Acting Director of NSA authorizes such 

query.8 

(i) Any submission to the Court under this paragraph shall, at a minimum, 

specify the selection term for which query authorization is sought or was granted, 

provide the factual basis for the NSA's belief that the reasonable articulable suspicion 

standard has been met with regard to that selection term and, if such query has already 

taken place, a statement of the emergency necessitating such query. 9 

(ii) NSA shall ensure, through adequate and appropriate technical and 

management controls, that queries of the BR metadata for intelligence analysis purposes 

will be initiated using only a selection term that has been RAS-approved.10 Whenever 

8 In the event the Court denies such motion, the government shall take appropriate remedial 
steps, including any steps the Court may direct. 

9 For any selection term that is subject to ongoing Court- authorized electronic surveillance, 
pursuant to 50 U.S.C. § 1805, based on this Court's finding of probable cause to believe that the 
selection term is being used or is about to be used by agents of 

including those 
use .. persons, e government may use such selection terms as "seeds" during any 
period of ongoing Court-authorized electronic surveillance without first seeking authorization 
from this Court as described herein. Except in the case of an emergency, NSA shall first notify 
the Department of Justice, National Security Division of its proposed use as a seed any selection 
term subject to ongoing Court-authorized electronic surveillanre. 

iu NSA has implemented technical controls, which preclude any query for intelligence analysis 
purposes with a non-RAS-approved seed. 
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the BR metadata is accessed for foreign intelligence analysis purposes or using foreign 

intelligence analysis query tools, an auditable record of the activity shall be generated.11 

(iii) The Court's finding that a selection term is associated with 

shall be effective for: one hundred eighty days for any selection term 

reasonably believed to be used by a U.S. person; and one year for all other selection 

terms.12.13 

(iv) Queries of the BR rnetadata using RAS-approved selection terms for 

purposes of obtaining foreign intelligence information may occur by manual analyst 

11 This auditable record requirement shall not apply to accesses of the results of RAS-approved 
queries. 
11 The Court understands that from time to time the information available to NSA will indicate 
that a selection term is or was associated with a Foreign Power only for a specific and limited 
time frame. In such cases, the government's submission shall specify the time frame for which 
the selection term is or was associated with 

stan ard is met, analysts conducting manual queries using that selection term shall properly 
minimize information that may be returned within query results that fall outside of that 
timeframe. 

13 The Court understands that NSA receives certain call detail records pursuant to other 
authority, in addition to the call detail records produced in response to this Court's Orders. 
NSA shall store, handle, and disseminate call detail records produced in re 
Court's Orders pursuant to this Order, 
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query only. Queries of the BR metadata to obtain foreign intelligence information shall 

return only that metadata within two "hops" of an approved seed. 14 

D. Results of any intelligence analysis queries of the BR metadata may be shared, 

prior to minimization, for intelligence analysis purposes among NSA analysts, subject 

to the requirement that all NSA personnel who receive query results in any form first 

receive appropriate and adequate training and guidance regarding the procedures and 

restrictions for the handling and dissemination of such information. 15 NSA shall apply 

the minimization and dissemination requirements and procedures of Section 7 of 

United States Signals Intelligence Directive SP0018 (USSID 18) issued on January 25, 

2011, to any results from queries of the BR metadata, in any form, before the 

information is disseminated outside of NSA in any form. Additionally, prior to 

disseminating any U.S. person information outside NSA, the Director of NSA, the 

Deputy Director of NSA, or one of the officials listed in Section 7.3(c) of USSID 18 (!&, 

the Director of the Signals Intelligence Directorate (SID), the Deputy Director of the SID, 

the Chief of the Information Sharing Services (ISS) office, the Deputy Chief of the JSS 

office, and the Senior Operations Officer of the National Security Operations Center) 

14 The first "hop" from a seed returns results including all identifiers (and their associated 
metadata) with a contact and/or connection with the seed. The second "hop" returns results 
that include all identifiers (and their associated metadata) with a contact and/or connection with 
an identifier revealed by the first "hop.'' 
15 In addition, the Court understands that NSA may apply the full range of SIGINT analytic 
tradecraft to the results of intelligence analysis queries of the collected BR metadata. 
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must determine that the information identifying the U.S. person is in fact related to 

counterterrorism information and that it is necessary to understand the 

counterterrorism information or assess its importance.16 Notwithstanding the above 

requirements, NSA may share results from intelligence analysis queries of the BR 

metadata, including U.S. person identifying information, with Executive Branch 

personnel (1) in order to enable them to determine whether the information contains 

exculpatory or impeachment information or is otherwise discoverable in legal 

proceedings or (2) to facilitate their lawful oversight functions. Notwithstanding the 

above requirements, NSA may share the results from intelligence analysis queries of the 

BR rnetadata, including United States person information, with Legislative Branch 

personnel to facilitate lawful oversight functions. 

E. BR metadata shall be destroyed no later than five years (60 months) after its 

initial collection. 

F. NSA and the National Security Division of the Department of Justice 

(NSD/DoJ) shall conduct oversight of NSA's activities under this authority as outlined 

below. 

16 In the event the government encounters circumstances that it believes necessitate the 
alteration of these dissemination procedures, it may obtain prospectively-applicable 
modifications to the procedures upon a determination by the Court that such modifications are 
appropriate under the circumstances and in light of the size and nature of this bulk collection. 
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(i) NSA's OGC and Office of the Director of Compliance (ODOC) shall 

ensure that personnel with access to the BR metadata receive appropriate and 

adequate training and guidance regarding the procedures and restrictions for 

collection, storage, analysis, dissemination, and retention of the BR metadata and 

the results of queries of the BR metadata. NSA's OGC and ODOC shall further 

ensure that all NSA personnel who receive query results in any form first receive 

appropriate and adequate training and guidance regarding the procedures and 

restrictions for the handling and dissemination of such information. NSA shall 

maintain records of all such training.17 OGC shall provide NSD/DoJ with copies 

of all formal briefing and/or training materials (including all revisions thereto) 

used to brief/train NSA personnel concerning this authority. 

(ii) NSA's ODOC shall monitor the implementation and use of the 

software and other controls (including user authentication services) and the 

logging of auditable information referenced above. 

(iii) NSA's OGC shall consult with NSD/DoJ on all significant legal 

opinions that relate to the interpretation, scope, and/or implementation of this 

17 The nature of the training that is appropriate and adequate for a particular person will 
depend on the person's responsibilities and the circumstances of his access to the BR metadata 
or the results from any queries of the metadata. 
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authority. When operationally practicable, such consultation shall occur in 

advance; otherwise NSD shall be notified as soon as practicable. 

(iv) At least once during the authorization period, NSA's OGC, ODOC, 

NSD/DoJ, and any other appropriate NSA representatives shall meet for the 

purpose of assessing compliance with this Court's orders. Included in this 

meeting will be a review of NSA's monitoring and assessment to ensure that 

only approved metadata is being acquired. The results of this meeting shall be 

reduced to writing and submitted to the Court as part of any application to 

renew or reinstate the authority requested herein. 

(v) At least once during the authorization period, NSD/DoJ shall meet 

with NSA's Office of the Inspector General to discuss their respective oversight 

responsibilities and assess NSA's compliance with the Court's orders. 

(vi) Prior to implementation of any automated query processes, such 

processes shall be reviewed and approved by NSA's OGC, NSD/DoJ, and the 

Court. 

G. Approximately every thirty days, NSA shall file with the Court a report that 

includes a statement of the number of instances since the preceding report in which 

NSA has shared, in any form, results from queries of the BR metadata that contain 

United States person information, in any form, with anyone outside NSA, other than 
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Executive Branch or Legislative Branch personnel receiving such results for their 

purposes that are exempted from the dissemination requirements of paragraph (3)D 

above. For each such instance in which United States person infonnation has been 

shared, the report shall include NSA' s attestation that one of the officials authorized to 

approve such disseminations determined, prior to dissemination, that the information 

was related to counterterrorism information and necessary to understand 

counterterrorism information or to assess its importance. In addition, should the 

United States seek renewal of the requested authority, NSA shall also include in its 

report a description of any significant changes proposed in the way in which the call 

detail records would be received from the Providers and any significant changes to the 

controls NSA has in place to receive, store, process, and disseminate the BR metadata. 

- Remainder of this page intentionally left blank -
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This authorization regarding 

*' xpires on the ~ Clay 

of September, 2014, at 5:00 p.m., Eastern Time. 

lV\P 2tJ ( 6 ,' S Eastern Time 
Date Time 

TOP SECRBTh'SI//NOFOR.T\l 

17 

              676App.



              677App.



              678App.



              679App.



              680App.



              681App.



              682App.



              683App.



              684App.



              685App.


	Donohue - Final Appendix 2 - February 2018 (2)
	Summary Chart: Declassified & Redacted FISC/FISCR Opinions
	Summary Chart: Declassified & Redacted FISC Orders

	Donohue - FISC Rev. Final Appendix - February 2018
	001
	002
	003
	004
	005
	006
	007
	008
	009
	010
	011
	012
	013
	014
	015
	016
	017
	018
	019
	020
	021
	022
	023

	Donohue - Final Appendix 2 - February 2018.pdf
	Summary Chart: Declassified & Redacted FISC/FISCR Opinions
	Summary Chart: Declassified & Redacted FISC Orders




