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surveillance™ against o United States person who is physically outside of the United States for

foreign intelligence or connferintelligence purposes unless the surveillance is approved by the

Attorney General. Although it does not specifically use the tenm “agent of a foreign power,”

‘Procedure 5, Part 2.C provides what is tantamount to such a definition. Specifically, it requires

that a request for Attorney General approval contain a statement of facts supporting a finding of
probable cause that the target of the electronic surveillance is one of the following:

(1) A person whao, for or on behalf of a foreign power is engaged in
clandestine intelligence activities (including covert activities intended to affect the
political or governmental process), sabotage, or international terrorist activities, or
activities in préparation for international terrorist activities; or who conspires
with, or knowingly aids and abets & person engaging in such activities;

(2) A person who is an officer or employee of a foreign power;

(3) A person unlawfully acting for, or pursuant to the direction of, a foreign
power. The mere fact that a person’s activities may benefit or further the aims of
a foreign power is not enough o bring that person under this subsection, absent
evidence that the person is taking direction from, or acting in knowing concert
with, the foreign power;

{4y A corporation or other entity that is owned or controlled directly or
indirectly by a foreign power; or

(5) A person in contact with, or acting in collaboration with, an intelligence or
security service of a foreign power for the purpose of providing access to

8 “Electronic surveillance” is defined under the DoD Procedures (Appendix A) as the

(a]cquisition of a nonpublic communication by electronic means
without the consent of a person who is a party to an electronic
communication, or, in the ¢dase of a non-electronic communication,
without the consent of a person who is visibly present at the place
of communication, but not including the use of radio direction
finding equipment solely to determine the location of a fransmitter,
(Electronic surveillance within the United-States is subject to the
definitions in the Foreign Intelligence Surveillance Act of 1978
(reference (b)).)

TOPR-SECRETHEOMINTHORCOMNNOFORN/
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information or material classified by the United States to which such person has
access.[*’]
In the context of the certifications at issue, the question becomes whether'a finding of probable
cause by the Attorney General that comports with Procedure 5, Part 2.C, is sufficient to invoke
the foreign intelligence exception to the Warrant Clause. The Court finds that the answer is yes

for the following reasons.

First, the Attorney General is an appropriate official to make the probable cause finding.

See United States v. Bin Laden, 126 F. Supp. 2d at 279 & n.18. Second, the descriptions in
Procedure 5, Part 2.C, regarding what makes a United States person an acceptable target (i.e., an
agent of a foreign power), themselves pass muster. Certainly in common sense terms, a United
States person who falls into any of the five categories can reasonably be believed to be an

68

“agent” of a foreign power.”® Moreover, it also seems clear that categories 1, 3, and 5 suffer from

no constitutional or other legal infirmities. Seg In re Sealed Case, 310 F.3d at 719 (U.S, citizen

~ target was an agent of a foreign power because there was probable cause that he or she was

¢ Procedure 7.C, which i is applicable to physmai searches, contains rnatenally identical
language as to a showing of probable cause concerning the target.

%8 The Procedures independently deﬁne a “foreign power” as “[a]ny foreign government
(regardless of whethes recognized by the United States), foreign-based political party (or faction
thereof), foreign military force, foreign-based terrorist group, or any organization composed, in
major part, of any such entxry or entities.” DoD Procedures, Appendix A. However, the
parlmulau forelgn po ere are further constrained by the certifications, which by their

ted at

cf. 50 U.S.C.A. § 1801(a)(1) & (a)(4) (defining
“foreign power” under FISA as including foreign governments, as well as groups engaged in
international terrorism or activities in preparation for international terrorism).
FTORSECRETHCOMING HORCONNOFORNAA
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aiding, abetting, or conspiring with others in international terrorism); Bin Laden, 126 F, Supp. 2d
at 278 (agent of al Qaeda). Sii.uilarly, to the extent the certifications contemplate targeting
entities abroad as agents, the Court finds it unlikely that category four has any constitut'ional
impediments either, at [east not in the context of the foreign powers at iséue (see supra note 68).
Ct. Sd U.S.C.A. § 1801(a)(6) (even for purposes of a FISA order within the United States, the
term “foreign power” includes an entity directed and céntrbl!ed by aféreign_ govemmént or
_governments). Finally, the second category admittedly does go beyond what FISA. permits the
government to do in the 'Unitzd States, cf, 50 U.S.C.A. § 1801(b)(1)(A) (limiting definition of
“agent of foreign power” to a pon-U.5. person acting in the U.S. a3 an officer or employee of a
foreign power), Nonetheless, the Court concludes that it is constitutionally appropriate for the
government to acquire for foreign intelligence purposes the communications of a United States
person abroad who is acting as an officer or employee of a forei gn government or terrorist group. _

Indeed, were it otherwise, then the United States government would be routinely prevented from

-Such a result would be untenable.

Based on the above analysis, the Court holds that the foreign intelligence exception to the
warrant requirement is applicable to the ditectives issued to Yahoo, The Court must therefore

address whether the directives are reasonable under the Fourth Amendment.
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2. The Directives are Reasonable Under the Fourth Amendment
The Fom"f:h Amendment analysis merely begins with the finding that the government need
not obtatn a warrant to acquire the communications it seeks to obtain from Yahoo through the
issuance of directives, In order for thﬁse directives to comport with the Fourth Amendment, they

must also be reasonable. United States v, Knights, 534 1.8, 112, 118-19 (2001) (“The

touchstone of the Fourth Amendment is reasonableness, and the reasonableness of a search is
determined ‘by assessing, on the one hand, the degree to which it intrudes upon an individual’s

privacy and, on the other, the degree to which it is needed for the promotion of legitimate

go%mrhental interests.” (quoting Wyoming v. Houghton, 526 U.S. 295, 300 (1999))). And,to
assess the reasonableness of the directives issued to Yahoo pursuant to the PAA, this Court must
examine the totality of the facts and circumstances. Samson v. Californis, 547 U.S. 843, 848
(2006); Ohio v. Robinette, 519 U.S. 33,39 (1996).

The acquisitions at issue in this case present this Court with the challe;zge of balancing
the gpvarnment’s interest in acquiring foreign intelligence information against the privacy
intaresis of those United States persons whose communications will be acquired.#” There is [ittle
doubt about the weightinf';ss of the government's interest, as this Court accepts the government’s
assertion that the information it seeks to scquire from Yahoo would “advance the government’s

compelling interest in obtaining foreign iutelligence information fo protect national security. . . .”

¥The foreign intelligence that the government seeks to obtain from Yahoo is not limited
to the communications of United States persons. Indeed, there is every reason to assume that
most of the accounts that will be targeted will be ones used by non-United States persons
overseas who do not enjoy the prolections of the Fourth Amendment, See supra note 60.
TOP-SECRETHCOMINTH/ORCONNOFORN/L
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Mem. in Support of Gov't Motion at [4;

see also Gov’t.’s Supp. Brief on the Fourth Amend. at 6

(*. .. It is obvious and unarguable that no government interest is more compelling than the

security of the Nation.” (citing Haip v. Agee, 453 U.S. 280, 307 (1981))).

In furtherance of this objective, the government seeks to obtain from Yahoo

: communications that include communications to or from United States persons. See supra note
54. The directives at issue require Yahoo to provide to the government a_

information relating to tarpeted accounts, _

Declaration o January 16, 2008; Declaration of_January 23,

2008 at 2 (noting, however, Yahoo's understanding that, at least initially, the government would

only expect Yahoo to procuce [
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[ —‘v kl - i
—Declm'ﬂtion O‘I‘-Jamwry 23,2008 As noted

above, the goveriument concedes that at least some of this infomaation is protected by the Fourth

Amendment, and there is no question that extremely sensitive, personal information could be

acquired through the directives, akin to electronic eavesdropping of telephone conversations.
Thus, unlike thlose circurnstances involving a disparity between the importance of the

government’s interest and the degree of intrusivenass required to serve that interest, gee, g.g.,

United States v. Marlinez-Fuerte, 428 U.S. 543, 557-58 (1976) (analyzing traffic stops in which
- the government need is greal but the intrusion is minimal), here there are weighty concetns on
botl sides of the equation. This Court, however, is not the first to assess the reasonableness of
_sur\feillance.” Since the enactment of the Foreigﬁ Intelligence Surveillance Act, .
two particularly significant opinions have examined the Fourth Amendment reasonableness of
the acquisition by the government of foreign intelligence ilﬁforxnation through the interception of

communications of United States persons: the FISCR in [n re Sealed Case, 310 F.3d 717 and the

Uniled States District Court for the Southern District of New York in United States v. Bin Laden,

126 F. Supp. 2d 264,

Az may be obvious by the enumeration, this acquisition also will obtain_

commuitications of those persons who send communications to or receive |
communications from targeted accounts, regardless of whether these communicants are located
outside the United States and without regard to whether such individuals are agents of forelgn
powers. See infra Part I11.B.2.e for a further discussion of these communications.
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In determining the reasonableness of the acquisition at issue here, this Court will look to
the factors considered by both courts, even though the facts of this case more closely resemble

those presented in Bin Laden. However, because this Court is bound by the holding in Inre

Sealed Case, it must accord special consideration to that case in determining the extent to which

the FISCR findings are applicable to a case such as this one, involving surveillance of United
States persons abroad rather than within the boundaries of the United States.

a. Inre Sealed Case

In re Sealed Case involved electronic surveillance conducted in the United States of the
_connmmications of a United States person located in the United States.™ As
noted above, the FISCR implicitly found that the FISA orders fell within the parumeters of the
foreign intelligence exception to the warrant requirement. But, as this Court is also required to
do, -ﬂw FISCR closely examined various facts and circumstances to determine whether the

issuance of those t}r&'ers was reasonable under the Fourth Amendment. In re Sealed Case, 310

F.3d at 736-42.
The FISCR began its reasonablel_less'analysis by looking to the requirements for the

issuance of a warrant: issuance by a neutral detached magistrate, demonstration of probable
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cause, and particularity. Id. at 738, The FISCR compared the procedural framework of the
surveillance at issue in that case with the procedures required by the Omnibus Crime Control and
Safe Streets Act of 1968, as amended, 18 U.5.C.A. § 2510 gt seq. (West 2000 & Supp. 2007)
(Title I11)” and noted that to the extent a FISA order differed from a Title 111 order, “few of those
differences have any constitutional relevance.” 1d. at 737. While it appears that the FISCR
determined that the three factors recited above were the essential factors to consider in assessing
the constitutionality (and hence, the reasbnableness) of a FISA order, the FISCR also analyzed
several other factors noting, “[t]here are other elements of Title III that atlleast some circuits have
deterimined are constitutionally significant - that is, necessity, duration of surveillance, and
minimization.” Id. at 740 (citation omitted). The following factors all appear to have been
considered by the FISCR in determining that the FISA orders were reasonable under the Fourth
Amendment.
i. Prior Judicial Review
The FISCR assessed that Title 11T and FISA were virtually identical so far as the
requirement for prior judicial approval. As such, the FISCR devoted little attention to ana!yz.ingl
this factor; FHowever, pgiven that the FISCR .highlightcd prior judicial review as one of the three
essential requirements of the Fourth Amendment Warrant Clause, it seems apparent that the

FISCR considered this to be a critical element in its reasonableness assessinent.

LS

= “[I]h asking whether FISA procedures can be regarded as reasonable under the Fourth

Amendment, we think it is-instructive to compare those procedures and requirements with their
Title I1] counterparts, Obviously, the closer those FISA procedures are to Title 11T procedures,
the lesser are our constitutional concerns.” lnre Sealed Case, 310 F.3d at 737.
TFOP-SECRETHCOMINTHORECOMN;NOFORMNEL
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ii. Probable Cauge
The FISCR noted that orders issued pursuant to FISA and Title III required different
probable cause findings, Under FISA, the FISC need only find probahlc cause to believe “that
the target is a foreign power or an agent of a foreign power,” id. ét 738 (citing 50 U.S_.C.A. §
1805(=a)(3)), while Title II] requires “‘probable cause for belisf that an individual is committing,
has committed, or is about to commit’ a specified predicate offense,” id. (quoting 18 US.C.A. §
2518(3)(a)). The FISCR acknowledged that while the FISA probable cause showing was not ns
gl'eat as that required under Title III, FISA incorporated “another safeguard not present in Title
I11,” id, at 739 - a probable cause requirement, if the target is an agent, that “the target is acting
‘for or on behalf of a foreign power’,” id. The FISCR concluded that the impart of this
additional showing is that it would ensure that FISA surveillance was only authorized to a‘ddress,
“certain carefully delinéated, and particularly serious, foreign threats to national security.” Id.
fii. Particularity
In addressing particularity, the FISCR focused on two components: one concerning the
nature of the conmmuinications to be obtained through the surveillance and the second concerning

the relationship between the facilities to be targeted and the activity or person being investigated.

Id, at 739-40, With regard to the former, FISA mandates that & senjor exscutive branch official™ '

cerfify the purpose of the surveillance, including the type of foreign intelligence information

MFISA identifies the officials authorized to make certifications as “the Assistant to the
President for National Security Affairs or an executive branch official or officials designated by
the President from among those executive officers employed in the area of national security or
defense and appointed by the President with the advice and consent of the Senate.” 50 U.S.C.A.
§ 1804(a)(7).
' TOPSECRETHCOMINTHORCOMN;NOFORNAXT
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sought. 50 U.S.C.A, § 1804(a)(7). The FISC judge considering the application is obliged to
grant such certification great deference. Id, at 739, Ouly when the target is a United States
person does the FISC even make a substantive finding concerning that certification and even
then, the standard of review is merely clear error, 50 U.S.C.A. § 1805(a)(5).”

The findings made with regard to the facilities to be targeted are signiticantly different
be’wvéen the two statutes. Under FISA, the FISC must find probable cause to believe that the
target is using or about to use the targeted facility, without regard to the purpose for which the
facility will be used by the target. 50 U.S.C.A. § 1805(a)(3)(B); compare 18 U.S.C.A. §

251 8(3),(51). As the FISCR noted, “{s]imply put, F1SA. requires less of a nexus between the
facility and the pertinent communications than Title 111, but more of & nexus between the target
and the pertinent communications,” Id. at 740, |

iv. Necessity

The FISCR noted that while both statutes fmpose a necessity requirement, under FISA the

“agsessment of necessity is made by the above-meniioned certifying official (a requirement not

mandated by Title III), albeil subject to the above-described deferential standard of judicial

review. [d. at 740,
v. Duration
Both statutes also address the length of time orders may remain in effect. FISA permits a

longer duration than does Title 111, but the' FISCR found the difference between 30 days and 90

™Title 111, on the other hand, requires that a judge make a probable cause finding that
particular communications concerning the offense will be obtained. 310 F.3d at 739 (citing 18
U.S.C.A. § 2518(3)(b)).

FOP-SECREFHCOMINT/ORCONNOFORN/AH
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days to be reasonable in light of the “nature of national security surveillance, which is *often long
range and involves fhc—: interrelation of various sources and types of information.”™ Id. (citations
omitted). The FISCR took further comfort in the fact that “the longer surveillancé period is
balanced by continuing FISC oversight of minimization procedures during that period.” Id.
vi. Minimization

Finally, in addressing the requirement for minimization that is embodied in both stm;utes;
the FISCR acknowledged that Title 111 focuses on minimization at the time of acquisition (thus,
more effectively protecting the privacy interests of non-target communications), while FISA
permits minimization at both the acquisition and retention stages. Id. at '{4-0. This discrepancy,
according to the FISCR, “may well be justified[.] . . . Given the targets of FISA surveillaﬁce, it
will often be the case that intercepted communications will.be in code or a foreign language for
which therg is no contemporaneously available translator, and the activities of foreign agents will
involve multiple actors and complex plots,” Id. at 741,

In summary, the FISCR relied upon a variety of factors in finding the FISA statute
constitutional, and thus, that orders issued pursuart to it were reasonable under the Fourlh
Alﬁenclment, While the FISCR appeuars to have placed great stock in the fact that FISA
applications must be subjected to prior judicial scrutiny, the Court did not find it constitutionally

problematic that & senior government official, rather than a detached magistrate, made findings

"The FISCR also addressed the amici filers’ concerns that FISA does not parallel Title
[11's notice requirements or it requirement that a defendant inay obtain the Title 111 application
and order when challenging the legality of the surveillance, [d. at 741, The FISCR. distinguished
FISA from Title 111 in these two contexts and refused to find that the absence of these
requirements undermined the reasonableness of the FISA orders under consideration. Id.
FOP-SECRETHCOMINTHORCOMNNOFORNANI-
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comparable to those that Title 111 requires a judge to make. Id. at 739-41, The FISCR was also
satisfied with the probable cause findings made under FISA, id, at 738-39, as well as with the
extended duration of orders.issued under it. Id, at 740. Both particularity requivements in FISA-
weighed inlo the FISCR’s analysis and the FISCR did not negatively opine on the fact that one of
those findings was made by a senior executive branch official rather than a judpe.

So, from the FISCR's opinion in In re Sealed Case, it is logical to assume that electronic

surveillance targeted against United States persons within the United States i5 reasanable under
the Fourth Amendment under the following circumstances: (1) there is some degree of prior
judicial scrutiny, (2) there is probable cause to believe that the target is an agent of a foreign
power (or a foreign power itself), (3) there is probable cause to believe that the facility to be
targeted is being used or is about to be used by the target, (4) at least some constitationally
required determinations are made by the senior executive branch ofticials designated in the
statute, subject to a highly deferential degree of judicial review, (5) the duration may extend to 90
days, particularly when there is Cowrt oversight over minimization procedures, and (6) such .
minimization procedures are in place and being applied.

It is 1‘10'5‘.-016211‘ from the FISCR opinion how much umportance the Court attached to each
of the above-described factors. For that reagon, it is difficult to discern what effect the
mbdiﬁca;tion or removal of one of the factors would have on the overall determination of
reasonableness. Nor is there clear guidance on how the requirements of reusonableneés might

vary for targets who are United States persong located outside of the United States,

Page 77

355

App.498



356

CR 1039

TOPSECRETHEONMANTHORCONNOFORNMA
b. United States v. Bin Laden

A case that far more closely resembles the case now before this Court is United States v,
Bin Laden, which involved search and surveillance targeted at 4 United States person located
overseas. The tacts there were the following.

In its investigation of al Qaeda in Kenya, in August 1996, the intelligence community
began monitoring telephone lines used by certain persons associated with al Qaeda, including
Wadih El-Hage, an American citizen. Bin Laden, 126 F. Supp. 2d at 269. Although the
government was aware that El-Hage was a United States person, it was not until eight months
later, on Apll'ﬂ 4, 1997, that the Attormey General specifically authorized search and surveillance
of El-Hage pursuant to E.Q. 12333, § 2.5. 1d. at 269 & n.23.
| At hi‘a criminal trial, El-Hage filed a motion to suppress evidence seized during the search
of his home and the surveillance of h.is telephone and cellular telephone in Kenya, arguing that
the search and surveillance violated his Fourth Amendmgnt rjghts,' Id. at 268, 270. The District
Court found that the searches and surveillance conducted subsequent to the Attorney General’s
E.O. 12333 authorization fell under the foreign inielligence exception to the Fourth
Amendment"s warrant requirement and were reasonnble; therefore, the evidence was lawfﬁlly
acquired and not subject to suppression, [d. at 279, 288, However, the District Court found that
surveillance conducied plrior to April 4, 1997, was not incidental, as the government argued, and
because the government had not obtained the Attorney General’s authbrization, was “not
embraced by the foreign intelligence exception to the warrant requirement.” Id, at 279. Further,
because 1o warrant had issued, the Court found that the surveillance vialated El-Hage’s Fourth

TOR-SECRETHCOMENTHORCOMNOFORN/XT
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Amcnc.iment rights. Id.at 281-82, However, for reasons not relevant to this matter, the Court
declined to apply the exclusionary rule to the evidence that hiad been seized and itercepted. 1d.
at 282-84.

As the District Court in Bin Laden noted, tn order to find that the surveillance did not
affend the Fourth Ameudment, the Cowrt needed to find not only that the government met the
requirementy p‘f the foreign intelligence exception to the warrant requiremént, but also that the
conduct of the surveillance was reasonable. Id, at 284, There, the Cowrt identified three factors
as being essential in order to find that electronic surveillance targeted against a United States
person abroad fit within the foreign intelligence exception to the warrant requirernent: (1) the
tarpet must be an agent of a foreign power, (2) the primary purpose of the surveillance must be to
acquire foréign intelligence, and (3) the Prestdent or the Attorney General must authorize the
surveillance. [d. at 277.7" The Bin Laden Court found that all three criteria WEI"E‘. satisfied by
virtue of the Attorney General's .0, 12333 authorization.

The District Court in Bin Laden then ailalyzéd the reasonableness of the surveillance. Id,

at 284-86. In response to El-Hage’s concerns, the District Court acknowledged that the duetion

"These criteria appear to derive directly from the holding in United States v, Trugng, 629
F.2d 908 at 915, See Bin Laden, 126 F. Supp. 2d at 275, 277-79. As already noted, the FISCR
tpok exception with Truong’s articulation of the primary purpose requirement in its opinion in In
re Sealed Cagse, 310 F.3d at 744. See supra pp. 61-62. Following the lead of the FISCR, as
discussed nbove, this Courf holds that the foreign infelligence exception to the warrant
requirement requires only that a significant purpose of the acquisition is to obtain foreign
intelligence information, there is probable cause to believe the individual who is targeted is an
agent of a forelgn power and that such probable cause finding is made by a sufficiently
authoritative official, such as the Attorney General,
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of a surveillance may be a factor to consider in analyzing reasonableness. Id. at 286. However,
the District Court accepted the government’s argument that “more extensive monitoring and
‘greater leeway® in minimization efforts are permitted in a case like this givén the ‘world-wide,
covert and diffuse nature of the international terrorist group(s) targeted.” 1d, (citations omitted).
As fhis quote suggests, the Court appears to have found that the existence of minlimization
procédures bears upon reasonableness, although the Court did not address the necessary

parameters of such procedures. Id. Finally, as part of its reasonableness analysis, the District

Court, citing United States v. Scott, 516 F.2d 751, 759 (D.C. Cir. 1975), found it significant that
the telephones were used communally by al Qaeda agents, thereby making it more rersonable for
the government to monitor them than it would be if the phones were primarily used for
legitimate, non-foreign intelligence-related purposes. Id.

Thus, the factors the Bin Laden Court appears to have relied upon to assess the
reasonableness of the surveillance were: (1) the existence of minimization procedures, (2) the
duration of the monitoring as baianced against both the minimization procedures and the nature
of the threat being investigated, and (3) the extent to which the’targeted facilities are used in
support of the activity being investigated.

c. Reasonableness Factors

i. Common Factors Utilized in Both In re Sealed Cagse and Bin Laden

. Comparing the factors relied upon by the FISCR in In re Sealed Case and by the District
Couwrt in Bin Laden, some factors are common in both cases. These factors can provide the

starting point for this Court’s reasonableness analysis of the directives issued to Yahoo. Both
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courts favorably noted that probable cause findings were made with regard to the target being an

agent of a foreign power, [n re Sealed Case, 310 F.3d at 738; Bin Laden, 126 F, Supp. 2d at 277-

78, with the District Court expressly finding this factor to be an essential criterion for meeting the
requirements of the foreign intellipence exception to the warrant requirement, id. at 277, Both
Courts also relied upon the existence of minimization procedures o finding the surveillance at

issue reasonable. Inre Sealed Cage, 310 F.3d at 740-41; Bin Laden, 126 F. Supp, 2d at286. In

. addition, both Courts examined the duration of the authorized surveillauce and both intimated

that a Jonger duration must be balanced by niore rigorous minimization procedures than might be

reasonable for a shorter periad of surveillance. [n re Sealed Cﬂﬁé,,‘ 310 F.3d at 740; Bln Laden,
126 T, Supp. 2d at 285-86, Qn this point, the FISCR found a 90-day duration reasonable and the
District Court scemed to find a several month duration to be reasonable (although it s not clear
WhBﬂlB}" the District Court predicaled its assessient on the 90-day re-authorization i:y the
Attorney General in July 1997). 1d,”® Both Courts found it rensonable that at least some findings
were made by high level executive branch officials, even though not made by a judge. Lijre
Sealed Case, 310 F.3d at 739-40; Bi Ladén, 126 F. Supp. 2d at 279, The District Court
specifically found it necessary that the Attorney General or the President make the probable
cause findings, id. at 279, while the FISCR was satisfied that other senior executive branch

officials make at least some of the necessary findings. Inte Senled Case, 310 F.3d at 735, The

"The District Court seemed to accept the defendant’s assertion that the surveillance
against him had continued for many months, Bin Laden, 126 F, Supp. 2d at 285-86. It is unclear
from the District Cowrt opinion the significance it attached to the fact that the Attorney General,
in accordance with E.0. 12333, re-authorized the surveillance 90 days afier her initial
authorization. Id. at 279,

FOPSECRETHCONMINT/ORCOMNNOFORM24E
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.FISCR explicitly relied upon the fact thal there was a finding as to the facilities being targeted,
distinct from and in addition to the finding that the targeted fndividual is an agent of a foreign
power. ld. at 739-40, The District Court, while it did not directly hold that there is a réquircment
for a prior finding concerning the targeted facilities, favorably noted that it was “high].y relevant”
that the targeted telephones were “‘communal’ phones which were regularly used by al Qaeda
associates.” Bin Laden, 126 . Supp. 2d at 286,
ii, Factors Weighed Ditferently igy the Two Courts

Two of the factoi's considered By the courts appear to have been Weighed differently, The
District Court explicitly rejected the requirement of prior judicial review of the government’s
application, id. at 275-77, while the FISCR found this to be an important consideration, [n re
Sealed Case, 310 F,3d at 738, And, while the FISCR explicitly addressed the requirement that -
there Ee a prior finding of probable cause to believe that a particular facility is being or will be
used by the targeted agent, id. at 739-40, the District Court referred to this consideration only
peripherally, Bin Laden, 126 F Supp. 2d at 286.

* Prior Judicial Review Not Required

The FISCR favorably noticed that FISA orders are subject to prior judicial approval, The
District Court, on the other hand, determined that such approval was not necessary under the
circumstances of the case before it. While the FISCR was considering a mqueﬁ to conduct

surveillance of a United States person Jocated within the United States, the individual targeted in

the matter presented to District Court, also a United States person, was Jocated outside the United

States.
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Without question, Congress is aware, and has been for quite some time, that the

intelligence community conducts electronic surveillance of United States persons abroad without
seeling prior judicial authorization. In fact, when Congress enacted FISA in 1978, it explicitly
excluded overseas surveillance from the statute, as reflected in a House of Representatives

Report that states, “this bill does not afford protections to U.S. persons who are abroad , . .™ H.R.

Rep. No. 95-1283, pt. 1 at 51 (1978). See also Bin Laden, 126 F.Supp. 2d at 272 n.8 (noting that
FISA ouly governs foreign intelligence searches conducted: within the United States). The Bin
Laden Court examined the issue of prior judicial approval int the same context presented to the
Court in this case, and observed that “[w}arraﬁtless foreign intelligence collection has been an
established practice of the Executive Branch for decades.”™ Id, at 273 (citation c;mitted). Citing
Youngstown Sheet & Tube Co. v. Sawyer, 343 U.S. 579, 610 (1952) (“[A] systematic, unbroken,
executive practice, long pursued to the knowledge of Congress and never before questioned,

engaged in by Presidenis who have also sworn to uphold the Constitution, making as it were such

© exercise of power part of the structure of our government, may be treated as a gloss on

‘Executive Power’ vested in the Presidaﬁtby § | of Art, 11.”) and Payton v. New York, 445 U.S.
573, 600 (1980) (*A longstanding, widespread practice is not immune from cauétitutional
scrutiny, But neither is it to be lightly brushed aside.”), the District Court further noted that,
“[w]hile the fuct of [congressional and Supreme Court silence with regard to foreign intelligence
collection abroad] is not dispositive of the question before this Court, it is by no means -
ingignificant.” Bin Laden, 126 F. Supp. 2d at 273. This Court finds the reasaning of the District
Court persuasive and therefare accep.ts as a general principle, that prior judicial approval of an

TOP-SECRETHEONINT//ORCONNOFORNAA
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acquisition of foreign intelligence information targeted against a United States person abroad is

not an essential element for a finding of reasonableness under the Fourth Amendment.

*  Probable Cause to Believe that the Tar geted Facility is Being or is

About to be Used
The FISCR directly, and favorably, addressed the requirement in FISA that a prior

showing be made that the targeted individuals were using or were about to use the targeted

facilities. Inre Sealed Case, 310 F.3d at 739-40. The District Court considered this factor more
obliquely. Bin Laden, 126 F. Supp. 2d at 286. |

. The FISCR characterized the judicial finding of probable cause to believe the targeted
facility is being or is about to be used by the targeted agent as a particularity requirement, and
therefore, one of the requiréd elements of a Fourth Amendment warrant. Given that the FISCR
analyzed reasonableness in relation to the warrant requirement, it is not surprising that the FISCR
found this fa.ctm' to be ciolustitufiohally' significant in assessing reasonableness. Inre Sealed Case,
310 F.3d at 739-40. The District Court in Bin Laden expressed no direct view on this factor, nor
does its opinion make clear if the Attorney General's authorizations included a probable cause -
finding regarding the use of the facilities to be targeted. Flowever, as noted above, the District
Court did consider the use of the targeted facilities in its reasonableness assessment. Bin Laden,
126 F. Supp. 2d at 286. The disparity between the attention given to this factor by the two
Courts may well be explained by the fact that the FISCR was considering the conduct of
electronic surveﬁlance witixin the United States while the District Court was analyzing
surveillance conducted overseas, The Fourth Amendment particularity requirement serves, in

large part, as a check to minimize the likelihood that persons who have a reasonable expectation
FOP-SECRETHCOMINTHORCON;NOFORN/AXL
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of piivacy are not mistakenly subjected to government surveillance.” When the surveillance

activity is conducted against persons outside (he United States, the persons who would be
inappropriately surveilled most likely would be non-United States persona, And, this isnot a
class of persons who enjoy the protections of the Fourth Amendment. Therefore, it seems
reasonable that, in the overseas contexl, there is less of a need to require a prior showing of
probable cause to believe that a properly targeted individual is using or is about to use a specific,
targeted facility.
iii. Necessity

The FISCR noted that FISA incorporates a “necessity” provision, as does Title I[II. Inre
Sealed Cage, 310 F.3d at 740. The District Court in Bin Laden, however, makes no mention of
necessity. A showing of necessity is not always a prerequisite for reasonableness. llinois v,
Lafayette, 462 U.S. 640, 647 (1983) (“[t}he reasanableness of any particular governmental
activity does not necessarily or invariably turn on the existence of alternative ‘less intrusive’
means”). And, this Court is not persuaded that, in the context of the PAA, any ameliorative
purpase would be seﬁqd by requiring the government to demonstrate that less intrusive means
have been attempted. Indeed, the very purpose of the PAA is to providé the goverrument with

“flexible procedures to collect foreign intelligence from foreign terrorists overseas . . . [that do]

While discussions of the particularity requirement typically focus on the “property to be
sought” rather than the person using that property, Berger v, New York, 388 U.8. 41, 59 (1967),
it is clearly the privacy interests of the individual that the Constitution protects. Verdugo-
Urgiidez, 494 U.S. at 266. Thus, in the context of electronic surveillance of email
communications, if the government surveils the wrong email account, the harm would be against
the privacy interests of persons whose conununications were improperly acquired.

FOP-SECRETHEOMINTHORCOMN;NOFORN/XL-
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not impose unworkable, bureaucratic requirements that would burden the intelligence
community.” 153 Cong. Rec. H9954 (daily ed. Aug. 4, 2007) (statement of Rep. Smith).
Therefore, this Court will not consider thie availability of less intrusive means as a factor in

determining the reasonableness of the directives issued to Yahoo.

iv. Warrant Exception Criteria Are Factors to Consider in Assessing
Reasonableness.

The factors that provide the basis for the foreign intelligence exception to the warrant
requirement (a significant foreign intelligence purpose and probable cause to believe that any
United States person who is targeted is an agent of a foreign power) are alse key elements that
weigh in assessing reasonableness.

d. Application of the Reasonableness Factors to the Acquisition of Targeted
United States Persons’ Communications Through the Directives Issued to
Yahao ’

In assessing the Fourth Amendment raasonablenes; of the acquisition of foreign
intelligence information thl'Oj.lgh the directives issued to Yahoo, this Cnurt. relies on the ﬁndings
made above in Part [JL.B.1 of this Opinion, in which it found that the surveillance satisfies the
requirements for the foreign intelligence exception to the warrant requitement. In addition, this
Courl will consider the followi.ng factors relied upon by the FISCR in In re Sealed Case and the
District Court in Bin Laden: (1) minimization, (2) duration, (3) authorization by a senior
government official, and (4) identification of facilities to b;a targeted. |

But, frst, this Court must aclknowledge the statutory framework that governs the
proposed acquisitions. The PAA only authorizes “the acquisition of foreign intelligence

information concermning persons reagonably believed to be gutside the United States ... 50
TOP-SECRETHCOMINTHORCONNOFORN/AA
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U.S.C.A. § 1805b(a) (emphasis added). The statute further requires that “there are yeasonable

procedures in place for deternining that the acquisition of foreign intelligence under this section

concerns persons reasouably believed to be located outside the United States, and such

procedures will be subject to review o;f the Court pursuant to section 105C of this Act.” 50
U.8.C.A. § 1805b(a)(1) (emphasis added).®

This Court sees no reason to question the preswmption that the vast majority of persons
who are Jocated overseas are not United States persons and that most of their commpnications
are with other, non-United States persons,*’ who also are located overseas. Thus, most of the
communications that will be obtained through the directives issued to Yahoo likely will be
comumunications between non-United States persens abroad, .., persons who do not enjoy the
protection of the Fourth Amendment.”* So, to the extent “reasonable” procedures represent anA
effort to minimize the likelihood of targeting the wrong faci]ity‘or the wrong person or of
obtaining the communications of non-targeted communicants, & program such as this, which is

focused on overseas collection, presents fewer Fourth Amendment concerny than does a program

YSee supra Part 11.B for this Court’s resolution of the ambiguities related to this
provision,

"This commeon sense presumption is embodied in the Department of Defense procedures
goveming the collection of information about United States persons, which state, *“[a] person
known to be currently outside the United States, or whose location is not known, will not be
treated as a United States person unless the nature of the person’s communications or other
aveilable information concerning the person give rise to a reasonable belief that such person is a
United States citizen or permanent resident alien.” DoD Procedures, Procedure 5, Part 3,.B 4.

2Supra note 69.
TOPSECRETHCONMINTHORCON;PIOFORMNAI
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that focuses on domestic communications within the United States.® It is against this backdrap

that this Court will assess the appropriate re;souub]encss factors.
i, Minimization

By statute, the communications that will be acquired through the directives igsued to
Yahoo will be subject to mil_limization- procedures that are supposed to comport with the
definition of “minimization procedures” under 50 U.S.C.A. § 1801(h). 50 US.CA. §
1805b(n)(5). This Court has reviewed the minimization procedures applicable to these directives
and finds that they ave virtually the same procedutes the government uses for many non-PAA
FISA callections. Feb. 2008 Classified Appendix 2t ||| NN
- In other cantexts, this Judge has (as other Judges on the FISC have) found these
non-PAA procedures to be reasonable under circumstances in which the government is
intercepting private email communications,

This Cotu*t; therefore, finds the minimization procedures ﬁied by the government to be
sufficiently robust to protect the interests of United States persons wliose communications might

be acquired through the acquisition of information obtained through the directives issued to

HThis Court appreciates Yahoo's concern that “it is possible that the ‘target’ may return
to the U.8, during the surveillance period. Therefore, the Directives may target U.S. citizens who
may be in the U, 8. when under surveillance.” Yahoo’s Mem, in Opp’n at 9, However, the
Court has reviewed the government’s targeting procedures and notes that the govemment has
specifically addressed this Jssue and has robust procedures in place to_

cease such surveillance “without delay[]” when it is determined that the target is in
the United States, Feb. 2008 Classified Appendix at see also id. atﬁ

TOPR-SECRETHEOMINTH/ORCOMNOIORNAXT
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Yahoo, and that these procedures satisfy the definition of “n:inimization procedures” under 50
US.C.A. § 1801(h).
ii. Duretion

The PAA pennits the Director of National [ntelligence and the Attorney General to
authorize the acquisition of foreign inteliigence information for a period of up to one year. 50
U.8.C.A. § 1805b(a), However, in each of the certifications filed with this Court, the Director of
MNational Intelligence end the Attorney General assert that prior to targeting a United States
person, the government must obtain Attorney General authorization using the procedures under
E.0. 12333, § 2.5. Feb. 2008 Classified Appendix at_ One of the
provisigns of those procedures is that surveillance conducted pursuant to the Attorney General's
authorization may not exceed 90 days. DoD Procedures, Procedure 5, Part 2.C,6, Thus, for
those targeted indiviciuals who have Fourth Amendment protection, Lg., United States persons,
the Court assumes that the Attorney General will re-authorize the acquisition every 90 days in
order for the acquisition under the PAA to continue.”

Ninety days is the identical duration the FISCR found reasonable in the matter it

considered. The FISCR noted in [1 r¢ Sgaled Case that the Jonger duration undet FISA (L.e., 90

days rather than the 30-day duration in Title [IT) “is based on the nature of national security
surveillance, which is ‘often [ong range and involves the interrelation of various sowrces and

types of information,”” 310 F.3d at 740 (citations omitted). However, the FISCR also suggested

11 is therefore also this Court's assumption that if the Attormey Gereral does not {ssue'a
new authorization, surveillance of the targeted account will cease.

OGP ORAIN ORCON DNOE
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that the 90-day duration was reasonable in part because the FISC exercised oversight over the

minimization procedures while a surveillance is being conducted. ld. But, the PAA does not
provide a similar role for the FISC. Notably, though, under the PAA, the target of the
surveillance will be located averseas, and presumably, so will be a significant rmmﬁer of the
persons who comumunicate with that target, while under a domestic FISA surveillance, it is
feasible, and indeed likely, that the bulk of the informatioﬁ obtained would be to, from, or about
United States persons. Therefore, to the extent judicial oversight over minimization serves to
enhance the protection afforded United States persons whose communications ave intercepted, .
the importan;:e of such oversight wanes when a reduced proportion of United States j::erson
information will be acquired. Ind;ed, in Bin Laden, there Was no judicial oversight of the
minimization procedures whatsoever. And, in that case, the Court did not find a duration of
approximately eight months to be unreasonable.’” Therefore, on balance, this Court finds a 90-
day duration for the acquisition of communications targeting United States persons under the
circumstances presented in this case, even without judicial oversight of the application of the
minimization procedures, reasonably Iimi‘ted,
iii. Senior Official Approval
Prior to the issuance of its directives to Yahoo, as required by the statute, the Attorney

General and the Director of National Intelligence determined, through written certifications under

BSupra note 78 and accompanying text.
TOPSECRETHCOMINTHORCOMN;NOFORN/AI
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oath, that were supported by affidavits from the Director of NSA, that

there are reasonable procedures in place for determining that the acquisition of foreign
intelligence information under section 105B . , . concerns persons reasonably believed to
be located outside the Uniied States|,] . . . the acquisition does not constitute glectronic
surveillance as defined in section 101(f) of the Act],] the acquisition involves obtaining
foreign intelligence information from or with the assistance of communications service
providers , ..[;] a significant purpose of the acquisition is to obtain foreign intelligence
information and [,] the minimization procedurds to be used with respect to such

acquisition activily meet the definition of minimization procedures under section 101(l)
of the Act.

Feb. 2008 Classified Appendix at—see alsg id. at_

- Jt is this Court’s view that the certifications of these twa officials represent s sufficient

restraint on the exercise of arbitrary action by those in the executive branch who are effecting the
actual acquisition of information, gee In re Sealed Case, 310 F.3d at 739 (characterizing
congressional intent that the veriification by senior officials, “typically the FBI Director [with
appravai 'by] the Attormey General or the. Attorney General’s Deputy,” would provide writien
accountability and serve as “an internal check on Fxecutive Branch arbitrariness™) (citation

omitted); FLR. Rep. 1283 at 80, and thus weighs favorably in assessing the reasonableness of the

directives issued to Yahoo,
iv. Identifying Targeted Facilities
The final factor to consider in determining the rensonableness of the directives i3 the
identification of the accounts to be targéted. As discussed above, the manner in which accounts

are targeted for surveillance is an important consideration in determining the reasonableness of a
Page 91
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warraniless surveillance,*® For the following reasons, the Court finds that the current procedures

employed by the government are reasonable, given all the facts and circumstances of the
anticipated acquisition,

In a typical foreign intelligence case where the intelligence activity is conducted within
the United States, the government first establishes probable cause to believe that a particular
individual is an agent of a foreign power and then identifies the specific facility the persor; is
using that the government wants to monitor, By establishing probable cause to believe that the
target is using a pﬁrticular facility (as is required under the non-PAA provisions of FISA, 50
U.S.C.A. §§ 1804(a)(3)(B) & 1805(a)(3)(B)), the governmeﬁt is demonstrating the nexus
bt:tween'the person being targeted and the facility that is going, to be monitored. This nexus
reqjuirernent diminishes the likelihood that the povernment will manitor. the communications of a
completaly innocent United States person, which would, on its face, appear to be an unreasonable
search, and thus, violative of the Fourth Amendment.

The PAA, by its terms, however, only allows the acquisition of communications whicly
are reasonably believed to be used by persons lagated outside the United States. 50 U.S.C.A. §§
1805a & 1805b(a). As stated ebove," this Court can envision no reason to question the -

presumption that most people who are located outside the United States are not United States

. ®The Court is mindful that the PAA specifically provides that “[a] cértification under
subsection (a) is not required to identify the specific facilities, places, premises, or property at
which the acquisition of foteign intelligence information will be directed.” 50 U.S.C.A. §
1805b(b); see also supra Part IL.C, '

YSupra note §1.
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persons. So, even if, after establishing probable cause to believe a particular United States

person is an agent of a foreign power, the government, pursuant to the PAA, mistakenly targets
an account used by someone other than that United States perso, the likelilood is that the
person whose privacy interests are implicated is apél‘SOl‘l who does not enjoy the protection of
the Fourth Amendment.

Moreover, by the terms of Lt. Gen. Alexauciar’s affidavit, upon which the Director of
National Intelligence and the Attorney General relied when making their certifications, Feb. 2008
Classified Appendix at_tha government will anly target accounts (whether the
user is eiUnited States person or not) if there is some basis for belleving that such account will
likely be used to communicate information concerning one of the foreign powers specified in the
certification. So, even if a targeted account is mistakenly assolciated with at incorrect user, that
account would have been targeted only after United States in_telligeuce analysis had assessed that
there is soma basis for believing the particular account is being used to convey information of
foreign intelligence interest related to the certifications. Therefore, given the provision of the
statute that limits acquisition to persons reasonably believed to be Jocated outside the United
States, coupled with the process articulated by Lt. Gen. Alexander for limiting surveillance to
those accounts that are likely to provide foreign intelligence information related to the
cerlifications, this Court finds that the procedures in place to identify the facilities to be targeted

contribute favorably to the reasonableness of the directives issued to Yahoo.
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v. In Sum, the Acquisition of Foréign Intelligence Information Targeting
United States Persons Abroad Obtained Pursnant to the Directives
Issued to Yahoo is Reasonable Under the Fourth Amendment.

Having consiclered the totality of the facls and circumstances, including:
(1) tl;.lc statute, which by its teréns, limits acquisition to forei.gn intelligence

| communications af persons reasonably believed to be located outside the United States
and requires written procedures for estabiishing the basis for making these

| determinations, procedures that havé been reviewed by the Court;
{2) United States persoﬁs will not be targeted unless the Attorney Genetal ha;:
determined, in accordance with E.Q. 12333, § 2.5 procedures, that there is probable cause
to believe that such person is an agent of a foreigh power;
(3) the Director of National Intelligence and the Attorney General have certified that a
significant purpose of the acquisition is to obtain foreign intelligence information;
(4)- each authorization for the acquisition of targeted United States person
communications is limited to 90 days;

* (5) there are reasonable minimization procedures in place, which meet the definition of
“mihimization procedures” under 50 U.S.C.A. § 1801(h); and
(6) there are written procedures in place to ensure that surveillance of the facil ities to be
targeted likely will obtain foreign intelligence information,

this Court is satisfied that the government currently has in place sufficient procedures to ensure

that the Fourth Amendment rights of targeted United States persons are adequately protected and
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that the acquisition of the foreign intelligence to be obtained through the directives issued to
Yahoo, as to these individualy, is reasonable under the Fourth Amendment.

¢, The Reasonableness of Incidentally Acquiring Communications of United
States Persons '

The previous Secﬁrm of this Opinion concerned the Fourth Amendment rights of those
United States persons whose communications are taa'gefed. However, the universe of
communications that will be acquired through the directives issued to Yahoo will include the
communications of persons who communicate with the tatgeted accounts.” Yahoo argues,
Yahoo's Mem. in Opp'n at 8, and the govermment concédes, “[t]he directives therefore,
implicate, to varying degrees, the Fourth Amendment rights of ... persons, whether abroad or
inside the United States, who are communicating with foreign intelligence targets outside the
United States.” Gov't.’s Supp. Brief on the Fourth Amend. at 2, This Court agrees that some
subset of non-target comnmnicaut-s located in the United States and non-target communicants
who are United States persons, whether located in the United States or abroad, enjoy Fourth

Amendment protection. United States v, Verdugo-Urquidez, 494 U.S. 259.

As the District Court in Bin Laden noted, “.., incidental interception of & person’s
conversations during an otherwise lawful surveillance is not violative of the Fourth

Amendment.” 126 I, Supp. 2d at 280 (citations omitted). Likewise, the Second Circuit hag held,

Y11 is this Court’s understanding that the directives issued to Yahoo will result in the
acquisition of not-target communications only if the non-tar geted account is in direct

communication with a targeted account or if a conu X 1n-targeted account ig
forwarded o a ii iiid iciaunt. Sae Declaration of January 16, 2008;

Declaration of January 23, 2008.
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~ “[{]f probable cause has been shown as to one such participant, the statements of the other

participants may be intercepted ii"pertinenf to thf_: investigation.” United States v. Tortorello, 480
F.2d 764, 775 (2d Cir, 1973). As discussed earlier in this opinion, supra Part 11, this Court has
found that the acquisition of communications obtained through the directives issued to Yahoo
adheres to the requirements of the PAA. And, as discussed immediately above, this Court has
found that the acquisition of the communications of targeted United States persons obtained
through the directives issued to Yahoo is reasonable and therefore complies with the Fourth
Amendment.

This Court also notes that, in addition to the underlying surveillance being lawful, the
govgrnmen:t has in place minimization procedures designed to protect the privacy interests of
United States persons. As required by the PAA, the government must have procedures in place
thiat comport with the definition of minimization procedures under section 1801(h) of FISA.
That definition specifies th_at such procedures must be

- (1) specific procedures ... reasonably designed in light of the purpose and

technique of the particular surveillance, to minimize the acquisition and retention,

and prohibit the dissemination, of nonpublicly available information concerning

unconsentine United States persons consistent with the need of the United States

to obtain, produce, and disseminate foreign intelligence information;

(2) procedures that require that nonpublicly available information, which is not

foreign intelligence information ... shall not be disseminated in a manner that

identifies any United States person. without such person’s consent, unless such
person’s identity is necessary to understand foreign intelligence information or-
assess its importance[,]

50 U.S.C.A. § 1801(h)(1) & ( 2) (emphasis added). This Court agrees with the government that
these minimization procedures adequately protect the privacy interests of persons whose
TFOPSECRETHCOMINTHORCONNOFORN/XT-
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communications might be incidentally acquired. Mem. in Support of Gov't Motion at 19; see
also Feb. 2008 Classified Appendix at_

Based on the above considerations, this Court finds that any incidental acquisition of the
communications of 11011-ta1'g.ated persons located in the United States and of non-targeted United
States persons, wherever they may be located, is also reasonable under the Fourth Amendment.

I'V. Conclusion

There are times when there is an inevitable tension between the interests protected by the
Fourth Amendment on the one hand and the federal government’s obligation to protect the
security of the nation on the other hand. This reality has been particularly acute %n an era of ever
increasing communications and intelligence technology, when at the same time the threat of
global terrorism i]EXS intensiﬁed,'ultimately reaching the American mainland with devastating
consequences on September 11, 2001. That is the landscape which confronteci the United States
Congress when the legislation that is the subject of this Opinion was enacted. Congress
obviausly sought to strike the proper balance between the sometime conflicting interests of
individual privacy and national security when it the adopted the PAA. But as illustrated by the
painstaking and complex constitutional and statutory analysis this Court had to conduct to
resolve the dispute in this case, the balance is not =asily achieved, Despite the concerns the
Court has expressed regarding several aspects of the [egislation, for the reasons set forth above,
this Court finds that the directives issued by the government to Yahoo satisFy the requirements of

the PAA, do not offend the Fourth Amendment, and are otherwise lawful. Accordingly, Yahoo
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is instructed to comply with the directives and an Order directing Yahoo to do so is being issued

contemporaneously with this Opinion,

ENTERED this 25" day of April, 2008 in Docket Number 105B(g): 07-01.

S /5 y

gyt (). T
REGGIE B, WALTON

Judge, Foreign Intelligence Surveillance Court

; & document .
Iz a true and correct
the original.
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

IN RE PRODUCTION OF TANGIBLE THINGS FROM

Docket No.: BR 08-13

SUPPLEMENTAL OPINION

This Supplemental Opinion memorializes the Court’s reasons for concluding that the
records to be produced pursuant to the orders issued in the above-referenced docket number are
properly subject to production pursuant to 50 U.S.C.A. § 1861 (West 2003 & Supp. 2008),
notwithstanding the provisions of 18 U.S.C.A. §§ 2702-2703 (West 2000 & Supp. 2008),
amended by Public Law 110-401, § 501(b)(2) (2008).

As requested in the application, the Court is ordering production of telephone “call detail
records or ‘telephony metadata,” which “includes comprehensive communications routing
information, including but not limited to session identifying information . . ., trunk identifier,
telephone calling card numbers, and time and duration of [the] calls,” but “does not include the
substantive content of any communication.” Application at 9; Primary Order at 2. Similar
productions have been ordered by judges of the Foreign Intelligence Surveillance Court
(“FISC”). See Application at 17. However, this is the first application in which the government
has identified the provisions of 18 U.5.C.A. §§ 2702-2703 as potentially relevant to whether such
orders could properly be issued under 50 U.S.C.A. § 1861. See Application at 6-8.

Pursuant to section 1861, the government may apply to the FISC “for an order requiring
the production of any tangible things (including books, records, papers, documents, and other
items).” 50 U.S.C.A. § 1861(a)(1) (emphasis added). The FISC is authorized to issue the order,
“as requested, or as modified,” upon a finding that the application meets the requirements of that
section. Id. at § 1861(c)(1). Under the rules of statutory construction, the use of the word “any”
in a statute naturally connotes “an expansive meaning,” extending to all members of a common
set, unless Congress employed “language limiting [its] breadth.” United States v. Gonzales, 520
U.5. 1, 5 (1997); accord Ali v. Federal Bureau of Prisons, 128 S. Ct. 831, 836 (2008)
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(“Congress’ use of ‘any’ to modify ‘other law enforcement officer’ is most naturally read to mean
law enforcement officers of whatever kind.”).!

However, section 2702, by its terms, describes an apparently exhaustive set of
circumstances under which a telephone service provider may provide to the government non-
content records pertaining 1o a customer or subscriber. See § 2702(a)(3) (except as provided in §
2702(c), a provider “shall not knowingly divulge a record or other [non-content] information
pertaining to a subscriber or customer . . . to any governmental entity™). In complementary
fashion, section 2703 describes an apparently exhaustive set of means by which the government
may compel a provider to produce such records. See § 2703(c)(1) (“A governmental entity may
require a provider . . . to disclose a record or other [non-content| information pertaining to a
subscriber . . . or customer . . . only when the governmental entity” proceeds in one of the ways
described in § 2703(c)(1)(A)-(E)) (emphasis added). Production of records pursuant to a FISC
order under section 1861 is not expressly contemplated by either section 2702(c) or section
2703(c)(1)(A)-(E).

If the above-described statutory provisions are to be reconciled, they cannot all be given
their full, literal effect. If section 1861 can be used to compel production of call detail records,
then the prohibitions of section 2702 and 2703 must be understood to have an implicit exception
for production in response to a section 1861 order. On the other hand, if sections 2702 and 2703
are understood to prohibit the use of section 1861 to compel production of call detail records,
then the expansive description of tangible things obtainable under section 1861(a)(1) must be
construed to exclude such records,

The apparent tension between these provisions stems from amendments enacted by
Congress in the Uniting and Strengthening America by Providing Appropriate Tools Required to
[ntercept and Obstruct Terrorism Act (“USA PATRIOT Act™), Public Law 107-56, October 26,
2001, 115 Stat. 272. Prior to the USA PATRIOT Act, only limited types of records, not

' The only express limitation on the type of tangible thing that can be subject to a section
1861 order is that the tangible thing “can be obtained with a subpoena duces tecum issued by a
court of the United States in aid of a grand jury investigation or with any other order issued by a
court of the United States directing the production of records or tangible things.” Id. at §
1861(c)(2)(D). Call detail records satisfy this requirement, since they may be obtained by
(among other means) a “court order for disclosure™ under 18 U.S.C.A. § 2703(d). Section
2703(d) permits the government to obtain a court order for release of non-content records, or
even in some cases of the contents of a communication, upon a demonstration of relevance to a
criminal investigation,

Page 2
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including call detail records, were subject to production pursuant to FISC orders.> Section 215 of
the USA PATRIOT Act replaced this prior language with the broad description of “any tangible
thing” now codified at section 1861(a)(1). At the same time, the USA PATRIOT Act amended
sections 2702 and 2703 in ways that seemingly re-affirmed that communications service
providers could divulge records to the government only in specified circumstances,’ without
expressly referencing FISC orders issued under section 1861.

The government argues that section 1861(a)(3) supports its contention that section
1861(a)(1) encompasses the records sought in this case. Under section 1861(a)(3), which
Congress enacted in 2006, applications to the FISC for production of several categories of
sensitive records, including “tax return records™ and “educational records,” may be made only by
the Director, the Deputy Director or the Executive Assistant Director for National Security of the
Federal Bureau of Investigation (“FBI™"). 18 U.S.C.A. § 1861(a)(3). The disclosure of tax return
records’ and educational records® is specifically regulated by other federal statutes, which do not
by their own terms contemplate production pursuant to a section 1861 order. Nonetheless,
Congress clearly intended that such records could be obtained under a section 1861 order, as
demonstrated by their inclusion in section 1861(a)(3). But, since the records of telephone service
providers are not mentioned in section 1861(a)(3), this line of reasoning is not directly on point.
However, it does at least demonstrate that Congress may have intended the sweeping description
of tangible items obtainable under section 1861 to encompass the records of telephone service
providers, even though the specific provisions of sections 2702 and 2703 were not amended in
order to make that intent unmistakably clear.

? See 50 U.S.C.A. § 1862(a) (West 2000) (applying to records of transportation carriers,
storage facilities, vehicle rental facilities, and public accommodation facilities).

* Specifically, the USA PATRIOT Act inserted the prohibition on disclosure to
governmental entities now codified at 18 U.S.C.A. § 2702(a)(3), and exceptions to this
prohibition now codified at 18 U.S.C.A. § 2702(c). See USA PATRIOT Act § 212(a)(1)(B)(iii)
& (E). The USA PATRIOT Act also amended the text of 18 U.S.C.A. § 2703(c)(1) to state that
the government may require the disclosure of such records only in circumstances specified
therein. See USA PATRIOT Act § 212(b)(1)(C)(i).

4 See Public Law 109-177 § 106(a)(2) (2006).

> See 26 U.S.C.A. § 6103(a) (West Supp. 2008), amended by Public Law 110-328 §
3(b)(1) (2008).

5 See 20 U.S.C.A. § 1232g(b) (West 2000 & Supp. 2008).

—TOP SECRET/COMINTHORECONNOFORN/AMR—
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The Court finds more instructive a separate provision of the USA PATRIOT Act, which
also pertains to governmental access to non-content records from communications service
providers. Section 505(a) of the USA PATRIOT Act amended provisions, codified at 18
U.S.C.A. § 2709 (West 2000 & Supp. 2008), enabling the FBI, without prior judicial review, to
compel a telephone service provider to produce “subscriber information and toll billing records
information.” 18 U.S.C.A. § 2709(a).” Most pertinently, section 505(a)(3)(B) of the USA
PATRIOT Act lowered the predicate required for obtaining such information to a certification

submitted by designated FBI officials asserting its relevance to an authorized foreign intelligence
investigation.®

Indisputably, section 2709 provides a means for the government to obtain non-content
information in a manner consistent with the text of sections 2702-2703.” Yet section 2709
merely requires an FBI official to provide a certification of relevance. In comparison, section
1861 requires the government to provide to the FISC a “statement of facts showing that there are
reasonable grounds to believe that the tangible things sought are relevant™ to a foreign
intelligence investigation,'® and the FISC to determine that the application satisfies this

" This process involves service of a type of administrative subpoena, commonly known
as a “national security letter.” David S. Kris & J. Douglas Wilson, National Security
Investigations and Prosecutions § 19:2 (2007).

¥ Specifically, a designated FBI official must certify that the information or records
sought are “relevant to an authorized investigation to protect against international terrorism or
clandestine intelligence activities, provided that such an investigation of a United States person is
not conducted solely upon the basis of activities protected by the first amendment to the
Constitution of the United States.” 18 U.S.C.A. § 2709(b)(1)-(2) (West Supp. 2008). Prior to
the USA PATRIOT Act, the required predicate for obtaining “local and long distance toll billing
records of a person or entity” was “specific and articulable facts giving reason to believe that the

person or entity . . . is a foreign power or an agent of a foreign power.” See 18 U.S.C.A. §
2709(b)(1)(B) (West 2000).

* Section 2703(c)(2) permits the government to use “an administrative subpoena” to
obtain certain categories of non-content information from a provider, and section 2709 concerns
use of an administrative subpoena. See note 7 supra.

50 U.S.C.A. § 1861(b)(2)(A). More precisely, the investigation must be “an
authorized investigation (other than a threat assessment) . . . to obtain foreign intelligence
information not concerning a United States person or to protect against international terrorism or
clandestine intelligence activities,” id., “provided that such investigation of a United States

' (continued...)
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requirement, see 50 U.S.C.A. § 1861(c)(1), before records are ordered produced. It would have
been anomalous for Congress, in enacting the USA PATRIOT Act, to have deemed the FBI's
application of a “relevance” standard, without prior judicial review, sufficient to obtain records
subject to sections 2702-2703, but to have deemed the FISC’s application of a closely similar
“relevance” standard insufficient for the same purpose. This anomaly is avoided by interpreting
sections 2702-2703 as implicitly permitting the production of records pursuant to a FISC order
issued under section 1861.

It is the Court’s responsibility to attempt to interpret a statute “as a symmetrical and
coherent regulatory scheme, and fit, if possible, all parts into an harmonious whole.” Food &
Drug Admin. v. Brown & Williamson Tobacco Corp., 529 U.S. 120, 133 (2000) (internal
quotations and citations omitted). For the foregoing reasons, the Court is persuaded that this
objective is better served by the interpretation that the records sought in this case are obtainable
pursuant to a section 1861 order.

However, to the extent that any ambiguity may remain, it should be noted that the
legislative history of the USA PATRIOT Act is consistent with this expansive interpretation of
section 1861(a)(1). See 147 Cong. Rec. 20,703 (2001) (statement of Sen. Feingold) (section 215
of USA PATRIOT Act “permits the Government . . . to compel the production of records from
any business regarding any person if that information is sought in connection with an
investigation of terrorism or espionage;” “all business records can be compelled, including those
containing sensitive personal information, such as medical records from hospitals or doctors, or
educational records, or records of what books somebody has taken out from the library™)
(emphasis added). In this regard, it is significant that Senator Feingold introduced an amendment
to limit the scope of section 1861 orders to records “not protected by any Federal or State law
governing access to the records for intelligence or law enforcement purposes,” but this limitation

was not adopted. See 147 Cong. Rec. 19,530 (2001).

GIE B. WALTON
Judge, United States Foreign
Intelligence Surveillance Court

ENTERED this jiz day of December, 20

9(,..continued)
person is not conducted solely upon the basis of activities protected by the first amendment to the
Constitution.” Id. § 1861(a)(1). The application must also include minimization procedures in
conformance with statutory requirements, which must also be reviewed by the FISC. Id. §
1861(b)(2)(B), (c)(1), & (g).

—TOP-SECRETACOMINTAORCON,NOFORN/MR—
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

o -

Docket No.: [

ORDER AND MEMORANDUM OPINION

This case involves an extremely important issue regarding probable cause findings that
determine what persons and what communications may be subjected to electronic surveillance
pursuant to the Foreign Intelligence Surveillance Act of 1978, as amended (“FISA™), 50 U.S.C.
§§ 1801-1811: Are they required to be made by a judge of this Court, through procedures
specified by statute for the issuance of a FISA order under 50 U.S.C. § 18057 Or may the
National Security Agency (NSA) make these probable cause findings itself, as requested in the
application in this case, under an alternative mechanism adopted as “minimization procedures™?’

L INTRODUCTION

When the government believes that a telephone number or e-mail address is being used in
furtherance of international terrorism, it will appropriately want to acquire communications
relating to that number or e-mail address. Under FISA, the government may obtain an electronic
surveillance order from this Court, upon a judge’s finding, inter alia, of probable cause to believe
that the telephone number or e-mail address is used by a foreign power (to include an
international terrorist group) or an agent of a foreign power. § 1805(a)(3)(B). In an emergency,
the government may begin the electronic surveillance before obtaining the Court order, upon the
approval of the Attorney General and provided that a Court order, supported by such a judicial
probable cause finding, is obtained within 72 hours thereafier. § 1805(1D).

Until recently, these were the only circumstances in which the government had sought, or
this Court had entered, a FISA order authorizing electronic surveillance of the telephone or e-

' This order and opinion rests on an assumption, rather than a helding, that the
surveillance at issue is “electronic surveillance” as defined at 50 U.S.C. § 1801(f), and that the
application is within the jurisdiction of this Court. See note 12 infra.

App.554



All withheld information exempt under b({1) and b(3) except where otherwise noted. APPROVED FOR PUBLIC RELEASE

mail comm ions of suspected international terrorists. However, on December 13, 2006, in
Docket No | the government filed an application seeking an order that would authorize
electronic surveillance of telephone numbers and e-mail addresses thought to be used by
international terrorists without a judge’s making the probable cause findings described above,
either before initiation of surveillance or within the 72 hours specified in . The

and involved acquisition by NSA of

international teleihonc and Internet communications

That application was presented to another judge of this Court. After considering the
application and supporting materials, that judge orally advised the government that he would not
authorize, on the terms proposed in the application, electronic surveillance of “selector” phone
numbers and e-mail addresses, as described below, believed to be used by persons in the United
States. The government then filed a second application regarding surveillance of the previously
identified phone numbers used by persons in the United States on January 9, 2007, in Docket No.

On January 10, 2007, the judge entered orders in Docket No. Fthat granted the
requested electronic surveillance authority, subject to a number of modifications, and specifically
limiting the authorized surveillance to “selector” phone numbers and e-mail addresses believed
to be used by persons outside the United States. Primary Order at 12. On the same date, the
judge also entered orders granting the surveillance auihority requested by the application in
Docket No EEEEE for the identified phone numbers believed to be used by persons in the United
States.

"The authorization in Docket No. JEEEcomported with the long-established probable
cause determination described above, but the authorization in Docket No [EEEGEEN did not. The
Primary Order in Docket No. g8 dentified hone numbers as the facilities at which the
electronic surveillance is directed and, pursuant to § 1805(a)(3)(B), found probable cause to
believe that each phone number was being used or about to be used by an agent of a foreign
power. Primary Order at 4-5. This finding rested on specific facts provided in the application
regarding the use of each phone number.”

% Declaration of § NSA, at 4-59 (Exhibit A to application in Docket No.

. In subsequent supplemental orders, the judge authorized additional phone numbers for
surveillance in Docket No. based on the same kind of judicial probable cause findings, for
a total of . telephone numbers covered in Docket No. - See, e.g., Amendment to Order at

. (continued...)
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On the other hand, the Pri “ did not identify, or make

mary Order in Docket No
probable cause findings regardmg,hphone nu d e-mail addresses subject
g order, Instead, that order 1dent1ﬁed“
%bwh the authorized electronic

surveillance is directed and found probable cause to believe that
or about to be used by the targeted terrorist organizations. Docket Nof

2-5.

On March 21, 2007, the government filed the application in this case. Docket No. |
seeking renewal of ; ity granted in Docket No. * This a
follows Docket No.

which the electronic surveillance is directed for purposes of the
judge’s probable cause findings under § 1805(a)(3)}(B)."

IL THE SURVEILLANCE AT ISSUE

international telephone communications

identified in the application. Alexander Decl. at 16. The devices
acquire only communications to or from the telephone numbers entered as “selecfors.”

Alexander Decl. at 16, 20-21.

%(,..continued) ‘
2 (entered Jan. 16, 2007); Prig Qrder in Docket No.mat 2 (entered Jan. 22, 2007);
Primary Order in Docket No. (SN 5t 2 (entered Feb. 2,2

3 On March 22, 2007, in Docket No the government filed an applicatio
renewal of the authority granied in Docket No. | The renewal application identifie S,
phone numbers as the facilities at which the surveillance is directed, and requests that the Court
find probable cause to believe that each of these phone numbers is being used or is about to be
used by an agent of a foreign power, based, information set out in the application
heuse of each number. Docke§§ , proposed Order at 2-5, Declaration of
Sl NSA at 6-64 (submitted as Exhibit A to Application).

* Docket Application at 4-5; Declaration of Lt. Gen. Keith B. Alexander,
Director, NSA, at 26-42 (submitted as Exhibit C to Application) (hereinafter “Alexander Decl.”);
proposed Order at 6.
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Id. at
cquire only communications that are to or from, or that
contain a reference to,’ a selector e-mail address. Id. at 14-15, 21-23,

NSA uses telephone numbers or e-mail addresses as selectors only if “it reasonably
believes [they] are being used or are about to be used by persons located overseas and . . . has
determined there is probable cause to believe Jthey] are being used or about to be used by a

Id. at 43. The government submits that applying this
standard for selectors ~narrowly focusjes] NSA’s collection efforts on communications™ of the

targeted terrorist

verseas e-mail addresses and phone
have been adopted as selectors under this standard pursuant to the order in Docket No
" Id. at 19,

In most reley, he means of electronic surveillance at issue in this case are
quite similar to how FISA surveillance orders have been implemented. The means
of conducting the phone surveillance is, for all relevant purposes, indistinguishable from many

. . - . . . - \
c : eTs are : 1se of

Hyls g [ WG COTIITILL

¢ This surveillance acquires an Internet communication containing a reference o a
selector e-rnail address
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authorized previously, to the extent that it acquires communications to or from selector e-mail
addresses.® The acquisition of e-mail cormnmunications because they refer to a selector e-mail

...continued

In addition, the standard des
the FBI states that such surveillance
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" address does not appear to have been authorized under FISA prior to Docket No | and is

discussed further below.
II1. PROBABLE CAUSE FINDINGS

Under FISA, a judge of this Court may enter an electronic surveillance order only upon
finding, inter alia, that

on the basis of the facts submitied by the applicant there is probable cause io
believe that --

(A) the target[*] of the electronic surveillance is a foreign power or an agent ofa
foreign power: Provided, That no United States person may be considered a
foreign power or an agent of a foreign power solely upon the basis of activities
protected by the first amendment to the Constitution of the United States; and

(B) each of the facilities or places at which the electronic surveillance is directed.
is being used, or is about to be used, by a foreign power or an agent of a foreign
pOWwer.

§ IS'OS(a)(B) (emphasis added). FISA defines “foreign power,” in relevant part, as including “a
group engaged in international terrorism or activities in preparation therefor.” § 1801(a)(4).

In this case, the government coniends that, for purpos
ili which the elecironic surveillance is direcied are

&

E.g., Alexander Decl. at 13,
Government’s Memorandum of Law at 32 (attached to Application as part of Exhibit A). The
government acknowledges that the telephone numbers and e-mail addresses selected for

? The target of a surveillance “‘is the individuél or entity . . . about whom or from whom
information is sought.”” In re Sealed Case, 310 F.3d 717, 740 (FISA Ct. Rev. 2002} (quoting
H.R. Rep. 95-1283, pt. 1 at 73 (1978)).
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probable cause under § 1805(2)(3)(B)." Underlying the government’s position, therefore, is the
premise that § 1805(2)(3)(B) can be applied so variously that a FISA judge has great discretion in
determining what “facilities” should be the subject of the judge’s probable cause analysis.

In deciding how to apply § 1805(a)(3)(B), the Court locks first to the language of the

. statute. See, e.g., Engine Manufacturers Ass’n v. South Coast Air Quality Meamt. Dist., 541 U.S.
246, 252 (2004). That statutory language specifies that a probable cause finding must be made
for each facility “at which the electronic surveillanee is directed,” The statute provides four
alternative definitions of electronic surveillance, but the one most pertinent to this case is at
§ 1801(H)(2)." Section 1801(f){2) defines “elecironic surveillance” as “the acquisition by an
electronic. mechanical. or other surveillance device of the contents of apy wire communication to
or from a person in the United States, without the consent of any party thereto, if such acquisition

? For example, the manner of phone surveillance proposed in
this docket is identical to that proposed in Docket No for phone numbers used in the
Umted States. Compare Dockat No, mDeclaratmn of Lt. Gen. Keith B. Alexander

{submitted as Attachment C to Application) (deﬁmng—

b with Alexander Decl. in this docket at 24-25 (same deﬁmtlon but Wlth

references tof
standard”). |

Proposed Order at
2-6.

1" Section 1801()(2) provides the relevant definition of “electronic s
hone surveillance, as well as the proposed e-mail surveillanc
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%&W&Nm

occurs in the United States.” (Emphasis added.)” Thus, the electronic surveillance is the
acquisition of the contents of communications.

In this case, communications will be acquired because they are to or from (or, in the case
of Internet communications, refer to) a certain class of facilities - - - the telephone n

Rather, it is interested in acquiring on
Accordingly, NSA
acquisition communications that relate to a selector facility, and to exclude from acquisition.

e record does not disclose to what extent the surveillance conducted under Docket
No. has in fact acquired communications to or from a person in the United States. See
Ale ecl. at 22 n.36 (the “volume of communications targeted for collection” in Docket
NQ.W makes it “technically infeasible” to provide such information, but “a central
purpose” of such surveiHance “is to collect communications to or from terrorist operatives in the

In view of this apparent likelihood, the government’s implicit request that the Court
exercise jurisdiction over the submltted apphcat;on the Court’s prior acceptance of }unsdzctlon
in Docket No JaS pted jurisdiction in
similar cases FE.EA

I assume for purposes of
this order and opinion that this case does 1nvolve “electronic surveillance” as defined by FISA,
such that this Court has jurisdiction. However, I believe that the jurisdictional issues regarding
the application of FISA to phone numbers and e-mail addresses that are used exclusively outside
the United States merit further examination. I further believe that Congress should also consider
clarifying or modifying the scope of FISA and of this Court’s jurisdiction with regard to such
facilities, given the large number of overseas e-mail addresses and phone numbers now identified
by the government for surveillance, and the government’s assertions regarding the need for speed
and agility in targeting such facilities as new ones are identified in the future. See pages 18-19
infra.

~TOP SECRET/COMINT/ORCONNOFORN/XT—
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These facts
strongly suggest that the acquisition of the contents of communications - - - that is, the electronic
surveillance itself - - - is directed at the telephone numbers and e-mail addresses used as
selectors.

In the covernment’s view. a discrete part of the proposed e-mail surveiliance, io be
conducted_ should be analyzed under the definition of “electronic
surveillance” provided at § 1801(F)(4)."” Section 1801(f)(4) defines “electronic surveillance” to

include “the installation or use of an electronic, mechanical, or other surveillance device in the

United States for monitoring to acquire information. other than from a wire or radio
communication . . ..” (Emphasis added.) A similar analysis applies under § 1801(f)}(4): because

the surveillance consists of monitoring to acquire information, and the only information to be
acquired relates to the e-mail addresses used as selectors, the electronic surveillance would be
directed at those e-mail addresses.

Government’s Memorandum of

Law at 32. But, nothing in the lanpuage of the statute identifies the facility at which the
Congress could have used language that focused ut
chose not to do so in § 1805(2)(3)(B). Compare §1842(d)(2)(A)iii) {requiring FISA pen

register/trap and trace orders fo specify, “if known, the location of the telephone line or other
facility to which the pen register or trap and trace device is to be attached or applied”) (emphasis

'* The orders in Docket No authorized sﬁrveiilanc
but NSA has not commenced such surveillance. NSA intends to do so within the next 90 days,

but has not determined how such surveillance will be conducted. or even whether some part of its
intended activity will involve Alexander

Decl. at 41 nn.4% & 52, 42 n.55.

" Certainly the term “directed” cannot be construed to do s0. See Webster's Il New
College Dictipnary 321 (2001) (defining “direct” to mean, inter alia, “To move or guide
(someone) toward a goal;” “To show or indicate the way to,” “To cause to move in or follow a
direct or straight course <directed the arrow at the bull’s-eye>;" “To address (e.g., a letter) to a
destination.”)
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added). And, the relevant provisions assign no significance to the place where communications
are acquired, so long as acquisition “occurs in the United States” (as is the case here).”

The government further argues that one portion of the proposed surveillance - - - the

acquisition of e-mails th 2 2
- - - cannot be conducted
_Govemment s Supplemental Memorandum of Law at 6-7 (submitted as

part of Exhibit A to the Application).”” However, even for this part of the surveillance,
communication

he surveillance functions in this w cause NSA i3 not interested in the
contents of communications rather, it is only
interested in the contents of those commumcations (to include the e-mail addresses of the

communicants) that refer to a selector e-mail address. For these reasons, [ find that this aspect of
the proposed surveillance is not but rather at particular e-mail

addresses.!”

The government also cites several prior cases as precedent for the interpretation of
§ 1805(a)(3)(B) adopted in Docket No. § These cases involved very different

5 8 1801()(2); see also § 1801(f)(4) (“installation or use of af ] ... surveillance device

in the United States . . ..”")

' The government identiﬂes—communications acquired by this aspect

of the survezllance Govemment s Supplemental Memorandum of Law at 6-7; Declaration of
: ; at 16-18 (submitied as part of Exhibit A to the

'7 On the record before me, I cannot, and do not, decide exactly which particular e-mail
addresses are the ones at which this type of surveillance is directed. To the extent it is concluded
that surveillance is directed at e-mail addresses

cause to believe that those e-mail addresses
used or are about to be used by a foreign power or an agent of a foreign power before authorizing
the surveillance proposed in the application.
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of the cited cases stand for the proposition on which this application rests - - - that electronic
surveillance is not “directed” at particular phone numbers and e-mail addresses

Moreover, in each of the cited cases invelving surveillance under § 1805,
robable cause determinations that a gingle target or well-defined set of target

determinations constrained the ability of executive branch officials to direct surveillance against
persons and communications of their unilateral choosing in a way that, as discussed below, the
proposed probable cause findings in this case would not.

Therefore, 1 conclude that, under the plain meaning of §§ 1805(a}3)B) and 1801(f), the
proposed electronic surveillance is directed at the te}ephone numbers and e- maal dd s used

as selectors. The result of applying thi o is by no means absurd,”!

" and trace devices to acquire addressing and routing information, not the full content of
communications. Because issuing a FISA pen register/trap and trace order under § 1842 does not
require the judge to make probable canse findings, the Opinion and Order entered on July 14,

2004, at 49 n.34, expressly disclaimed any application to full-content surveillances under § 1805.

¥ See Laimie v. United States Trustee, 540 U.S. 526, 534 (2004) (court is to enforce plain
language of a statute, “at least where the disposition required by the text is not absurd”) (internal
quotations omitted).

2 See notes 7 and 8 supra.
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However, even if the statutory language were as elastic as the government contends, it
would still be incumbent on me to apply the language in the manner that furthers the intent of
Congress. In determining what interpretation would best further congressional intent, it is
appropriate to consult FISA’s legislative history.” That legislative history makes clear that the

2 See, e.o., Inre

2 See Train v. Colorado Public Interest Research Group, 426 U.S. 1, 10 (1976).
Moreover, if § 1805(a)(3)(B) could be applied in such widely varying ways to the same
surveillance, then its terms would be sufficiently unclear that legislative history may be consulted

(continued...)
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purpose of pre-surveillance judicial review is to protect the fourth amendment rights of U.S. -
persons.”® Congress intended the pre-surveillance “judicial warrant procedure,” and particularly
the judge’s probable cause findings, to provide an “external check” on executive branch
decisions to conduct surveillance.”

Contrary to this intent of Congress, the probable cause inquiry proposed by the
government could not possibly restrain executive branch decisions to direct surveillance at any
particular individual, telephone number oge-

d have the Court assess
See
probable cause finding

finding could be made with equal validity

gke a highly abstract and generalized
However, such a probable cause

*(...continued)
to ascertain their proper meaning. See, e.g., Blum v, Stenson, 465 U.S. 886, 896 (1984).

% “A basic premise behind this bill is the presumption that whenever an electronic
surveillance for foreign intelligence purposes may involve the fourth amendment rights of any
U.S. person, approval for such a surveillance should come from a neutral and impartial
magistrate.” E.g., H. Rep. 95-1283, pt. 1, at 24-25; see also id. at 26 {purpose of extending
warrant procedure to surveillances targeting non-U.S. persons “would not be primarily to protect
such persons but rather to protect U.S. persons who may be involved with them™). Such
protection was deemed necessary in view of prior abuses of national security wiretaps. Id. at 21
(“In the past several years, abuses of domestic national security surveillances have been
disclosed. This evidence alone should demonstrate the inappropriateness of relying solely on
executive branch discretion to safeguard civil liberties.”).

2 The bill provides external and internal checks on the

executive. The external check is found in the judicial warrant
procedure which requires the executive branch to secure a warrant
before engaging in electronic surveillance for purposes of
obtaining foreign intelligence information. . .. For such
surveillance to be undertaken, a judicial warrant must be secured
on the basis of a showing of “probable cause” that the tarpet is a
“foreign power” or an “agent of a foreign power.” Thus the courts
for the first time will ultimately rule on whether such foreign

- intellipence surveillance should occur.

S. Rep. 95-604, pt. 1, at 16, reprinted in 1978 U.S.C.C.A.N. 3904, 3917.
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On this reading of
§ 1805(a)(3)(B), facts supporting or contradicting the government’s belief that terrorists use the
phone numbers and e-mail addresses for which information will be acquired are irrelevant to the
judge's probable cause findings.”®

Thus, under the government’s interpretation, the judge’s probable cause findings have no
bearing on the salient question: whether the communications to be acquired will relate to the
targeted foreign powers.” As discussed below, the government would have all of the probable
cause findings bearing on that question made by executive branch officials, subject to after-the-
fact reporting to the Court, through processes characterized by the government as minimization.
That result cannot be squared with the statutory purpose of providing a pre-surveillance “external
check™ on surveillance decisions, or with the expectation of Congress that the role of the FISA
judge would be “the same as that of judges under existing law enforcement warrant
procedures.™"

*® The government argues that the Court has previously, and should here, apply the
requirements of § 1805(a)(3) in a flexible, common-sense fashion. See, e.g., Government’s
Supplemental Memorandum of Law at 12-14. In some cases, the Court’s probable cause findings
have left the government with a degree of flexibility in precisely how the surveiilance is directed

But, none of the cited cases approach what the government
proposes here - - - findings under § 1805(a)(3) that do nothing o limit the government’s
discretion regardirng the persons effectively targeted for surveillance or the communications to be
acquired by the surveillance.

* Judicial authorization and oversight of surveillance under FISA is analogous to the
judicial role in domestic criminal surveillance under Title III. After comparing § 1805(a)(3)(B)
with the requirements for a Title III wiretap, the Foreign Intelligence Surveillance Court of
Review concluded: “FISA requires less of a nexus between the facilities and the pertinent
communications than Title HI, but more of a nexus between the target and the pertinent
communications.” In re Sealed Case, 310 F.3d at 740 (emphasts added). However, under the
government’s theory, the judge’s probable cause findings have no bearing whatever on whether
the commumications actually acquired pertain to a target.

* H. Rep. 95-1283, pt. 1, at 25. Congress expected the judge to “assess the facts to
determine whether certain of the substantive standards have been met,” in “the traditional role of
a judge in passing on a warrant application.” d.
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. The government’s proposed probable cause findings under § 1805(a){(3)(A) do not alter

these conclusions. No matter how well-founded, a judpe’s assessment of probable cause to
eelicve v < -

powers cannot, in the context of the government’s proposal, provide any check on what or whose
communications are intercepted.’’ These foreign powers can only communicate (or otherwise
act) through individual members or agents, who use particular phone numbers and e-mail
addresses. Because none of the probable cause findings proposed by the government, under
either prong of § 1805(a)(3), concerns these particular individuals, phone numbers, or e-mail
addresses, the judge’s role in making such findings cannot provide the “external check” intended
by Congress.

Accordingly, I must conclude that, for purposes of § 1805(a)(3)(B), the phone numbers
and e-mail addresses used as selectors are facilities at which the electronic surveillance is
directed. I am unable, “on the basis of the facts submitted by the applicant,” o find probable
cause to believe that each of these facilities “is being used, or is about to be used, by a foreign
power or an agent of a foreign power.” Id. The application contains no facts that would support
such a finding. Instead, it is represented that NSA will make the required probable cause finding
for each such facility before commencing surveillance, Alexander Decl. at 43. The application
seeks, in effect, to delegate to NSA the Court’s responsibility to make such findings “based on
the totality of circumstances.” See proposed Order at 14-15.%2 Obviously, this would be
inconsistent with the sfatutory requirement and the congressional intent that the Court make such
findings prior to issuing the order.”

3 See S. Rep. 95-701 at 54, reprinted in 1978 U.S.C.C.AN. 3973, 4023 (requirement
that “the court, not the executive branch, make{] the finding of whether probable cause exists that
the target of surveillance is a foreign power or its agent” is intended to be a “check[] against the
possibility of arbitrary executive action™).

* Compare, e.2., H. Rep. 95-1823, pt. 1, at 43 (“judge is expected to take all the known
circumstances into account” in assessing probable cause to beheve that an individual is an agent
of an international terrorist group) (emphasis added).

3 This analysis of congressional purpose applies equally to the aspect of the surveillance

that acquires communicatio -mail address, and supports the conclusion
that such surveillance is not identified by the government. This
order and opinion does not decide which e-mail addresses are facilities at which such

surveillance is directed. See note 17 supra.
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Iv. MINIMIZATION

Another requirement for an electronic surveillance order under § 1803 is that the Court
must alse find that “the proposed minimization procedures meet the definition of minimization
procedures under section 1801(h).” § 1805(a)(4). That section defines minimization procedures,
in pertinent part, as

specific procedures, which shall be adopted by the Attorney General, that are
reasonably designed in light of the purpose and technique of the particular
surveillance, to minimize the acquisition and retention, and prohibit the
dissemination, of nonpublicly available information concerning unconsenting
United States persons consistent with the need of the United States to obtain,
produce, and disseminate foreign intelligence information.

§ 1801(h)(1). FISA minimization procedures cannot be framed “in a way that is clearly
inconsistent with the statutory purpose.” In re Sealed Case, 310 F.3d at 730. More importantly,
the minimization procedures must be consistent with the statutory text. See. e.g.. Laimie, 540
U.S. at 538 (stressing the “difference between filling a gap left by Congress’ silence and
rewriting rules that Congress has affirmatively and specifically enacted™) (internal guotations
omitted). Accordingly, propoesed minimization procedures that conflict with other provisions of
FISA cannot be “reasonably designed” within the meaning of § 1801(h)(1).”

1t follows from this principle, and from the foregoing analysis of § 1805(a)(3)(B), that the
record in this case will not support the figdine reguired by § 1805(2)(4). The minimization
procedures first approved in Docket No JMMSSSMENRd proposed in this matter conflict with
specific provisions of FISA that govern the initiation and extension of electronic surveillance
authority. For example, under the proposed procedures, NSA may initiate surveillance of a
foreign phone number or e-mail address unilaterally; express judicial approval is not required,

** This conclusion holds even if the proposed procedures arguably concern the
“acquisition” of information under § 1801(h)(1). Allof 50 U.S.C. §§ 1801-1811 regulates the
acquisition of information by electronic surveillance. The requirement to adopt and follow
reasonable minimization procedures is in addition to the statute’s other requirements for
authorizing electronic surveillance, including the requirement that the judge make the probable
cause findings specified at § 1805(a)}(3). Minimization does not provide a substitute for, or a
mechanism for overriding, the other requirements of FISA,

App.570



All withheld information exempt under b{1) and b(3) except where otherwise noted. APPROVED FOR PUBLIC RELEASE

even after the fact.® However, § 1805(F) provides that emergency approvals can only be granted
by the Attorney General,®® after which an application for electronic surveillance authority must be
presented to a judge of this Court within 72 hours of emergency authorization, and surveillance
must terminate within 72 hours of the emergency authorization unless a Court order, supported
by the necessary probable cause findings, is obtained.

The proposed minimization procedures are also inconsistent with other express statutory
requirements regarding the duration and extension of surveillance authorizations, Surveillances
targeting foreign powers as defined by § 1801(a)(4) may be initially authorized for up to 90 days
[§ 1805(e)(1)] and “extensions may be granted . . . upon an application for an extension and new
findings made in the same manner as required for an original order.” § 1805(e)(2). Such
“findings” must include a judge’s finding of probable cause to believe that each phone number or.
e-mail address at which surveillance is directed is being used or is about to be used by a foreign
power or an agent of a foreign power. However, the proposed procedures make no provision for
review of probable cause at any time after the surveillance is first reported to the Court.

The clear purpose of these statutory provisions is to ensure that, as a general rule,
surveillances are supperted by judicial determinations of probable cause before they commence;
that decisions to initiate surveillance prior to judicial review in emergency circumstances are
made at politically accountable levels; that judicial review of such emergency authorizations
follows swiftly; and that decisions to continue surveillance receive the same degree of scrutiny as
decisions to initiate. The law does not permit me, under the rubric of minimization, to approve
or authorize alternative procedures to relieve the government of burdensome safeguards
expressly imposed by the statute.

The government argues that alternative, extra-statutory procedures are necessary to
provide or enhance the speed and flexibility with which NSA responds to terrorist threats.
Government’s Memorandum of Law at 11-12; Government’s Supplemental Memorandum of
Law at 4-5. It notes that, in the time it takes to get even an Attorney General emergency

% A report “briefly summeariz{ing] the basis™ for NSA’s probable cause findings in
support of surveillance of new phone numbers and e-mail addresses would be submitted to the
Court at 30-day intervals. Application at 8-9. If the Court concluded that there is not probable
cause to believe that such a phone number or e-mail address is used by a targeted foreign power,
it could direct that surveillance terminate “expeditiously.” Id. at 9.

* “Attorney General” is defined at § 1801(g) to include also the Acting Attorney General,
the Deputy Attorney General, and, “upon designation,” the Assistant Attorney General for
National Security.
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authorization, vital foreign intelligence juformation may be lost. Government’s Memorandum of
Law at 11-12; Alexander Decl. at 20; S8 Decl. at 13-15. These matters concern me as well,
But, these are risks that Congress weighed when it adopted FISA’s procedural requirements,”
over dissenting voices who raised some of the same concerns the government does now.” These
requirements reflect a balance struck by Congress between procedural safeguarding of privacy
interests and the need to obtain foreign intelligence information.

The procedures approved in Docket No.§ and proposed in this application strike
this balance differently for surveillance of phone numbers and e-mail addresses used overseas.
However, provided that a surveillance is within the scope of FISA at all,” the statute applies the
same requirements to surveillance of facilities used overseas as it does to surveillance of facilities
used in the United States. Congress could well take note of the grave threats now presented by
international terrorists and changes in the global communications system,* and conclude that
FISA’s current requirements are unduly burdensome for surveillances of phone numbers and e-
mail addresses used overseas.” Unless and until legislative action is taken, however, the judges
of this Court must apply the procedures set out in the statute. See § 1803(a) (Court has
“jurisdiction to hear applications for and grant orders approving electronic surveillance anywhere
within the United States under the procedures set forth in this chapter”) (emphasis added).

37 See H.R. Rep. 95-1283, pt. 1, at 26 (acknowledging potential “risks of impeding or
barring needed intelligence collection™).

3% FISA’s “warrant requirement . . . would pose serious threats to the two most important
elements in effective intelligence gathering: (1) speed and (2) securify . . . . The real possibilities
of delay . . . are risks the intelligence community should not be required to take.” Id. at 113
(Dissenting views of Reps. Wilson, McClory, Robinson, and Ashbrook).

¥ This condition is assumed, but not decided, for purposes of this order and opinion, As
noted elsewhere, I believe that there are jurisdictional issues regarding the application of FISA to
communications that are between or among parties who are all located outside the United States.
See note 12 supra.

0 Qe .o Alexander Decl. at 11
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Fidelity to this principle “allows both [the legislative and judicial] branches (o adhere to our
respected, and respective, constitutional roles.” Laimie, 540 U.S. at 542,

For the foregoing reasons, 1 conclude that I cannot grant the application in Docket No

!n the form submitted. | recognize that the government maintains that the President may
ave “constitutional or statutory authority to conduct the electronic surveillance detailed herein

i horization.” Application at 25 n.12; see also Alexander Decl. at 6 1.6

othing in this order
and opinion is intended to address the existence or scope of such authority, or this Court’s
jurisdiction over such matters,

V.  REQUEST FOR LEAVE TO SEEK EXTENSION IN DOCKET NO-

On March 29, 2007, 1 orally advised attorneys for the government that, after careful
review of the application and supporting materials, 1 had reached the above-stated conclusion,
and provided a brief summary of the reasoning more fuily stated herein. 1also stated that, if it
chose to do so, the government could supplement the record at a formal hearing.

Based on ensuing discussions, 1 believe that the government may be able to submit a
revised and supplemented application, on the basis of which I could grant at least a substantial
portion of the surveillance authorities requested herein, consistent with this order and opinion.
The government has undertaken to work toward that goal; however, it is understood that the
government has not yet decided on a particular course of action and may, after further
consideration, conclude that it is not viable to continue this surveillance within the legal
framework stated in this order and opinion.

On April 2, 2007, the government filed in the above-captioned docket a Motion for Leave
to File an Application for an Extension of the Orders Issued in Docket No.“ That
motion requests leave to file an application for a 60-day extension of those authorities. Motion at
3. On April 3, 2007, the government informally advised that it did not wish to have a hearing on
the record prior to my ruling on thesmatign. I have decided to grant the government leave to file
such an application in Docket NoJj§ , subject to the requirements stated below.

The sole purpose for granting such leave is to give the government a reasonable amount
of time to work in good faith toward the preparation and submission of a revised and
supplemented application that would meet the requirements of FISA as described in this order
and opinion. 1 have concluded that an extension for this purpose is appropriate, in view of the
following circumstances: that the government has commendably devoted substantial resources to
bring the NSA’s surveillance program, which had been conducted under the President’s assertion
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of non-FISA authorities, within the purvieges A; that a judge of this Court previously
authorized this surveillance in Docket No ji§ | on substantially the same terms as the
government n —that it would be no simple matter for the government to terminate
surveillance ommne numbers and e-mail addresses under FISA authority, and to
decide whether and now It should continue some or all of the surveillance under non-FISA
authority; and, importantly, that within the allotted time the government may be abie to submit an

application that would permit me to authorize af least part of the surveillance in a manner
consistent with this order and opinion.

Accordingly, it is hereby ORDERED as follows:

(1) The gove may submit an application for a single extension of the authorities
granted in Docket No. Any authorities granted pursuant to such an application shall
terminate no later than 5:00 p.m., Eastern Time, on May 31, 2007. There shall be no extensions
beyond May 31, 2007.

(2) If an extension is obtained under paragraph (1), the government shall periodically
submit written reports to me regarding its efforts to prepare and submit for my consideration a
revised and supplemented application that would meet the requirements of FISA as described in
this order and opinion. The first report shall be submitted on or before April 20, 2007; the
second report shall be submitted on or before May 4, 2007; and the third report shall be
submitted on or before May 18, 2007.

(3) If, during the period of an extension obtained under paragraph (1), the government
determines that it is not feasible or not desirable to submit a revised and supplemented
application that would meet the requirements of FISA as described in this order and opinion, it
shall immediately notify me in writing of this determination. The submission of such
notification shall relieve the government of the requirement to submit reports under paragraph
(2). 1 contemplate that, upon receipt of such notification, I would enter an crder formally
denying the application in the above-captioned docket.

(4) If authorities obtained pursuant to any extension under paragraph (1) should expire
before the government has submitted, and I have ruled on, a revised and supplemented
application that would meet the requirements of FISA as described in this order and opinion, then
this order and opinion shall be deemed a denial of the above-captioned application, on the
grounds stated herein.

(5) Without my prior approval, the government may not submit additional briefing on the
bases for my conclusion that I cannot grant this application in its present form. However, if the
government continues to seek authority for the type of surveillance discussed at note 17 supra
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and accompanying text, its further submissions shall include an analysis of the extent to which
such surveillance is directed at selector e-mail addresses, and the extent to which it is directed at
e-mail addresses that send or receive communications that are acquired because they referto a
selector e~-mail address.

Done and ordered this _QZ?_WOf April, 2007 in Docket

Intelligencé Surveillance Court
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C.

Docket Number: PR/TT -

PRIMARY ORDER

A verified application-havipg been made by a designated
attorney for the Governmenﬁ and approved by the Attorney General .
of the United States for an order authorizing installation and
use of pen registers and Erap and trace devices pursuant to the
Foreign Intelligence Surveillance Act of 1978 (FISA or the Act),
Title 50, United States Code (U.S.C.), §§ 1801-1811, 1841-1846,
and full consideration having been given to the matters set

forth therein, the Court finds that:

TOPRSECRET/COMINT/NQIORN-
Derived from: Pleadings in the above-captioned docket
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1. The Attorney General 1s authorized to approve
applications for pen registers and trap and trace devices under
the Act, and the Attorney General.l or a designated attorney for
the Government is authorized to make such applications under the
Act.

2. The applicant has certified that the information likely
to be obtained from the reguested pen registers and trap and
trace devices is relevant to ongoing invegtigations to protect
against international terrorism that are not being conducted
solely upon the basis of activities protected by the First

Amendment to the Constitution.

R AT
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are the subjects of national security investigations conducted
by the Federal Bureau of Investigation (FBI) under guidelines
approved by the Attorney General pursuant to Executive Order

12333, as amended.

4. The pen registers and trap and trace devices shall be

the Declaration of_ Chief, Special FISA Oversight

and Processing, Oversight and Compliance, Signals Intelligence
Directorate (SID), NSA, which is attached to thé Government’'s
Application as Exhibit A.°

WHEREFORE, relying on and adopting the conclusions énd
analysis set out in its July 14, 2004, Opinion and Oxrder in

docket number PR/TT.- and the Supplemental Opinion issued

on_ in docket number PR/TT- which the Court
finds applicable to each authorized-as described in

Tab 1 to Exhibit A of the Application, the Court finds that the

Application of the United States to install and use pen

registers and trap and trace devices, as described in the

- TOP SECRET//COMINT//NOFO e o : ey
4 :
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Application, satisfies the requirements of the Act and
specifically of 50 U.S.C. § 1842 and, therefore,

IT IS HEREBY ORDERED, pursuant to the‘authority conferred
on this Court by the Ac;, ﬁhat the Application is GRANTED, and
it is

FURTHER ORDERED, as follows:

(1} Installation and use of pen registers and trap and
trace devices ag requested in the Government’s Application are
authorized for a period of ninety days from the date of this
Order, unlesg otherwige ordered by this Court, as follows:
installation and use of pen registers and/or trap and trace
devices as described above to collect all addressing and routing
informatibn reasonably likely to identify the sources or

destinations of the electronic communications identified above -

onn the -identified above, including the “to,” “from,”
“ac,” =snd “bec” fieldd for those communications_
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Collection of the contents of such communications as defined by
18 U.8.C. § 2510(8) i¢ tot authorized.

(2) The authority granted is within the United States.

(3) As requested in the Application,:”

8 (specified persons) are

directed to furnish the NSA with any information, facilities, or
technical assistance necessary to accomplish the installation

and operation of pen regiéters and trap and trace devices, for

purposes of targetins

_ in such a manner as will protect their

secrecy and produce a minimum amount of interference with the
services each‘specified person is providing to its subscribers.
Each specified person shall not disclose the existence of the
investigation or of the pen registers and trap and trace devices
to any person, unless or until ordered by the Court, and shall

maintain all records concerning the pen registers and trap and
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trace devices, or the aid furnished to the NSA, under the
security procedures approved by the Attorney Genéral and the
Director of Central Intelligence that have previougly been or
will be furnished to each specified person and are on file with
this Court.

(4) The NSA shall compensate the specified persons
referred to above for reasonable expenses incurred in providing
such assistance in connection with the installation and use of
the pen registers‘and trap and trace devices authorized herein.

(5) The NSA shall follow the following procedures and
restrictions regarding the storage, accessing, and disseminating
of information obtained through use of the pen registers and
trap and trace devices authorized herein:

a. The NSA shall store such information in a manner
that ensures that it will not be commingled with other

data,*

b. The ability to retrieve information derived from

the pen register and trap and trace devices shall be

limited to —specially cleared analysts

'TOP SECRET/COMINT#NOFORN P O
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and to specially cleared technical personnel.® The NSA
shall ensure that the mechanism for accessing such
information will automatically.generate a 1og.of auditing
information for each occasign when the information is
accessed, to include the accessing user's login, IP
address, date and time,_and retrieval request.
¢. Such information shall be accessed only through
queries using the contact ché.ining—
-described at page 43 of the Court’'s July 14, 2004,
Opinion and Ordér in docket number PR/ TT- Such
gueries shall be performed only on the basis of a
- particular known_ after the NSA has
concluded, based on the factual and practical
consideraticnslof everydéy life on which reasonable and

prudent persons act, that there are facts giving rise to a

reasonable, articulable suspicion that such

is associated with

provided, however, that

* The Court understands that certain processes must be performed
by NSA technical personnel in order to make the metadata
collected pursuant to this Order usable by analysts. The

" restrictions on access contained in this Order shall not apply
to those processes. '
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Ulieved to be used by a U.S. person

shall not be regarded as

solely on the

basis of activities that are protected by the First

Amendment to the Constitution. Further, all metadata

queries shall be performed in accordance with this Court’s

_ Orders in docket numbers
pr/TT D, PR/TT- and PR/TT - Queries shall
only be conducted with the approval of one of the following
twenty-three NSA officials: the Chief, Special Fo:eign
Intelligence Surveillance Act (FISA) Oversight and
‘P:ocessing, Oversight and Compliance, Signals Intelligence
Directorate (SID) A NéA; the Chief or Deputy Chief, Homeland
Security Anaiysis Cefxter; or one of the twenty specially-
authorized Homeland Mission Coordinators in the Ana-lysis
and Production Directorate of the Signals Intelligence
Directorate. E-mail_tha.t are the
subject of electronic surveillance and/or physical search

authorized by the Foreign Intelligence Surveillance Court

(FISC) based on the FISC’s finding of probable cause to

believe that they are used by agents of_
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thosea used by U.S. persons, ﬁay be deemed approved fox

metadata querying without approval of an NSA official. The

preceding sentence is not meant to apply to e-mail -
_under surveillance pursuant to any

certification of the Director of National Iﬁtelligenca and
the Attorney Gemeral, pursuant to Section 105B of FISA as
added by the Protect America Act of.2007r or Section 702 of
FISA, as added by the FISA Amendments Act of 2008. Nor is
it intended to apply to e-mail _ under
gurveillance pursuant to an Order of this Court iéaued :
under Section 703 or Section 704 of FISA, as added by the
FISA Amendments Act of 2008.

d. The Court understands that the proceéses described
in paragraph (c) (i) and (c) (ii) at pages 7-11 of the 90-Day
Report attached to the Application at Tab B are no longer
in use. The Government shall not resume use of either of
those processes without obtaining prior Court approval.

e. Becaﬁse the implementation of this authority
involves distinctive legal considerations, NSA‘s Office of
General Counsel shall:

i) ensure ﬁhat analysts with the ability to
access such information receive appropriate training

TOP SECRET/CONMANT/NOFORN
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and guidance regarding the querying standard set out
in paragraph c. above, as well as othér procedures and
restrictions regarding the retrieval, storage, and
dissemination of such information;

ii) monitor the deéignation of individuals with
access to such information under paragraph b. above
and the functioning of the automatic logging of
auditing information required by paragraph b. above;

iii} to ensure appropriate consideration of any
First Amendment issues, review and approve proposed
queries of metadata in online storage based on seed
accounts used by U.S. persons;°® and

iv) at least twice during the 90-day authorized
period of surveillance, conduct random spot checks on

_to ensure that the collection is
functioning as authorized by the Court. Such spot

checks ghall include an examination of a sample of the

data.

® The Court notes that, in conventional pen register/trap and
trace surveillances, there is judicial review of the application
before any particular e-mail account is targeted. In this case,
the analogous decision to use a particular e-mail account as a
seed account takes place without prior judicial review. In
thegse circumstances, it shall be incumbent on NSA’g Office of
General Counsel to review the legal adequacy for the bases of
such queries, including the First Amendment proviso, set out in
paragraph c¢. above.

TOPSECRET/COMENT/NOFORN ' R ey
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f. The NSA shall apply the Attorney General-approved
guidelines in‘United States Signals Intelligence
Directive 18 (Attachment D to the application in docket
number PR/TT - to minimize information concerning U.S.
persons obtained from the pen registers and trap and trace
devices authorized herein. Prior to disseminating any U.S.
person information outside of the NSA, the Chief of
Information Sharing Sexrvices in the NSA'g Signals
Intelligence Directorate sha11 determine ﬁhat the
information is related to counterterrorism information and
ig necessary to understand the counterterrorism information
or to assess 1lts importance. l

g. Information obtained from the authorized pen
registers and trap and trace devices shall be available
online for querying, as described in paragraphs b. and c.
above, for four and one-half years. Metadata shall be
destroyed no later than four and one-half years after its
initial collection.

h. Every thirty days during the authorized period of
surveillance, NSA shall file with the Court a report that
includes: (i) a discussion of the queries that have been
made since the prior report to the Court and the NSA’'s

application of the standard set out in paragraph c. above

. = ,
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to those queries; and (ii) any changes in the description

i. Additional O?ersight Mechanisms. In.addition, the
Government shall implement the following additional
oversight mechanisms to ensure compliance with this Order:

i) NSA’'s OGC shall consult with the Department of
Justice’s National Security Division (NSD) on all
significant legal opinions that relate to the
interpretation, scope, and/or implementation of the
authorizations granted by the Court in this matter.
When operationally practicable, such consultation
shall occur in advance; otherwise NSD shall be
notified as soon as practicable.

ii) NSA's OGC shall promptly provide NSD with
copies of all formal briefing and/or training
materials (including all revisions thereto) currently
in use or prepared and used in the future to
brief/train NSA personnel concerning the
authorizations granted by this Order.

iii) At least once before the expiration of the
authorities granted herein, a meeting for the purpose

of assessing compliance with this Court’s orders in

; 13 '
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this matter shall be held with representatives from
NSA's OGC, NSD, and appropriate individuals from NSA's
SID. The results of this meeting shall be reduced to
writing and submitted to the Court as part of any
application to reﬁew or reinstate the authorities
granted herein.

iv) At least once before the expiration of the
authorities granted herein, NSD shall meet with NSA's
Office of Inspector General (0OIG) to disquss their
respective oversighf. responsibilities and assess NSA's
compliance with the Court’s orders in this matter.

v) Prior to implementation, all proposed
automated gquery processes shall be reviewed and
approved by NSA’'s 0OGC gnd NSD,

vi) At least once every ninety days, NSA’s (5GC

"and NSD sghall review a sample of the justifications

for guerying the metadata, including e-mail - '
-placed on an alert list.
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In addition, should the United States seek renewal of these
authorities, at that time it shall file a report that includes:
(i) detailed information regarding any new facilities proposed

to be added to such authority; and (ii) any changes in the

—of the pen registers and/or trap and trace devices.

Signed. : ' BE.T.
: Date Time

This suthorization regaraing [

I - - o= o e

at 5 p.m., Eastern Time.

i

REGGIE B, WALTON
Judge, United States Foreign
Intelligence Surveillance Court

TOP SECRET//COMINT//NOFORN A L
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"UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

MEMORANDUM OPINION
and
ORDER

This matter is before the Court on the Government’s Ex Parte Submission of

I Related Procedures and Request for an Order ApprovindjJj
_and Procedures, filed or-2009 (-Submission”_

-ursuant to 50 U.S.C. § 1881a(g). For the reasons stated below, the government’s

request for approval is granted.

I. BACKGROUND

A. _Certiﬁcations Submitted Under Section 1881a
The_Submission include_ filed by the government pursuant

to Section 702 of the Foreign Intelligence Surveillance Act (“FISA™), which was enacted as part

of the FISA Amendments Act of 2008, Pub. L. No. 110-261, 122 Stat. 2436 (Jul. 10, 2008)
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(“FAA™), and is now codified at 50 U.S.C. § 188 1_certiﬁcations were
submitte_ (collectively, the
“Original 702 Dockets”). Like the government’s submissions in the Original 702 Dockets, the
- Submission in the above-captioned docket includes _by the Attorney
General and the Director of National Intelligence (“DNI”); supporting affidavits by the Director
of the National Security Agency (“NSA”), the Director of the Federal Bureau of Investigation
(“FBI”), and the Director of the Central Intelligence Agency (“CIA”); two sets of targeting
procedures, for use by the NSA and FBI respectively; and three sets of minimization procedures,

for use by the NSA, FBI, and CIA respectively.

o -
I - Doci< No. 702)-05-01

which governs the collection of foreign intelligence informatio

A 1 cc the acquisitions authorized in the

certifications approved by the Court in the Original 702 Dockets, _under review

- limited to “the targeting of non-United States persons reasonably believed to be located

outside the United States [ - S ;.
—April 7, 2009, the Court issued Memorandum Opinions and

accompanying orders approving the certiﬁcations_

TOR-SECRETHCOMINT/ORCON;NOFORN—
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On _2009, respectively, the Director of National Intelligence and the

Attorney General executed amendments to the certiﬁcations_

_for the purpose of authorizing the FBI to use, under those certifications, the same
revised FBI minimization procedures that were submitted to and approved by the Court in
connection wit_ &-2009 Memorandum
Opinion at 3. On -2009, the Court issued a Memorandum Opinion and accompanying
order approving the amendments. Id. at 6. Each of the Court’s Memorandum Opinions in the

Original 702 Dockets (to include the -2009 Memorandum Opinion) is incorporated by
reference herein.

B. The Government’s Representations

On -2009, following a meeting with the Court staff, the United States
submitted the Government’s Response to the Court’s Questions Posed by the Court (the-
.Submission”).1 In that submission, the government indicates that each set of targeting and.
minimization procedures now before the Court is either substantively identical, or very similar, to

procedures previously approved by the Court in the Original 702 Dockets.? _

See Procedures Used by NSA for Targeting Non-United States Persons Reasonably
Believed to be Located Outside the United States to Acquire Foreign Intelligence Information

Pursuant to Section 702 of FISA, as Amended (“NSA Targeting Procedures”) (attached
(continued...)
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Submission at 13-14. Notwithstanding such similarity, the government notes a few cross-cutting

changes from the earlier approved procedures. First, in the various procedures submitted-

_he government throughout uses “will” rather than “shall, which had

been used in the prior sets of procedures. - Submission at 1.> The government avers
that this change ‘[is] purely stylistic and ... not intended to suggest that each agency’s obligation
to comply with the requirements set forth in their respective targeting and/or miniﬁization
procedures submitted wit_iminished in any
way.” Id. Second, the government has changed the deadline for complying with various
reporting requirements from “seven days” to “five business days.” Id. at 2. According to the
government, this change “is intended to remove any potential ambiguity in calculating the
deadline for reporting matters as required.” Id. Finally, the government has added to the NSA

and CIA Minimization Procedures an emergency provision similar to that which already had

*(...continued)
das Exhibit A); Procedures Used by the FBI for Targeting Non-United States Persons
Reasonably Believed to be Located Outside the United States to Acquire Foreign Intelligence
Information Pursuant to Section 702 of FISA, as Amended (“FBI Targeting Procedures™) (attached
as Exhibit C).

See Minimization Procedures Used by the NSA in Connection with Acquisitions of Foreign
- Intelligence Information Pursuant to Section 702 of FISA, as Amended (“NSA Minimization
Procedures™) (attached _ as Exhibit B); Minimization Procedures Used by the FBI
in Connection with Acquisitions of Foreign Intelligence Information Pursuant to Section 702 of
FISA, as Amended (“FBI Minimization Procedures™) (attache_ as Exhibit D);
Minimization Procedures Used by the CIA in Connection with Acquisitions of Foreign Intelligence
Information Pursuant to Section 702 of FISA, as Amended (“CIA Minimization Procedures™)
(attached _as Exhibit E).

This change also is reflected in the Affidavit submitted by Lt. Gen. Keith B. Alexander,
U.S. Army, Director, NSA (attache_ at Tab 1) at 3-4.

TOPSECRET/COMINT/ORCON;NOFORN—
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| ‘ R ‘ A -,‘ 'L: , . i -: _‘
been included in the FBI Minimization Prooedures._NSA Minimization
Procedures at 1, CIA Minimization Procedures at 6_Submission at 2.

Apart from these across-the-board changes, the government confirms that the NSA and

FBI targeting procedures are virtually identical to those submitted to and approved by the Court

government represents that the FBI Minimization Procedures now before the Court are in all

material respects identical to the FBI Minimization Procedures approved by the Court-
-nd again in connection with the -amendments to the certiﬁcations- o

_@ at 14. Likewise, the NSA Minimization

Procedures at bar are nearly identical to the corresponding procedures approved by the Cour’[-

The CIA Minimization Procedures, while substantially similar to the procedures approved

by the Cour I 1 & fevw material

’In a departure from the previous minimization procedures, the NSA Minimization
Procedures submitted in this docket do not characterize the transfer of unminimized information
from NSA to the FBI and the CIA as “disseminations,” but rather as the provision of information.

The government made this change “so that the description of the information-sharing regime
established by the NSA minimization procedures ... is consistent with the Court’s opinion in

Submission at 4-5. The Court does not
understand this change of wording to modify or limit the requirements governing such “provision”
or “dissemination” of information.

FOP SECRETHCOMINIHORCON NOFORN —
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differences. The procedures submitted in this Docket incorporate a handful of provisions that

had not been in the prior minimization procedures but are part o
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The Court has carefully reviewed the instant Procedures and has found that, with the
exception of the above-described differences and certain non-material changes, the procedures
submitted in the current Docket, as informed by the -Submission, mirror those

submitted and approved by the Court in the Original 702 Dockets and their amendments.

. Reveew I

The Court must review a certification submitted pursuant to Section 702 of FISA “to
determine whether [it] contains all the required elements.” 50 U.S.C. § 1881a(i)(2)(A). The
Court’s examination _submitted in the above-captioned docket confirms that:

(H _ been made under oath by the Attorney General and the DNI, as

required by 50 U.S.C. § 1881a(g)(\)A), || G

Q) - 2c! of the attestations required by 50 U.S.C. § 1881a(2)(2)(A), id. at 1-3;

(3) as required by 50 U.S.C. § 188 1a(g)(2)(B),-accompanied by the applicable

targeting procedures® and minimization procedures;’

4) -suppor“ted by the affidavits of appropriate national security officials, as described

in 50 U.S.C. § 1881a(g)(2)(C);" and

¥ See _SA Targeting Procedures and FBI Targeting Procedures.

’ _SA Minimization Procedures, FBI Minimization
Procedures, and CIA Minimization Procedures.

1 See _fﬁdavit of Lt. Gen. Keith B. Alexander, U.S. Army,
Director, NSA (attache | NN =t T2b 1); Affidavit of Robert S. Mueller, IIT, Director,
(continued...)
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(5) - an effective date for the authorization in compliance with 50 U.S.C. §

1881a(g)(2)(D)

Accordingly, the Court finds that_submitted

“contains all the required elements.” 50 U.S.C. § 1881a(i)(2)(A).

MI. REVIEW OF THE TARGETING AND MINIMIZATION PROCEDURES

The Court is required to review the targeting and minimization procedures to determine
whether they are consistent with the requirements of 50 U.S.C. § 1881a(d)(1) and (e)(1). 50
U.S.C. § 1881a(i)(2)(B) and (C). Section 1881a(d)(1) provides that the targeting procedures
must be “reasonably designed” to “ensure that any acquisition authorized under [the certification]
is limited to targeting persons reasonably believed to be located outside the United States” and to
“prevent the intentional acquisition of any communication as to which the sender and all
intended recipients are known at the time of the acquisition to be located in the United States.”
Section 1881a(e)(1) requires that the “minimization procedures [] meet the definition of
minimization procedures under section 1801(h) or 1821(4) of [the Act]...” In addition, the Court
must determine whether the targeting and minimization procedures are consistent with the

requirements of the Fourth Amendment. Id. § 1881a(i)(3)(A).

1%(...continued)

FBI (attached t Tab 2); Affidavit of Leon E. Panetta, Director, CIA (attached.
at Tab 3).

! The statement described in 50 U.S.C. § 1881a(g)(2)(E) is not required in this case because
there has been no “exigent circumstances” determination under Section 1881a(c)(2).

TOPSECRET/COMINT/ORCONNOFORN—
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Based on the Court’s review of the targeting and minimization procedures in the above-
captioned Docket, the representations of the government made in this matter and those carried
forward from the Original 702 Dockets, and the analysis set out below and in the Memorandﬁm
Opinions of the Court in the Original 702 Dockets and their amendments, the Court finds that the
targeting and minimization procedures are consistent with the requirements of 50 U.S.C. §
1881a(d)-(e) and with the Fourth Amendment.

As discussed above, the targeting and minimization procedures aré, in substantial
measure, the same as those previously found to comply with the requirements of the statute and
with the Fourth Amendment to the Constitution. The few substantive changes noted do not
change the Court’s assessment. There is no statutory or constitutional significance to the change
from a seven day reporting deadline to five business days. Nor is the Court concerned about the
government’s use of “will” rather than “shall,” given the government’s assurance that the change
is merely stylistic. And, the Court is satisfied that U.S. person information will be properly
protected through the processes described in the CIA Minimization Procedures, _
_In fact, only two changes even have the
potential to require that the Court re-assess its prior determinations.

For the first time, both NSA and CIA include a provision in their Minimization
Procedures that allows the agency to act in apparent departure from the procedures to protect

against an immediate threat to human life._NSA Minimization

Procedures at 1, CIA Minimization Procedures at 6. However, these emergency provisions are
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virtually identical to a provision in the FBI Minimization Procedures that were approved.
N
government has informed the Court that the one substantive difference - the absence of a time
frame by which the agency must notify the DNI and NSD of the exercise of the emergency
authority - was inadvertent and that both the NSA and CIA have represented to the Department

of Justice that they, like the FBI, will promptly report any emergency departure. -

Submission at 2.

e new standar<, [

continues to require a foreign intelligence purpose for retaining such information; the procedures

only permit the retention of such [
_ “consistent with the need of the United States

to ... produce and disseminate foreign intelligence information.” 50 U.S.C. §1801(h)(1). Asthe
Court noted in its September 4, 2008 Memorandum Opinion, procedures that meet this

requirement contribute to the Court’s assessment that such procedures comport with the Fourth
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Amendment. Id. at 40.

In addition to the procedures themselves, however, the Court must examine the manner in
which the government has implemented them. In its April 7, 2009 Memorandum Opinion, the
Court acknowledged that while the potential for error was not a sufficient reason to invalidate
surveillance, the existence of actual errors may “tip the scales toward prospective invaiidation of
the procedures under review...” Id. at 27. In its- Submission, the government reports
on. compliance matters that had previously been the subjects of preliminary notices to the
Court, -which involve NSA and one of which involves the CIA." Id. at 5-11.

The NSA problems principally involve analysts improperly acquiring the
communications of U.S. persons. Id. Inresponse to these incidents, NSA’s Office of Oversight
and Compliance has instituted several procedures designed to ensure more rigorous
documentation of targeting decisions in order to minimize the likelihood that NSA analysts will
improperly target U.S. persons or persons located within the U.S. Id. at 7, 8. In addition, NSA
has conducted remedial training not only of the individual analysts who committed the errors, but
the offices and managément chains involved. Id. at 6-9.

The CIA problem is more discrete although arguably more troubling because it reflects a
profound misunderstanding of minimization procedures, the proper application of which

contribute significantly to the Court’s finding that such procedures comport with the statute and

1

*The government reports that it is aware of no new compliance incidents resulting from
dover—collection See April 7, 2009
Memorandum Opinion at 17-27 for a full discussion incident before the
-

TOPSECRETH/COMINTH/ORCOMNNOFORN—
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the Fourth Amendment. A_NhO no longer works with or has access to FISA
information, improperly minimized at least. reports that were disseminated to NSA, FBI, and
DOJ. - 2009, Preliminary Notice of Compliance Incident Regarding Collection Pursuant
to Section 105B of the Protect America Act and Section 702 of the FISA, as Amended;-
.Submission at 9-11. Recognizing that if one person so significantly misunderstood the
minimization regime, others might as well, the “ODNI, NSD, and CIA have been working
together to implement procedures that will facilitate more comprehensive oversight of CIA’s
applications of its minimization procedures in the future.”- Submission at 10. In
addition, “CIA has made several process and training changes as a result of [this incident]. Id. at
I1.

Given the remedial measures implemented in both agencies as a result of the compliance
incidents reported to the Court, the Court is satisfied that these incidents do not preclude a
finding that the targeting and minimization procedures submitted in the above-captioned docket
satisfy the requirements of the FAA and the Fourth Amendment.

The Court, however, is aware that both NSA and FBI have identified additional
compliance incidents that have not been reported to the Court. Through informal discussion
between NSD attorneys and the Court staff, and later confirmed at a hearing held o_
2009 to address these matters, the Court learned that the government’s practice has been to report
only certain compliance incidents to the Court: those that involve systemic or process issues,
those that involve conduct contrary to a specific representation made to the Court, and those that
involve the improper targeting of U.S. persons under circumstances in which the analyst knew or

TOP-SECRETHCOMINTHORECONNOFORN—
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should have known that the individual was a U.S. person.

Consistent with the government’s practice, the Court was not notified of numerous
incidents that involved the failure to de-task accounts once NSA learned that non-U.S. person
targets had entered the United States. Indeed, in the- 2009 hearing, the government
informed the Court that in addition to -ncidents informally reported m_ 2009 to
the FISC staff, there were approximately .)ther similar incidents, all of which occurred since
_2008. The government reported at the hearing that while the de-tasking errors did
not all stem from the same problem, NSA has instituted nev_processes to minimize
the likelihood of these types of de-tasking errors recurring. In addition, the government informed

the Court that NSA’s system for conducting post-targeting checks provides an effective backstop

in the government’s efforts to de-task accounts _
— Finally, the government confirmed to the Court that NSA has purged

from its systems all communications acquired during the period of time when these accounts
should have been de-tasked. Based on these representations, the Court is satisfied that these
incidents do not rise to the level of undermining the Court’s assessment that the targeting and
minimization procedures comport with the statute and the Fourth Amendment.

However, the Court is concerned that incidents of this sort were not reported to the Court,
in apparent contravention of Rule 10(c) of Foreign Intelligence Surveillance Court Rules of

Procedures."” Section 702(i)(2)(B) specifically directs the Court to review the targeting

PThe Court appreciates the assurances offered by the Department of Justice at the-
: (continued...)
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procedures “To assess whether [they] are reasonably designed to ensure that any acquisition ... is
limited to targeting persons reasonably believed to be located outside the United States and
prevent the intentional acquisition of any communication as to which the sender and all intended
recipients are known at the time of the acquisition to be located in the United States.” Given the
Court’s obligations under the statute, and consistent with 50 U.S.C. § 1803(i), the Court
HEREBY ORDERS the government, henceforth, to report to the Court in accordance

with the Rule 10(c) of Foreign Intelligence Surveillance Court Rules of Procedure, every
compliance incident that relates to the operation of either the targeting procedures or the

minimization procedures approved herein.

IV. CONCLUSION
For the foregoing reasons, the Court finds, in the language of 50 U.S.C. § 1881a(i)(3)(A),
that _submitted in the above-captioned aoclcet “in accordance with [Section
188 la(g)]- all the required elements and that the targeting and minimization procedures

adopted in accordance with [Section 1881a(d)-(e)] are consistent with the requirements of those

13(_..continued)
. 2009 hearing that, henceforth, the government will work with the Court, through the Court’s
counsel, to ensure that the government’s guidelines for notifying the Court of compliance incidents
satisfy the needs of the Court to receive timely, effective notification of such incidents.

TOPSECRETHCOMINT/ORCON;NOFORN—
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subsections and with the fourth amendment to the Constitution of the United States.” A separate

order approving_and the use of the procedures pursuant to Section 1881a(i)(3)(A)

is being entered contemporaneously herewith.

ENTERED thi

2009.

%«7%

THOMAS F. HOGAN
Judge, United States Forexgn
Intelligence Surveillance Court
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SECRET

UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

ORDER

~ For the reasons stated in the Memorandum Opinion issued contemporaneously herewith, and
in reliance on the entire record in this matter, the Court finds, in the language of 50 U.S.C. §
1881a(1)(3)(A), that the above-captioned ||| scbmitted in accordance with [50 U.S.C. §
1881a(g)- all the required elements and that the targeting and minimization procedures
adopted in accordance with [50 U.S.C. § 1881a(d)-(e)] are consistent with the requirements of those
subsections and with the fourth amendment to the Constitution of the United States.”

Accordingly, it is hereby ORDERED, pursuant to 50 U.S.C. § 1881a.(i)(3)(A), tha-

_and the use of suc

ENTERED thi

dures are approved.

2009.

M&f@/ﬂm

THOMAS F. HOGAN
Judge, United States Foreign
Intelligence Surveillance Co
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, DC

IN RE APPLICATION OF THE FEDERAL
BUREAU OF INVESTIGATION FOR AN

ORDER REQUIRING THE PRODUCTION
OF TANGIBLE THINGS F

Docket Number: BR 09-15

SUPPLEMENTAL OPINION AND ORDER

On October 30, 2009, the Court authorized the acquisition by the National Security
Agency (“NSA”) of the tangible things sought in the government’s application in the above-
captioned docket (“BR metadata™). This supplemental opinion and order reiterates the manner in
which query results may be shared within the NSA, as informed by the testimony provided by
government, and elaborates on the reporting requirement imposed in the Court’s order of

October 30.
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Sharing of BR Metadata Query Results Within the NSA

The Coﬁft’s order permits NSA analysts who are authorized to query the BR metadata to
share the results of authorized queries among themselves and with other NSA personnel,
“provided that all NSA personnel receiving such query results in any form (except for
information properly disseminated outside NSA) shall first receive appropriate and adequate
training and guidance regarding the rules and restrictions governing the use, storage, and
dissemination of such information.” Primary Order at 15, Docket No. BR 09-15 (October 30,
2009) (“October 30 Order”). The order further provides: “[a]ll persons authorized for access to
the BR metadata and other NSA personnel who are authorized to receive query results shall
receive appropriate and adequate training by NSA’s [Office of General Counsel] concerning the
authorization granted by this Order, the limited circumstances in which the BR metadata may be
accessed, and/or other procedures and restrictions regarding the retrieval, storage, and
dissemination of the metadata.” Id. at 13. The Court’s prior order in this matter contained
identical provisions. Primary Order at 12, 14-15, Docket No. BR 09-13 (September 3, 2009)

(“September 3 Order”).

In September, 2009, the Court received oral notification that NSA analysts had, on two
occasions, shared the results of queries of the BR metadata with NSA analysts involved in the
_ investigation who had not received “appropriate and adequate training and
guidance” as required under the September 3 Order. Order Regarding Further Compliance
Incidents at 2-3, Docket No. BR 09-13 (September 25, 2009). On September 25, 2009, the Court

ordered representatives of the NSA and the National Security Division (“NSD”) of the
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Department of Justice to appear for a hearing in order to inform the Court more fully of the scope
and circumstances of the incidents, and to allow the Court to assess whether the Court’s order

should be modified or rescinded and whether other remedial steps should be imposed. Id at 4.

At the hearing, which was conducted on September 28, 2009, the government confirmed
that NSA analysts authorized to query the BR metadata had sent query results to NSA personnel
who had not received the training and guidance required by the Court’s September 3 Order.
Transcript at 6-7, Docket No. BR 09-13. Specifically, the government reported that the NSA had
created an e-mail distribution list (the NSA representative referred to this list as an “alias”) for
the 189 NSA analysts who were working on the “_’ threat, only 53 of whom had
received the required training and guidance. Id. at 6-7, 12-13. On September 17“‘, an NSA
analyst authorized to query the BR metadata sent an e-mail to the _ alias that
included a “general analytic summary” of the results of a query of the BR metadata. Id. at 7.
After a Irecipicnt brought the e-mail to the attention of the NSA’s Oversight and Compliance
Office and Office of General Counsel, the Oversight and Compliance Office issued guidance on
September 21%, “reemphasizing the point, no dissemination of query results in any form.” Id. at
14, The NSA’s Counter-terrorism organization sent a similar reminder on the morning of
September 22" however, that afternoon, a second NSA analyst who was authorized to query the
BR metadata sent a situation report to the _ alias that contained information

derived from a query of the BR metadata. Id. at 15.

The government testified at the hearing that the NSA has taken steps to ensure that any

sharing of the results of queries of the BR metadata within the NSA is fully consistent with the
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Court’s orders. First, the NSA has issued guidance interpreting “query results in any form,” to
mean any information of any kind derived from the BR metadata. Id. at 16. Second, NSA aliases
for sharing information that could include BR metadata query results, will be limited to NSA
personnel who have received the necessary training and guidance to receive those query results.
Id. at 21-22. The Court hereby affirms that the NSA may share BR metadata query results in this
manner consistent with the Court’s October 30 Order. The only exception to this practice is

under circumstances in which the Court has expressly authorized a deviation.'

Report on Queries Described in Footnote 6 of the Court’s October 30 Order

According to the government, one advantage of the BR metadata repository is that it is
historical in nature, reflecting contact activity from the past that cannot be captured in the present
or prospectively. Declaration of t 7, Docket No. BR 09-15. At the
government’s request, the Court’s September 3 Order and October 30 Order both acknowledge
that the government may query the BR metadata for historical purposes, using a telephone
identifier that is not currently associated with one of the targeted foreign powers, but that was for

a period of time in the past.?

! For example, pursuant to paragraph (3)J of the Court’s order, NSA personnel authorized to query the BR metadata
may use and share the identity of high-volume telephone identifiers and other types of identifiers not associated with
specific users for purposes of metadata reduction and management, without regard to whether the recipient has
received the training and guidance required for access to BR metadata query results,

? Both orders contain the following footnote: “The Court understands that from time to time the information

available to designated approving officials will indicate that a telephone identj not presently be. or
isl but was not formerli| associated with

In such a circumstance, so long as the designated approving official can
determine that the reasonable, articulable suspicion standard can be met for a particular period of time with respect
to the telephone identifier, NSA may query the BR metadata using that telephone identifier. However, analysts
conducting queries using such telephone identifiers must be made aware of the time period for (continued...)
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Nevertheless, the NSA’s querying of the BR metadata using telephone identifiers that do
not currently satisfy the “reasonable articulable suspicion” standard has been a source of concern
for the Court. Given that telephone providers regularly re-assign telephone identifiers, and in
light of the fact that the NSA acquires approximately -call detail records per day, the
vast majority of which are irrelevant to the Federal Bureau of Investigation’s (“FBI”)
investigations and concern communications of United States persons in the United States, it
would appear likely that such a query could produce results that include metadata from United
States persons not under investigation by the FBI. In order to allay these concerns, the Court’s
September 3 Order mandated that any application to renew or reinstate the authority granted
therein must include a report describing, among other things, how the NSA has conducted [these
types of queries] and minimized any information obtained or derived therefrom. September

30rder at 18.

The government’s report submitted as Exhibit B to its Application in Docket Number 09-

15, stated:

From time to time, NSA may have information indicating that a particular
identifier was used by an individual associated
only for a

particular timeframe. In these circumstances, NSA would seek and grant as
appropriate, RAS approval, with the understanding that contact chaining would be
conducted in a manner that covered a limited timeframe that has been identified.

__continued) which the telephone identifier has been associated witH{j NEEGITTEEEE

in order that the analysis and minimization of the
information retrieved from their queries may be informed by that fact.” September 3 Order at 9, n. 5; October 30
Order at 9, n. 6.
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The report then provided one example of how the NSA had conducted such a query. NSA Report

to the Foreign Intelligence Surveillance Court (BR 09-13) at 15-16.

This report was not sufficiently detailed to allay the Court’s concerns, and the Court
therefore continues to be concerned about the likelihood that these queries could reveal
communications of United States person users of the telephone identifier who are not the subject
of FB investigations. As a result, the Court’s October 30 Order contains the same reporting
requirements as the September 3 Order. October 30 Order at 18-19. However, to assist the
government in providing a report that satisfies its needs, the Court HEREBY ORDERS that any
report submitted by the government pursuant to paragraph (3)S of the Court’s October 30 Order
shall include the following information with regard to how the NSA has conducted queries of the
BR metadata using telephone identifiers determined to satisfy the reasonable articulable
suspicion standard at some time in the past, but that do not currently meet the standard, and how

the NSA minimized any information obtained or derived therefrom:

1. The total number of such queries run during the reporting period and what percentage
those queries constitute of the total number of queries run.

2. Would the status of a telephone identifier that was approved for querying under these
circumstances be changed on the Station Table to non-RAS approved once a single query
using that identifier has been run? If not, does the NSA have an automated process to
limit queries of that telephone identifier to the specified time frame? If not, how will an
NSA analyst know that any query of that telephone identifier must be limited to the time

period for which the reasonable articulable suspicion existed?
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3. Are NSA analysts permitted to conduct more than one query using any telephone
identifier determined to have met the reasonable articulable suspicion stan.dard under
circumstances described above, and if so, for what purposé? If query results from the
first query indicated that the telephone identifier’s association with the foreign power
terminated earlier than the date the NSA believed the identifier no longer met the
reasonable articulable suspicion, would the timeframe restriction be adjusted for any
subsequent query?

4. If this type of query is run, and the NSA analyst who ran the query determines that the
query results include records of communications that were made after the telephone
identifier was re-assigned to a United States person who is not associated with the foreign
power, must the analyst delete or otherwise mask such records prior to sharing the query
results with NSA analysts authorized to receive query results pursuant to paragraph (3)I

of the Court’s order?

ENTERED this 5th day of November, 2009.

Judge, United States Foreign
Intelligence Surveillance Court
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UNITED STATES

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

SUPPLEMENTAL OPINION AND AMENDMENT TO PRIMARY ORDER

On _the Court issued a Primary Order in the above-captioned docket
authorizing the National Security Agency (NSA) to install and use pen register/trap and trace
(PR/TT) devices to engage in the bulk collection of certain forms Qf metadata about Internet
communications. At that time, the Court also issued a Memorandum Opirﬁon that explained,
inter alia, the reasons for approving some parts of the proposed PR/TT collection, but not others.
See Docket No. PR/TT -Memorandum Opinion issued o-“Memorandum
Opinion”). The Primary Order stated that “NSA shall, pursuant to this Order, collect only

metadata approved for acquisition in Part II”of the Memorandum Opinion. Primary Order at 5.

September 25, 2017, Public Release EFF v. DOJ 16-CV-02041 Document 09, Page 1 of 12
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FOP-SECRET/COMINT/OC,NF
Subsequently, the government requested clarification of certain issues addressed in the

Memorandum Opinion. See Letter submitted on _ (‘_ Letter”). The

government separately submitted additional information pertaining to one of the issues for which

it sought clarification. See Letter submitted on _ (‘_ Letter”). In

response to the government’s request, and in view of the importance and complexity of the issues

involved, the Court is issuing this Supplemental Opinion and Amendment to Primary Order.'

For ease of reference, the discussion below employs the government’s enumeration of the issues

identified in the [N Letter.
Tssue No. 1 TRRET WL AR R R

! Familiarity with the terminology and reasoning of the Memorandum Opinion is
assumed. Matters discussed in the Memorandum Opinion are addressed herein only insofar as
they particularly relate to a request for clarification.

2 See Memorandum Opinion at 35 n.36 (“For purposes of this Opinion, the term ‘e-mail
communications’ refers to e-mail messages sent between e-mail users, [ EG_E

TOPSECRETF/COMINT/OC,NF

2
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After describing what it perceives as a potential ambiguity in the Memorandum Opinion,?

the government requests confirmation of its understanding that NSA is

Letter at 2. As explained below,
however, the government’s formulation is an overly broad description of the authority granted by
the Court.

The Memorandum Opinion largely tracks the government’s application in describing-
—metadata for which approval was requested. See Memorandum Opinion at 35-41.
The Memorandum Opinion limits the collection authority for several of these categories.
Although many of the limitations imposed by the Court mitror the government’s factpal
description of how the PR/TT devices would operate,’ the government did not, for the most part,
incorporate such limitations into the scope of the requested collection authority. Under the

expansive interpretation of the relevant statutory provisions put forward by the government, the

* Specifically, the government observed that its submissions had defined

at 2 (comparing Application, Exhibit D,
Opinion at 62).

esponse at 2, 8 with Memorandum

* See, e.g., Application, Exhibit D, Response at 1
; Application, Exhibit B, Memorandum of Law and Fact in Support of
Application for PR/TT Devices for Foreign Intelligence Purposes at 23-24, 43 -
TOP SECRET/COMINT/OCNE

3
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limitations may not have been warranted. But after careful consideration, the Court adopted a
less expansive interpretation of the statute, see Memorandum Opinion at 30-35, 5 1-62, thereby

requiring a more careful examination of the circumstances of collection for some types of

metadata, and particularly an assessment of

See, .., id. at 37-38, 42-44, 51-62.

The principal limitations adopted by the Memorandum: Opinion are: .

September 25, 2017, Public Release EFF v. DOJ 16-CV-02041 Document 09, Page 4 of 12
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In sum, as the Memorandum Opinion explains

therefore, ay be collected only in the circumstances approved by the Court in the Memorandum

Opinion.

The government secks clarification regarding the scope of metadata it may collect from a

communication SNESTRRNR S SRARNEL COYRSORIY Fon 3 AR VRRE OO G RE

See -, Letter at 2-3. The Memorandum Opinion states:
TOP SECRET/COMINTOCNE—
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Memorandum Opinion at 48 (citation omitted). After analyzing the relevant statutory provisions,

the Court concluded that

The government understands that, even in circumstances when

Letter at 3. This understanding is

correct, subject to a proper understanding of what constitutes “authorized metadata” in the

circumstances in question, as discussed above with respect to Issue No. 1.

v o - T

Memorandum Opinion at 37. The Memorandum Opinion describes two general circumstances in

TFOPRSECRET/COMINT/OCNF
b

6
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See id. The government now seeks clarification regarding the scope of these circumstances. See

[

The first circumstance is

Memorandum Opinion at 37-38. In

such a case, the Court authorized collection of —
-I_d. at 38. The government now seeks clarification that collection of-

-Letter at 3 (footnote omitted).

In the above-quoted example,

Id. at 3 n.1.5

8 This example is similar to one previ

ee Application, Exhibit D, Response at 2.

TOP SECRET/COMINT/OC,NF

7
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As the Memorandum Opinion stated,

Memorandum

The second circumstance discussed in the Memorandum Opinion i_

— Memorandum Opinion at 37. The government

understands that, in this circumstance,

September 25, 2017, Public Release EFF v. DOJ 16-CV-02041 Document 09, Page 8 of 12
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_Letter at 3. This understanding is correct. Footnote 37 of the Memorandum

Opinion® is intended to address the opposite case:

Tssue No- ¢: RN FRPR 0 S0 L uetii 10 A e
The government correctly notes that some — approved for
oiision RO TR R sc. TR i .

Memorandum Opinion at 65. When collecting these

The government requests clarification that NSA’s collection process may also infer the

A - M - =< +. For example,

8 Footnote 37 stat
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See Memorandum Opinion at 42-43. The government requests confirmation that, in such a case,

R AR R R, TR Loner o,
T Cort conludes tha~ SRR P APRRRIBRI v A0 e R s

_may be authorized as a form of PR/TT collection under the analysis adopted

in the Memorandum Opinion.

Memorandum Opinion

<7 TR RN T TR RS T L T R

Cf. Memorandum Opinion at 59

Tssoie No. 5 BRI WG o R
As described in the Memorandum Opinion, the collection process involves-

TR T AP I MR vk o 2 2728, During
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collection process,

The government has now advised that some of this

See

Memorandum

Opinion at 27 (internal quotations omitted).

Under these circumstances, the fact that

_ poses no legal difficulty. This Court has approved other forms of

PR/TT collection that involv

e.g., Docket No. PR/TT Supplemental Opinion issued o

Memorandum Opinion at 29 (emphasis added). Accordingly, the collection process

TOPSECRET/COMINT/OCNF—
11
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described in the Memorandum Opinion and authorized in the Primary Order may, as necessary,

For the reasons stated above, it is permissible for NSA to collect metadata as described in

Part IT of the Memorandum Opinion, as supplemented herein. Accordingly, it is hereby

ORDERED that the Primary Order issued on- in the above-captioned docket is

amended as follows:

Paragraph 5(A), on page 5 of the Primary Order, is amended to read:
“(5) NSA shall implement the authority granted herein in the following manner:

A. Pursuant to this Order, NSA shall only collect metadata as approved in Part II of the

-Memorandum Opinion, as supplemented by the Supplemental Opinion and

Amendment to Primary Order issued in the above-captioned docket o

Entered thi'ay o-in Docket No. PR/TT-

JOHN D. BATES

Judge, United States Foreign
Intelligence Surveillance Court

eputy Clertk,
FISC, certify that this document

is a true and coxtect
the original
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FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.-

IN RE PROCEEDINGS REQUIRED BY § 702(i)
OF THE FISA AMENDMENTS ACT OF 2008 Docket Number: MISC 08-01

ORDER
IT IS HEREBY ORDERED that the Motion of the American Civil Liberties Union for
Leave to Participate in Proceedings Required by Section 702(i) of the FISA Amendments Act of

UNITED STATES
! 2008 is DENIED, for the reasons set forth in the Memorandum Opinion issued on this date.
|

Mas G. Ve oot

MARY (. McLAUGHLIN  /
Judge, United States Foreign
Intelligence Surveillance Court

N

C? et AT A00Y
DATE ( /

Beverly C. Qusen Daputy Clerk
FISC, certity that this document
is a true and carrect copy ot

| the orlglnala@
|
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D.C.

IN RE PROCEEDINGS REQUIRED BY § 702(1)
OF THE FISA AMENDMENTS ACT OF 2008 Docket Number: MISC 08-01

MEMORANDUM OPINION'

This matter comes before the Court on the “Motion for Leave to Participate in
Proceedings Required by § 702(i) of the FISA Amendments Act of 2008, filed by the
American Civil Liberties Union (“ACLU") on July 10, 2008 (“ACLU motion”). In accordance
.with a scheduling order issued on July 17, 2008, the Government filed its “Opposition to the
American Civil Liberties Union’s Motion for Leave 1o Participate in Proceedings Required by
§ 702(i) of the FISA A.mendmve'nts Act of 2008” on July 29, 2008. The ACLU filed a “Reply
Memorandum in Support of Motion for Leave to Participate in Proceedings Required by § 702(1)
of the FISA Amendments Act of 2008” on August 5, 2008. For the reasons described below, the

Court denies the ACLIJ’s motion,

BACKGROUND

Section 702 of the Foreign Intelligence Surveillance Act

In its motion, the ACLU seeks information about, and the opportunity to participate in,
judicial proceedings required under Section 702(i) of the Foreign Intelli gence Surveillance Act

(“FISA™), as most recently amended by the FISA Amendmenis Act of 2008 (“FAA”), Pub L.

' The Government’s filing in this case was unclassified; this opinion does not go beyond the
factual assertions that were contained in the Government’s filing.
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No. 110-261, 122 Stat. 2436. Section 702 of FISA (codified at 50 U.S.C. § 1881a) specifies
circumstances under which the Government can authorize the targeting of non-Uniied States
persons reasonably believed 1o be outside the United States, to acquire foreign imelligence
information. The FAA imposes several limitations upon and réquirements for the exercise of

this authority.

Among other requirements, the FM provides that “[t}he Attomey General, in
consulfation with the Director of Nationa) ].ntelligendc, shall adopt targeting procedures that are
reasonably designed 1o — (A) ensure that any acquisition authorized under subsection {a)is
limited to targeting persons reasonably believed 1o be located outside the United States; and (B)
prevent the intentional acquisition of any communication as to which the sender and all intended
recipients are known a1 the time of the acquisition to be located in the United States.” 50 U.5.C.

§ 1881a(d)(1).

The FAA further provides that the Atforney General, again in consultation with the
Director of National Intelligence, “shall adopt minimization procedures that meet the definition
of minimization procedures under section 1801(h) or 1821(4) . . . as appropriate, for acquisitions

authorized under subsection (a).” Id. § 1881a(e)(1).

Finally, the Attorney General and the Director of National Intelligence are required to
submit to the Foreign Intelligence Surveillance Court (“FISC”) a written certification. Among
other things, this certification must attest (1) that there are pr&ccdures in place that are
reasonably designed to ensure that an acquisition authorized under subsection (a) is limited to
tarpeting persons rcasc»nablﬁr believed to be located outside the United States, and to prevent the

intentional acquisition of any communication as to which the sender and all intended recipients
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are known at the time of the acquisition to be located in the United States; (2) that the
minimization procedures to be used with respect to such an acquisition meet the definition of
minimization procedures under section 1801(h) or 1821(4) of FISA, as appropriate; and (3) that
both the targeting and the minimization procedures either have been approved, have been
submitted for approval, or will be submitted with the certification for approval by the FISC. 1d.

§ 1881a(g)(2)(A)({)-Gi).
Judicial Review under Section 702(1)

The FAA provides that the FISC shall have jurisdiction to review the certification, the
targeting procedures and the minimization procedures. Id. § 1881a(i)(1)(A). Asthe ACLU
notes in its motion, however, the Court’s role here is “narrowly circumscribed.” ACLU Mot. at
S. With respect 10 the certification, the FISC is merely 1o “determine whether the certification
contains all the required elements.” 1d. § 1881a(i)(2)(A). The Court is to review the targeting
procedures to “assess whether the procedures are reasonably designed to - (i) ensure that an
acquisition authorized under subsection (a) is limited to targeting persons reasonably believed 10
be located outside the United States; and (ii) prevent the intentional acquisition of any
communication-as to which the sender and all intended recipients are known at the time of the
acquisition to be located in the United States.” 1d. § 18812a(i)(2)(B). As for the minimization
procedures, the Court must “assess whether such procedures meet the definition of minimization
procedures under section 1801(h) or section 1821(4) of this title, as appropriate.” Id.

§ 1881a(i)(2)(C).

The FAA further provides that the FISC shall enter an order approving the certification .

and the use, or continued use, of the targeting and minimization procedures if the Court finds tha

App.629
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the cenification contains all the required elements, and that the fargeting and minimization
procedures are consistent with the requirements of Sections 1881a(d)(1) and 1881a(e)(1) and
“with the Fourth Amendment 1o the Constitution of the United States.” Id. § 1881a(i)(3)(A).
Should the Court conclude that it cannot make these findings, the Court shall either order the
Government 10 correct any deficiency identified by the Court or cease or not begin

implementation of the authorization for which the certification was submitted. 1d.

§ 1881a(H(3)(B).

The ACLU’s Motion

In its motion, the ACLU requests:

(1) that it be notified of the caption and briefing schedule for any proceedings under
Section 702(i) in which this Court will consider legal questions relating to the
scope, meaning and constitutionality of the FAA;

(2) that, in connection with such proceedings, the Court require the Government 1o
file public versions of its legal briefs, with only those redactions necessary to
protect information that is properly classified;

(3) that, in connection with such proceedings, the ACLU be granted leave to file a
legal brief addressing the constitutionality of the FAA and to participate in oral
argument before the Court; and

(4) that any legal opinions issued by the Court at the conclusion of such proceedings
be made available to the public, with only those redactions necessary to protect
information that is properly classified.

ACLU Mot. at 2. The relief sought by the ACLU can be viewed as falling inllio two calegories,
which to a certain degree overlap: (1) a request for the release of records (i.e., any legal briefs
filed by the Government and legal opinions issued by the Court in connection 10 § 702(i)
proceedings) similar to that which was considered by this court last year in [n re Motion for

Release of Court Records, 526 F. Supp. 2d 484 (Foreign Intel. Surv. Ct. 2007); and (2) a more

general request to participate in the Court's review under § 702(i) (i.e., to be granted leave to file
a legal brief and to pariicipate in oral argument). The ACLU’s request to be notified of the

4
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caption and briefing schedule of particular proceedings under § 702(i) is a bit of a hybrid; it is in
effect a request for release of records, made in order to facilitate the ACLU’s participation in the

matter.
1. The ACLU’s Request for the Release of Records

The ACLU’s request is similar to a request it made on August 9, 2007. At that time, the
ACLU filed a motion with the FISC seeking the release of what it identified as court orders and
Government pleadings reparding a surveillance program conducted by the National Security
Agency. The court denied the motion, finding (1) that the common law provided no public right
of access 10 the requested records; and (2) that the First Amendment provided no public right of
access to the requested records. In re Motion for Release of Court Records, 526 F. Supp. 2d at
490-497, The court further declined to exercise any “residual discretion,” should it exist, to

release any portions of the records at issue, Id. at 497.

Although the records sought by the ACLU in the present motion are different from those
it requested in 2007, this Court finds no reason to reach a different conclusion. These records
also are to be maintained under the comprehensive statutory scheme described by Judge Bates in
In re Motion for Release of Court Records as “designed 1o protect FISC records from routine

public disclosure” and found to supercede any common law right of access. Id. at 49].

Nor is there a First Amendment right of access to the records, Application of the
“experience and logic” tests adopted by the Supreme Court for assessing the existence of a

qualified First Amendment right of access in Press-Enterprise Co. v. Superior Court, 478 U.S. 1

App.631

07



AUG-28-2008 THU 05:30 PM LSS/CRS FAX NO. 202 307 2066 P,

(1986) (Press-Enterprise II) confirms that there is no such right of access 10 these documents.?
First, the “experience” test is not satisfied because neither the “place” nor the “process” has
“historically been open 1o the press e.md general public.” Id. at 8. The FISC has no tradition of
openness, either with respect to its proceedings, its orders, or to Government briefings filed with

the FISC. See In re Motion for Release of Court Records, 526 F. Supp. 2d at 492. Moreover, the

specific process at issue here, proceedings under Section 702(i) of the FAA, is brand-new, and.

therefore cannot be said to have such a tradition.

Under Press-Enterprise 11, the failure to satisfy the “expericnce” test alone defeats a claim

for a First Amendment right of access. 478 U.8. at 9. See also In Re Motion for Release of

Court Records, 526 F. Supp. 2d at 493. But should the “logic™ test even apply in this case, 1t is
not satisfied because p\ibl.ic access to these documents will not play a significant positive role in
the functioning of the FISA process. The Government asserts that its certification, tarpeting
procedures, and minimization procedures will provide the details of its sources and methods for
collecting foreign inte}ligence information under the FAA and therefore will be classified.
Gov’t. Opp’n at 8. The ACLU responds that it is not seeking access 1o “properly classified
information,” ACLU Reply at 1, but contends that the Court should determine whether th;c

Government’s procedures are “properly” classified. 1d. at 7.

2 “First, becanse a tradition of accessibility implies the favorable judgment of experiences, we
have considered whether the place and process have historically been open to the press and
general public.” Press-Enterprise II, 478 U.S. at 8 (citations and internal quotation marks
omitted). “Second, in this setting the Court has traditionally considered whether public access
plays a sipnificant positive role in the functioning of the particular process in question,” Id. “If
the particular proceeding in question passes these tests of experience and logic, a qualified First
Amendment right of public access attaches.” 1d. at 9.

App.632
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Assuming, arguendo, that the Court does have the authority to undertake this type of
inquiry, the “logic” test would still not be satisfied. Absent the Government’s wholesale abuse
of classification authority, which there is no reason to presume here, any disclosure resulting
from such a re\.ziew can be expected to be limited and incremental in nature. The fact that at
most, only partial access to the documents could be provided undercuts the ACLU’s ability 1o

satisfy the “logic” test. As with the records at issue in In re Motion for Release of Court

Records. “[t]he benefits from a partial release of declassified portions of the requested materials
would be diminished, insofar as release with redactions may confuse or obscure, rather than
illuminate, the decisions in question.” 526 F. Supp. 2d at 495. Moreover, such a review could

result in the release of information that should have remained classified.

Although it is possible 10 identify some benefits which might flow from public access 1o
Government briefs and FISC orders related to Section 702(i) proceedings, the “logic” test is not
satisfied becanse any such benefits would be outweighed by the risks to national security created
by the potential exposure of the Government’s targeting and minimization procedures. In short,
the proceedings in Section 702(i) seem to be of the type “that would be totally frustrated if

conducted openly.” Press-Enterprise II, 478 U.S. art 8-9.

In the altemative, the ACLU contends that the Court should exercise its discretion to
grant the relief it requests because the FAA has “sweeping implications for the rights of U.S.
citizens and residents,” ACLU Reply at 7, and the Section 702(i) proceedings *should be
adversarial and as informed and transparent as possible,” ACLU Mot. at 9. Assuming that such
discretion resides with the Cou:j;, it declines 1o exercise that auth'ﬁrity here. Providing the ACLU
with access to the materials provided to the FISC in connection with the Section 702(i) review,

and with the Court’s assessment of the Government submissions, would create risks io national

7
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security that far outweigh any potential benefit to be gained by providing the ACLU with access

1o the requested records,

2. The ACLU’s Request 1o Participate in Section 702(i) Proceedings before the F‘ISC'

The ACLU also seeks }cave,' in connection with proceedings under Section 702(i), to file
a lepal brief addressing the constitutionality of the FAA, and to participate in oral argument
before the Court. The Couﬁ denies this requ‘est as well. First, the ACLU has no right to such
participation. The FAA does not provide for such participation by a party other than the
Government. Second, assuming .that the Court has the discretion to allow such participation, it
declines to do so. For the reasons described below, the ACLU's participation is unlikely to

provide meaningful assistance to the Court. |
i

First, the FAA itself does not provide for participation by a party other than the
Government in the Court’s review of the Government’s certification and procedures. In fact, it
provides that only the Government may file a petition with the Foreign Intelligence Surveillance
Court of Review for review of the Court’s order resulting from its review of the certification and
procedures, 50 U.S.C. § 1881a(i)(4)(A). By conirast, Section 702(h) explicitly provides for the

participation of parties other than the Government, in that electronic communication service

providers can bring a challenge in the FISC 1o directives issued to them under the FAA. [d.

3 Even in a context where a crimina) defendant’s Sixth Amendment rights are at issue, FISA
provides that materials may be disclosed to the aggrieved person “only where such disclosure is
necessary to make an accurate determination of the legality of the surveillance.” 50 U.S.C.

§ 1806(f) (emphasis added). As Section 702(i) does not include a similar mechanism for
disclosing materials when deemed necessary to the Court’s review, the Court will decline to
disclose such maierials in this case, when it believes that disclosure is hot only unnecessary to
the Court’s determination but also unlikely to be useful, for the reasons discussed below.
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§ 1881a(h)(4). The FAA also expressly gives these providers a right to appeal. Id.

§ 1881a(h)(6).

In ad‘dition, even before the enactment of the FAA, Congress provided for the
participation of parties other than the Government in the limited context of providing a right of
challenge in the FISC to those receiving orders for the production of tangible things pursuant to
SOU.S.C. §1861. Id. § 1861(f)(2). The lack of analogous provisions for proceedings under
Section 702(1) strongly suggests that Congress did not contemplate the Court’s review of the

certification and procedures {0 be anything other than an ex parte proceeding.

Second, as described above, the Court’s review under Section 702(i) is limited to three
specific components: the certification, the targeting procedures and the minimization
procedures. The Court’s review of the certification is limited to determining whether the
certification contains all of the elements required by the statute. As to the targeting procedures
adopied by the Government, the Court must review the procedures 1o “assess whether the

procedures are reasonably designed to — (i) ensure that an acquisition authorized under

subsection (a) is limited to targeting persons reasonably believed to be located outside the United

States; and (ii) prevent the intentional acquisition of anty communication as to which the sender
and aii intended recipients are known af the time of tlhe acquisition to be located in the United
States.” S0 U.S.C. § 1881a(i)(2)(B). As to the minimization procedures, the Court must “assess
whether such procedures meet the definition of minimization procedures under section 1801(h)
or section 1821(4) of this title, as appropriate.” Id. § 1881a(i)(2)(C). Finally, the Court must
decide whether the targeting and minimization procedures are consistent with the Fourth

Amendment. Id. § 1881a(i)(3)(A).
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As described above, the Government states that its targeting and minimization procedures
will be classified because they provide the details of its sources and methods for collecting
foreign intelligence information. The ACLU, therefore, will not have access to either set of
procedures. Without such access, it cannot provide meaningful input to the Court on the

compliance of those pracedures with the FAA or the Fourth Amendment.

The ACLU suggests that judicial review under Section 702(i) will necessarily include
review, of the constitutionality of the FAA, and the ACLU’s input would be helpful in such a
constitutional analysis. Such a peneralized constitutional review, however, is nof co:xtémplated
under Section 702(i). The Court is required to consider whether the targeting and minimization
procedures adopled by the Govemment meet the requirements of the statute and whether those
procedures are consistent with the Fourth Amendment. The Court is not required, in the course
of this Section 702(i) review, to reach beyond the Government’s procedures and conduci a facial
review of the constitutionality of the statute. Accordingly, the ACLU’s participation in Section

702(1) proceedings will not assist the Court.
CONCLUSION

For all the reasons set forth above, the motion of the ACLU for leave to participate in

proceedings required by § 702(1) of the FISA Amendments Act of 2008 is denied. A separate
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UNITED STATES U.S. Foreign Inteliigence
Surveillance Court

FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C.

OPINION ON MOTION FOR DISCLOSURE OF PRIOR DECISIONS

“Motion for Disclosure of Prior Decisions” (*Motion for Disclosure”). The Court denied this

Motion on the record at the adversary hearing held on the underlying matter on- 2014.
Tt writes this Opinion to explain its reasoning.

L BACKGROUND

This case came before the Court on the Government’s “Petition for an Order to Compel

Compliance with Directives of the Director of National Intelligence and Attorney General,”

submitted on [ 2014 ¢ Petition”). The directives that the Government is seeking to
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enforce were issued pursuant to Section 702(h)(1) of the Foreign Intelligence Surveillance Act,

as amended (FISA)' and served on

Pursuant to a schedule set by order of the Court orfjj R4

“Response”) ot 2014

“Reply™) on - 2014.% In its Reply, the Government repeatedly cited and quoted two

opinions of the FISC that do not appear to have been made public in any form: one issued on

September 4, 2008_ and the other issued on August 26, 2014, .
O i U Requsid

Opinions™).

Both of the Requested Opinions resulted from the FISC’s ex parte review of certifications

and attendant targeting and minimization procedures pursuant to Section 702(i). The August 26,

2014 opinion approved the certifications and procedures now in effect, and the directives-

September 4, 2008 opinion approved |GG < tifcations and procedures.

! FISA is codified at 50 U.S.C. §§ 1801-1885c¢, within which Section 702 appears at §

1881a.
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“immediate access to [the Requested Opinions] (in appropriately redacted form) to adequately

prepare for the hearing scheduled for- " Motion for Disclosure at 1.° Pursuant to the

Court’s scheduling order of _2014, the Government submitted its opposition to the
Motion for Disclosure (“Opposition”) on ||| 2014

1L DISCUSSION

As explained below, the Court concluded that neither FISA nor the Foreign Intelligence
Surveillance Court (FISC) Rules of Procedure (“FISC Rules™) require, or provide for
discretionary, disclosure of the Requested Opinions in the circumstances of this case. Similarly,
the Due Process Clause of the Fifth Amendment does not compel the requested disclosure and,
assuming that the Court has some discretion on this matter, no prudential considerations counsel
otherwise.

A. FISA and the FISC Rules

The cases handled by the FISC involve classified intelligence gathering operations. From

a security perspective, FISC operations “are governed by FISA, by Court rule, [*] and by

statutorily mandated security procedures issued by the Chief Justice of the United States.

its counsel has a Top Secret security clearance
eeking access to the Requested Opinions with any redactions
necessary to downgrade the Requested Opinions to a Top Secret, non-compartmented level.

“ The FISC explicitly has the authority to establish rules for its proceedings under 50
US.C.§ 1803(g)(1).

SECRET/NOFORN-
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Together, they represent a comprehensive scheme for the safeguarding and handling of FISC
proceedings and records.” In re Motion for Release of Court Records, 526 F. Supp.2d 484, 488
(FISA Ct. 2007).

Specifically applicable to this case is the requirement that, in any proceeding under
Section 702, “the Court shall, upon request of the Government, review ex parte and in camera
any Government submission, or portions of a submission, which may include classified
information.” 50 U.S.C. § 1881a(k)(2). The FISC Rules reiterate this statutory requirement and
further provide: “Except as otherwise ordered, if the government files ex parte a submission that
contains classified information, the government must file and serve on the non-governmental
party an unclassified or redacted version. The unclassified or redacted version, at a minimum,
must clearly articulate the government’s legal arguments.” FISC Rule 7(j).

FISC Rule 3 provides: “In all matters, the Court and its staff shall comply with . ..
Executive Order 13526, ‘Classified National Security Information’ {or its successor).” Under
that executive order, a person may be given access to classified information only if

(1) a favorable determination of eligibility for access has been made by an agency
head or the agency head’s designee;

(2) the person has signed an approved nondisclosure agreement; and
(3) the person has a need-to-know the information.

Executive Order 13526 § 4.1(a). “Need-to-know” is defined as “a determination within the

executive branch in accordance with directives issued pursuant to this order that a prospective
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recipient requires access to specific classified information in order to perform or assist in a tawful
and authorized governmental function.” Id. § 6.1(dd) (emphasis added).
B. Analysis
The Court has reviewed the redacted copies of the Government’s Reply (to include the
supporting affidavit) and finds that it clearly articulates the Government’s legal arguments.
_ithout the Requested Decisions, it “cannot adequately
understand the guidance, and limitations thereof, that this Court has previously issued.” Motion

for Disclosure at 1. The Government responds that the Requested Opinions do not bear on the

lication of its targeting and minimization procedure

further contends that its counsel

“has a ‘need to know” with regard to the prior relevant caselaw.” Motion for Disclosute at 1.

The government retorts _does not have a need-to-know more about the
contents of the Requested Decisions. Opposition at 3.

The Court has carefully reviewed the Requested Opinions in the context of the issues
presented by the Petition’® and the parties’ respective arguments on those issues and compared the
citations to and quotations from the Requested Opinions that appear in the Government’s Reply

to the underlying texts. In no instance does the Reply quote or reference the Requested Opinions

5 ‘to comply with [each] directive or any part of it, as

issued or as modified, if the judge finds that the directive meets the requirements of [Section
702] and is otherwise lawful.” 50 U.S.C. § 1881a(h)(5)(C).

SECRETANGQEORN.
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in a manner that is incomplete, wrenched from necessary context or otherwise misleading with
regard to the point being addressed. Based on that review, the Court finds that the Requested
Opinions would be of little, if any, assistance to_rguments it makes
on the merits.’

Given that FISC Rule 3 requires the Court to follow the Executive Order, the Court will
not lightly second-guess the Government’s need-to-know determination, which the Executive

Order specifically commits to the Executive Branch. Moreover, there is no indication that the

need-to-know requirement to mislead or otherwise gain a strategic

or these reasons,

oes not have the requisite need-to-know the requested

information.

Other aspects of the Section 702 framework support

-not entitled 1o access to the Requested Opinions. The statute and the FISC Rules

provide detailed guidance for the conduct of proceedings initiated by a petition to compel

compliance with, or to modify or set aside, a Section 702 directive, see 50 U.S.C. § 1881a(h);
FISC Rules 20-31, but they provide no mechanism for the recipient of a directive to seek

discovery or disclosure of classified information. They do provide for nondisclosure in the

6 The Court finds that this would especially be the case once compartmented information
was redacted from the Requested Opinions.

SECRET/NOFORN
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context of the FISC’s ex parte review of certifications and accompanying procedures. See 50
U.S.C. § 1881a(g)(1)XA); FISC Rule 30.7 In the context of a petition to compel compliance with
(or to modify or set aside) a directive, in fact, FISA and Rule 7(j) provide just the opposite, Le.,
they permit the Government to withhold classified information from the recipient of the
directive. See 50 U.S.C. § 1881a(k)(2); FISC Rule 7(j).°

Finally, the statute provides a 30-day period for the completion of FISC review of the
Petition in this case. See § 1881a(h)}(5)(C). That 30-day period ends on —2014, a

deadline that is incompatible, as a practical matter, with the Government’s making redactions of

the Requested Opinions for disclosurc |, -

7 Tor the most part, the Requested Opinions pertain to classified material that the
Government submitted under seal, as required by 50 U.S.C. § 1881a{g)(1)(A), for ex parte and in
camera review under § 1881a(i). In a prior case, the FISC observed that “the Congressional
judgment embodied” in a comparable statutory provision for ex parte review of procedures
suggested that the FISC “should not lightly override the government’s opposition to the release
of” a classified FISC opinion containing classified information that “directly relates to what the

overnment [previously] submitted for ex parte and in camera review.” F
Order issued on-2008, at 2 n.2. The same logic is applicable here.
8 Moreover, the detailed statutory provisions regarding FISC proceedings under Section

702 do not provide for [, < < 0,
opinions arising from the Court’s ex parte review ol Section certifications and procedures.

Section 702 makes clear that, in the ordinary course, the FISC will have reviewed and approved a
certification and accompanying procedures prior to the issuance of a directive pursuant to that
certification. See 50 U.S.C. § 1881a(a), (g)(1)(A). (h)(1). (D)(3). If Congress had thought access
to such prior FISC opinions were necessary for the recipient of a directive to challenge its
lawfulness, it could have provided for such access.

SECRET/NOEORN
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consideration of whatever additional argument such counsel would make after reviewing the
Requested Opinions.’
- C. Due Process

In its Motion for Disclosure_
presents no argument and cites no authority for its suggestion that due process requires the
requested disclosure. Motion for Disclosure at 1-2. The weight of authority indicates otherwise.
For example, with respect to challenges to the lawfulness of electronic surveillance brought by an
aggrieved person,'” the district court is required to review the application, order, and other
materials relating to the electronic surveillance in camera and ex parte if “the Attorney General
files an affidavit under oath that disclosure . . . would harm the national security.” 50 U.S.C. §
1806(f). Such materials bear directly on any claim that a surveillance was unlawtul;
nevertheless, disclosure may only occur — even a partial disclosure “under appropriate security

procedures and protective orders” — “where such disclosure is necessary to make an accurate

® The Court may extend that 30-day period “as necessary for good cause and in a manner
consistent with national security,” § 1881a(j)(2), but#
not shown i ccommodate the requested disciosure.

Moreover,

it is doubtful that delaying
resolution of the lawfulness of the Directives would be consistent with national security.

10 «Aporieved person” is defined as “a person who is the target of an electronic
surveillance or any other person whose communications or activities were subject to electronic
surveillance.” 50 U.S.C. § 1801(k).

SECRET/NOFORN-
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determination of the legality of the surveillance,” when the court has found that the surveillance
was unlawful or “to the extent that due process requires discovery or disclosure.” § 1806(1), (g).
Courts have found non-disclosure of surveillance materials under these provisions to comport

with due process, see, e.g., United States v. Fl-Mezain, 664 F.3d 467, 567-68 (5™ Cir. 2011);

United States v. Abu-Jihaad, 630 F.3d 102, 129 (2d Cir. 2010); United States v. Damrah, 412

F.3d 618, 623-24 (6" Cir. 2005), even when the attorneys seeking access have security

clearances. See United States v. Ott, 827 F.2d 473, 476-77 (9" Cir. 1987).-

presented no reason to reach a different conclusion here.

Beyond what is compelled by the Due Process Clause, the Court is satisfied that
withholding the Requested Opinions does not violate common-sense fairness. As stated above,

each quotation or reference to the Requested Opinions in the Government’s Reply fairly

represents what those opinions say on the discrete point addressed. And the Government

properly adduced each of those points in reply to_
Response. In these circumstances, the Court would decline to compel disclosure of the

Requested Opinions as a matter of discretion, assuming for the sake of argument that indeed the

Court would have discretion to compel disclosure in a proper case.

1/
"
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otion for Disclosure was DENIED."

ISSUED this 2014

_
| {fw»%f/}/“f [f é /é -

;ROSEMAR M COLLYER
‘Judge, United States Foreign
Intelligence Surveillance Court

' Because the Court finds no basis to conclude that the Government is improperly

withholding the Requested Decisions,— “to ask the government to
show cause why these decisions should not be provided” and to “strike any portions of pleadings
that refer to materials that have not been provide
redacted form,” see Motion for Disclosure at 1 n.
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D. C.

IN RE APPLICATION OF THE FEDERAL
BUREAU OF INVESTIGATION FOR AN

ORDER REQUIRING THE PRODUCTION
OF TANGIBLE THINGS FROME

MEMORANDUM OPINION
The Court has today issued the Primary Order appended hereto granting the

“Application of the Federal Bureau of Investigation for an Order Requiring the
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Production of Tangible Things” (“Application” or “the instant Application”), which was
submitted to the Court on June 19, 2014, by the Federal Bureau of Investigation (“FBI").
The Application requested the issuance of orders pursuant to 50 U.S.C. §1861, as
amended (also khown as Section 215 of the USA PATRIOT Act), requiring the ongoing
daily production to the National Security Agency (“NSA”) of certain telephone call
detail records in bulk (“bulk telephony metadata”).

On August 29, 2013, Judge Claire V. Eagan of this Court issued an Amended
Memorandum Opinion in Docket Number BR 13-109, offering sound reasons for
authorizing an application for orders requiring the production of bulk telephony
metadata (“August 29 Opinion”). On September 17, 2013, following a declassification
review by the Executive Branch, the Court published its redacted August 29 Opinion
and the Primary Order issued in Docket Number BR 13-109. On October 11, 2013,
Judge Mary A. McLaughlin of this Court granted the FBI's application to renew the
authorities approved in Docket Number BR 13-109, issued a Memorandum adopting
Judge Eagan'’s statutory and constitutional analyses, and provided additional anaiysis
on whether the production of bulk telephony metadata violates the Fourth Amendment
(“October 11 Opinion”). Both judges of this Court held that the compelled production

of such records does not constitute a search under the Fourth Amendment. Judge

FOP-SECRET/SHANOFORN—
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McLaughlin further found that the Supreme Court’s decision in United v. Jones, _ U S.
_ 132 S. Ct. 945 (2012) neither mandates nor supports a different conclusion.
Following a declassification review by the Executive Branch, the Court published the
October 11 Opinion and the Primary Order issued in Docket Number BR 13-158 in
redacted form a week later on October 18, 2013. Since the date of Judge McLaughlin’s
re-authorization of the bulk telephony metadata collection in Docket Number BR 13-
158, the government has sought on three occasions renewed authority for this
collection. The Court has approved those applications in Docket Numbers BR 14-01 (on
January 3, 2014), BR 14-67 (on March 28, 2014), and the instant Application.

In approving the instant Application, I fully agree with and adopt the
constitutional and statutory analyses contained in the August 29 Opinion and the
October 11 Memorandum. In particular, with respect to the constitutional analysis, I
concur with Judges Eagan and McLaughlin that under the controlling precedent of
Smith v. Maryland, 442 U.S. 735 (1979), the production of call detail records in this matter
does not constitute a search under the Fourth Amendment. | With respect to the
statutory requirements for the issuance of orders for the collection of bulk telephony
metadata, I adopt the analysis put forth by Judge Eagan in her August 29 Opinion, and

in particular, I note her discussion on the issue of relevance:

TOP-SECREF/SH/NOFORN-
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The government must demonstrate “facts showing that there are reasonable

~ grounds to believe that the tangible things sought are relevant to an authorized
investigation.” 50 U.S.C. 1861(b)(2)(A). The fact that international terrorist
operatives are using telephone communications, and that itis necessary to obtain
the bulk collection of a telephone company’s metadata to determine those
connections between known and unknown international terrorist operatives as
part of authorized investigations, is sufficient to meet the low statutory hurdle
set out in Section 215 to obtain a production of records. Furthermore, it is
important to remember that the relevance finding is only one part of a whole
protective statutory scheme. Within the whole of this particular statutory
scheme, the low relevance standard is counter-balanced by significant post-
production minimization procedures that must accompany such an
authorization and an available mechanism for an adversarial challenge in this
Court by the record holder. [...] Without the minimization procedures set out
in detail in this Court’s Primary Order, for example, no Orders for production
would issue from this Court. See Primary Ord. at 4-17. Taken together, the
Section 215 provisions are designed to permit the government wide latitude to
seek the information it needs to meet its national security responsibilities, but
only in combination with specific procedures for the protection of U.S. person
information that are tailored to the production and with an opportunity for the
authorization to be challenged. The Application before this Court fits
comfortably within this statutory framework.

August 29 Opinion at 22-23,

Since the issuance of the August 29 Opinion and October 11 Memorandum, there
have been changes to the minimizatién procedures applied to the bulk telephony
metadata collection. These were requested by the gbvemment and approved by this
Court. Moreover, the legality of the bulk telephony metadata collection has been

challenged in litigation throughout the country and considered by four U.S. District

TFOR SECRETFHSHMNOFORN-
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Court judges. Lastly, on December 18, 2013, in an order entered in BR 13-158, Judge
McLaughlin granted leave to the Center for National Security Studies (“the Center”) to
file an amicus curige brief on why 50 U.S.C. §1861 does not authorize the collection of
telephony metadata records in bulk. The Center filed its amicus brief on April 3, 2014,
after the most recent authorization of this collection in Docket Number BR 14-67. Prior
to niaking a decision to grant the instant Application, I considered each of these
developments, which I briefly note below.

Changes to Minimization Procedures |

Pursuant to 50 U.S.C. §1861(g), the bulk telephony metadata collected pursuant
to orders granting the instant Application, as well as all predecessor applications, are
subject to minimizations procedures. The statutory requirements for minimization
procedures under 50 U.S.C. §1861(g) are discussed in the August 29 Opinion. August
29 Opinion at 11. On February 5, 2014, the Court granted the government’s Motion for
Amendment to Primary Order in Docket Number BR 14-01, which amended the
minimization procedures required by the Primary Order in that case in two significant
respects. First, the amended procedures preclude the government (except in emergency

circumstances) from querying the bulk telephony metadata without first having
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obtained, by motion, a determination from this Court that reasonable, articulable
suspicion (RAS) exists to believe that the selection term (e.g., a telephone number) to be
used for querying is associated with an international terrorist organization named in the
Primary Order requiring the production of the bulk telephony metadata.’ Second, the
amended procedures require that queries of the bulk telephony metadata be limited so
as to identify only that metadata found within two “hops” of an approved selection
term.? The government has requested, and the Court has approved, the same
limitations in orders accompanying the two subsequent applications for this collection
filed with this Court (i.e., Docket Number BR 14-67 and the instant Application).

On February 25, 2014, the government filed a Motion for Second Amendment to
Primary Order in Docket Number BR 14-01, through which it sought further to modify
the minimization procedures (“February 25 Motion”). Specifically, the government

sought relief from the requirement that it destroy bulk telephony metadata after five

! Previously, the minimization procedures allowed for this RAS determination to be made by one
of a limited set of high-ranking NSA personnel.

2 The first “hop” would include metadata associated with the set of numbers directly in contact
with the approved selection term, and the second “hop” would include metadata associated with the set
of numbers directly in contact with the first “hop” numbers. Previously, the minimization procedures
allowed the government to query the bulk telephony metadata to identify metadata within three “hops"
of an approved selection term.

TOP-SECRETHSHNOFORN—
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years, based on the government’s common law preservation obligations in pending civil
litigation. In seeking relief from the five-year destruction requirement, the government
proposed a number of additional restrictions on access to and use of the data, all
designed to ensure that collected metadata that was more than five years old could only
be used for the relevant civil litigation purposes. Although this Court initially denied
the February 25 Motion without prejudice, the Court granted a second motion for the
same relief on March 12, 2014 (“March 12 Order and Opinion”), that the government
sought in order to comply with a preservation order that had been issued by the U.S.
District Court for the Northern District of California after this Court’s aenial of the
February 25 Motion. The March 12 Order and Opinion required that the bulk telephony
metadata otherwise required to be destroyed under the five year limitation on retention
be preserved and/or stored “[p]ending resolution of the preservation issues raised . . .
before the United States District Court for the Northern District of California[.”] March
12 Opinion and brder at 6. The March 12 Order and Opinion prohibited NSA
intelligence analysts from accessing or using such data for any purpose; permitted NSA
personnel to access the data only for the purpose of ensuring continued compliance
with the government’s preservation obligations; and prohibited any further accesses of

BR metadata for civil litigation purposes without prior written notice to this Court. Id.

TFOP-SECRET/SHANOFORN—-
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at 6-7. Finally, the March 12 Opinion and Order required the government prdmptly to
notify this Court of any additional material developments in civil liﬁéaﬁon pertaining to
the BR metadata, including the resolution of the preservation issues in the proceedings
in the Northern District of California. Id. at 7. The preservation issues raised in the
Northern District of California have not yet been resolved. As a result, the government
has requested and the Court has approved the same exemption from the five year
limitation on retention, subject to the same restrictions on access and use, in Docket
Number BR 14-67 and the instant Application.

Prior to deciding whether to re-authorize the bulk telephony metadata cbllection
through the appended Primary Order, I consideréd with care the stated changes to the
minimization procedures. As described, the first set of changes approved in the
February 5 Order provide enhanced protections for the bulk telephony metadata.
While the March 12 Opinion and Order allows the government to retain bulk telephony
metadata beyond five years, it allows the government to do so for the sole purpose of

meeting preservation obligations in civil litigation pending against it.
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U.S. District Court Cases

In recent months, the legality of the bulk telephony metadata collection has been
challenged on both statutory and constitutional grounds in proceedings throughout the
country, and four U.S. District Court judges have issued opinions on these challenges.
Smith v. Obama, No. 2:13-CV-257-BLW, 2014 WL 2506421 (D. Idaho June 3, 2014);
A.C.L.U. v. Clapper, 959 F. Supp. 2d 724 (S.D.N.Y. 2013); Klayman v. Obama, 957 E. Supp.
2d 1 (D.D.C. 2013); and U.S. v. Moalin, No. 10cr4246 JM, 2013 WL 6079518 (S.D. Cal.
November 18, 2013). In three of the four cases in which judges have issued opinions
(i.e., all but the Klayman case), they have rejected plaintiffs’ challenges to this collection.
In particular, with respect to Fourth Amendment challenges raised by plaintiffs, the
judges in Smith, Clapper and Moalin recognized that the Supreme Court’s decision in
Smith v. Maryland is controlling and does not support a finding that the bulk telephony
metadata collection is a violation of the Fourth Amendment.

In Klayman, Judge Richard J. Leon of the U.S. District Court for the District of
Columbia aloﬁe held that the plaintiffs were likely to succeed on their claim that the
bulk telephony metadata collection was an unreasonable search under the Fourth

Amendment. Klayman, 957 F. Supp. 2d at 41. Judge Leon ordered the government to

FOP-SECRET/SHANOFORN
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cease collection of any telephony metadata associated with [the plaintiffs’] personal
Verizon accounts” and destroy any such métadata in its possessiom, but he stayed the
order pending appeal. Id. at 43.

On January 22, 2014, a recipient of a production order in Docket Number BR 14-
01 filed a Petition (“January 22 Petition”) pursuant to 50 U.S5.C. § 1861(f)(2)(A) and Rule
33 of the Foreign Intelligence Surveillance Court (“FISC”) Rules of Procedure, asking
this Court “to vacate, modify, or reafﬁnﬁ” the production order issued to it’ According
to the Petitioner, the Petition arose “entirely from the effect on [the recipient] of Judge
Leon’s Memorandum [Opinion],” and specifically, that Judge’s conclusion that the
Supreme Court’s decision in Smith v. Maryland is “inapplicable to the specific activities
mandated by the [Section] 1861 order at issue in the Klayman litigation.” January 22
Petition at 3-4. Pursuant to the requirements of 50 U.S.C. § 1861(f), Judge Rosemary M.
Collyer of this Court issued an Opinion and Order on March 20, 2014 (“March 20

Opinion and Order”), finding that the Petition provided no basis for vacating or

? Following a declassification review by the Executive Branch, the Court published the January 22
Petition filed in Docket Number BR 14-01 in redacted form on April 25, 2014.

TOP-SECRETHSHANOFORN-
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modifying the relevant production order issued in Docket Number BR 14-01.* In her
March 20 Opinion and Order, Judge Collyer engaged in an extensive analysis of Judge
Leon’s opinion in Klayman, ultimately disagreeing with his conclusion that Smith v.
Maryland is inapplicable to the collection of bulk telephony metadata.

In issuing the Primary Order appended hereto which re-authorizes the bulk
telephony metadata collection, I have carefully examined the noted U.S. District Court
opinions, and I agree with Judge Collyer’s analysis and opinion pf the Klayman holding.

Amicus Curiae Brief

On April 3, 2014, the Center for National Security Studies filed an amicus curiae
brief explaining why it believes that 50 U.S.C. §1861 does not authorize the collection of
bulk telephony metadata. The amicus brief made a number of thoughtful points, the
merits of which I have analyzed. Notwithstanding the Center’s arguments, I find the
authority requested by the FBI through the instant Application meets the requirements
of the statute, and that the collection of bulk telephony metadata may be authorized

under the terms of the statute.

* Following a declassification review by the Executive Branch, the Court published the March 20
Opinion and Order issued in Docket Number BR 14-01 in redacted form on April 25, 2014.

- TOP-SECRET/SHNOFORN—
11

App.657



Conclusion

The unauthorized disclosure of the bulk telephony metadata collection more
than a year ago led to many written and oral expressions of opinions about the legality
of collecting telephony metadata. Congress is well aware that this Coﬁrt has
interpreted thg provisions of 50 U.S.C. § 1861 to permit this particular collection, and
diverse views about the collection have been expressed by individual members of
Congress. In recent months, Congress has contemplated a number of changes to the
Foreign Intelligence Surveillance Act, a few of which would specifically prohibit this
collection. Congress could enact statutory changes that would prohibit this collection
going forward, but under the existing statutory framework, I find that the requested
authority for the collection of bulk telephony metadata should be granted. Courts must
follow the law as it stands until the Congress or the Supreme Court changes it.

Inlight of the public interest in this particular collection and the government’s
declassification of related materials, including substantial portions of Judge Eagan’s
August 29 Opinion, Judge McLaughlin’s October 11 Memorandum, and Judge Collyer’s
March 20 Opinion and Order, I request pursuant to FISC Rule 62 that this

Memorandum Opinion and Accompanying Primary Order also be published, and I
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direct such request to the Presiding Judge as required by the Rule.

JAMES B. ZAGEL \ [
Judge, Unite{d States Poreign
Intelligence S illance Court

A
ENTERED this{]_day of June, 2014
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT
WASHINGTON, D. C.

IN RE APPLICATION OF THE FEDERAL
BUREAU OF INVESTIGATION FOR AN
ORDER REQUIRING THE PRODUCTION
OF TANGIBLE THINGS FROM [

Docket Number: BR
14,-9 6

PRIMARY ORDER

A verified application having been made by the Deputy Director of the Federal
Bureau of Investigation (FBI) for an order pursuant to the Foreign Intelligence
Surveillance Act of 1978 (the Act), Title 50, United States Code (U.S.C.), § 1861, as

FOP-SECRET/SHNOFORN-

Derived from: Pleadings in the above-captioned docket
Declassify on: 20-Tume2635 '
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| amended, requiring the production to the National Security Agency (NSA) of the
tangible things described below, and full consideration having been given to the
matters set forth therein, the Court finds as follows:?

1. There are reasonable grounds to believe that the tangible things sought are
relevant to authorized investigations (other than threat assessments) being conducted
by the FBI under guidelines approved by the Attorney General under Executive Order
12333 to protect against international terrorism, which investigations are not being
conducted solely upon the basis of activities protected by the First Amendment to the
Constitution of the United States. [50 U.S.C. § 1861(c)(1)]

2. The tangible things sought could be obtained with a subpoena duces tecum
issued by a court of the United States in aid of a grand jury investigation or with any

other order issued by a court of the United States directing the production of records or

1 The Honorable Rosemary M. Collyer issued an Opinion and Order finding that, under Smith v.
Maryland, 442 U S, 735 (1979), this bulk production of non-content call detail records does not
involve a search or seizure under the Fourth Amendment. See FISC docket no. BR 14-01,
Opinion and Order issued on March 20, 2014 (under seal and pending consideration for
unsealing, declassification, and release). This authorization relies on that analysis of the Fourth
Amendment issue. In addition, the Court has carefully considered opinions issued by Judges
Eagan and McLaughlin in docket numbers BR 13-109 and BR 13-158, respectively, as well as the
decision in Smith v. Obama, No. 2:13-CV-257-BLW, 2014 WL 2506421 (D. Idaho June 3, 2014),
American Civil Liberties Union v. Clapper, 959 F. Supp. 2d 724 (5.D.N.Y. Dec. 27, 2013), Klayman v.
Obama, 957 F.Supp.2d 1 (D.D.C. 2013), U.S. v. Moalin, No. 10cr4246 JM, 2013 WL 6079518 (S.D.
Cal. Nov. 18, 2013), and the Brief of Amicus Curiae for Center for National Security Studies on
the Lack of Statutory Authority for this Court’s Bulk Telephony Metadata Orders, Misc. 14-01
(FISC filed Apr. 3, 2014), available at hitp://www fisc.uscourts.gov/sites/default/files/Misc%2014-
01%20Brief-1.pdf.

FORBECREMSHMNGEOR
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tangible things. [50 U.S.C. § 1861(c)2)(D)]

3. The application includes an enumeration of the minimization procedures the
government proposes to follow with regard to the tangible things sought. Such
procedures are similar to the minimization procedures approved and adopted as
binding by the order of this Court in Docket Number BR 14-67 and its predecessors. [50
U.S.C. § 1861(c)(1)]

Accordingly, and as further explained in the accompanying Memorandum =
Opinidn, the Court finds that the application of the United States to obtain the tangible
things, as described below, satisfies the requirements of the Act and, therefore,

IT IS HEREBY ORDERED, pursuant to the authority conferred on this Court by
the Act, that the application is GRANTED, and it is

FURTHER ORDERED, as fo]lows:.

(1)A. The Custodians of Records of |} I sh2l! produce to NSA
upon service of the appropriate secondary order, and continue production on<a.n
ongoing daily basis thereafter for the duration of this order, iuﬂess otherwise ordered .

by the Court, an electronic copy of the following tangible things: all call detail records

or “telephony metadata”? created by ||| EGzGzG:

2 For purposes of this Order “telephony metadata” includes comprehensive communications
routing information, including but not limited to session identifying information (e.g.,
originating and terminating telephone number, International Mobile Subscriber Identity (IMSI)

FOP-SECRETHSHINOEORN-

3

App.662



FOR-SECRETHSHNOFORN-

B. The Custodian of Records o | | | | |
T e e——_
B 21! produce to NSA upon service of the
appropriate secondary order, and continue production on an ongoi;'xg daily basis ,
thereafter for the duration of this order, unless otherwise ordered by the Court, an
electronic copy of the following tangible things: all call detail records or “telephony
metadata” created by -for communications (i)‘ between the United States and

abroad; or (ii) wholly within the United States, including local telephone calls. -

(2) With respect to any information the FBI receives as a result of this Order
(information that is disseminated to it by NSA), the FBI shall follow as minimization
procedures the procedures set forth in The Attorney General’s Guidelines for Domestic FBI
Operations (September 29, 2008).

(3) With respect to the information that NSA receives or hasreceived as a result

of this Order or predecessor Orders of this Court requiring the production to NSA of

number, International Mobile station Equipment Identity (IMEI) number, etc.), trunk identifier,
telephone calling card numbers, and time and duration of call. Telephony metadata does not
include the substantive content of any communication, as defined by 18 U.S.C. § 2510(8), or the
name, address, or financial information of a subscriber or customer. Furthermore, this Order
does not authorize the production of cell site location information (CSLI).

TOR-SECRETHSHNOFORN-
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telephony metadata pﬁrsuant to 50 U.S.C. § 1861, NSA shall strictly adhere to the
minimization procedures set out at subparagraphs A. through G. below; provided,
however, that the Government may take such actions as are permitted by the Opinion
and Order of this Court issued on March 12, 2014, in docket number BR 14-01, subject to
the conditions and requirements stated therein, including the requirement to notify this
Court promptly of any material developments in civil litigation pertaining to such
telephony metadata.

A. The government is hereby prohibited from accessing business record
metadata acquired pursuant to this Court’s orders in the above-captioned docket and its
predecessors (“BR metadata”) for any purpose except as described herein.

B. NSA shall store and process the BR metadata in repositories within secure
networks under NSA’s control.* The BR metadata shall carry unique markings such
that software and other controls (including user authentication services) can restrict
access to it to authorized personnel who have received appropriate and adequate

training with regard to this authority. NSA shall restrict access to the BR metadata to

3 The Court understands that NSA will maintain the BR metadata in recovery back-up systems
for mission assurance and continuity of operations purposes. NSA shall ensure that any access
or use of the BR metadata in the event of any natural disaster, man-made emergency, attack, or
other unforeseen event is in compliance with the Court’s Order.

TFTOP-SECRETHSHANOFORN-
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authorized personnel who have received appropriate and adequate training.*

Appropriately trained and authorized technical personnel may access the BR metadata

to perform those processes needed to make it usable for intelligence analysis. Technical

personnel may query the BR metadata using selection terms® that have not been RAS-
approved (described below) for those purposes described above, and may share the

results of those queries with other authorized personnel responsible for these purposes,

but the results of any such queries will not be used for intelligence analysis purposes.

An authorized technician may access the BR metadata to ascertain those identifiers that

may be high volume identifiers. The technician may share the results of any such

access, i.e., the identifiers and the fact that they are high volume identifiers, with

4 The Court understands that the technical personnel responsible for NSA’s underlying
corporate infrastructure and the transmission of the BR metadata from the specified persons to
NSA, will not receive spedial training regarding the authority granted herein.
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authorized personnel (including those responsible for the identification and defeat of
high volume and other unwanted BR metadata from any of NSA’s various metadata
repositories), but may not share any other information from the results of that access for
intelligence analysis purposes. In addition, authorized technical personnel may access
the BR metadata for purposes of obtaining foreign intelligence information pursuant to
the requirements of subparagraph (3)C below.

C. The government may request, by motion and on a case-by-case basis,
permission from the Court for NSA¢ to use specific selection terms that satisfy the

reasonable articulable suspicion (RAS) standard? as “seeds” to query the BR metadata

6 For purposes of this Order, “National Security Agency” and “NSA personnel” are defined as
any employees of the National Security Agency/Central Security Service (“NSA/CSS” or
“NSA”) and any other personnel engaged in Signals Intelligence (SIGINT) operations
authorized pursuant to FISA if such operations are executed under the direction, authority, or
control of the Director, NSA/Chief, CSS (DIRNSA). NSA personnel shall not disseminate BR
metadata outside the NSA unless the dissemination is permitted by, and in accordance with, the
requirements of this Order that are applicable to the NSA.

7 The reasonable articulable suspicion standard is met when, based on the factual and practical
considerations of everyday life on which reasonable and prudent persons act, there are facts

giving rise to a reasonable, articulable suspicion (RAS) that the selection term to be queried is
associaed wit [N

_ provided, however, that any selection term reasonably

believed to be used by a United States (U.S.) person shall not be regarded as associated with JJjJjj}

-solely on the basis of activities that are protected by the First Amendment to the

Constitution. In the event the emergency provisions the Court's Primary Order are invoked by
the Director or Acting Director, NSA’s Office of General Counsel (OGC), in consultation with

the Director or Acting Director will first confirm that any selection term reasonably believed to
be used by a United States (U.S.) person is not regarded as associated with

TOP-SECRETHSHANOFORN-
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B so)<!y on the basis of activities that are protected by the First Amendment to the
Constitution.
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to obtain contact chaining information, within two hops of an approved “seed”, for
purposes of obtaining foreigﬁ intelligence information. In addition, the Director or
Acting Director of NSA may authorize the emergency querying of the BR metadata
with a selection term for purposes of obtaining foreign intelligence information, within
two hops of a “seed”, if: (1) the Director or Acting Director of NSA reasonably
determines that an emergency situation exists with respect to the conduct of such
querying before an order authorizing such use of a selection term can with due
diligence be obtained; and (2) the Director or Acting Director of NSA reasonably
determines that the RAS standard has been met with respect to the selection term. In
any case in which this emergency authority is exercised, the government shall make a

motion in accordance with the Primary Order to the Court as soon as practicable, but
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not later than 7 days after the Director or Acting Director of NSA authorizes such
query.®

(i) Any submission to the Court under this paragraph shall, at a minimum,
specify the selection term for which query authorization is sought or was granted,
provide the factual basis for the NSA’s belief that the reasonable articulable suspicion
standard has been met with regard to that selection term and, if such query has already
taken place, a statement of the emergency necessitating such query. °

(i) NSA shall ensure, through adequate and appropriate technical and
management controls, that quefies of the BR metadata for intelligence analysis purposes

will be initiated using only a selection term that has been RAS-approved.’® Whenever

¢ In the event the Court denies such motion, the government shall take appropriate remedial
steps, including any steps the Court may direct.

9 For any selection term that is subject to ongoing Court- authorized electronic surveillance,
pursuant to 50 U.S.C. § 1805, based on this Court’s finding of probable cause to believe that the
selection term is being used or is about to be used by agents of

including those
used by U.S. persons, the government may use such selection terms as “seeds” during any
period of ongoing Court-authorized electronic surveillance without first seeking authorization
from this Court as described herein. Except in the case of an emergency, NSA shall first notify
the Department of Justice, National Security Division of its proposed use as a seed any selection
term subject to ongoing Court-authorized electronic surveillance.

10 NSA has implemented technical controls, which preclude any query for intelligence analysis
purposes with a non-RAS-approved seed.

TOP-SECRETHSHANOFORN-
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the BR metadata is accessed for foreign intelligence analysis purposes or using foreign
intelligence analysis query tools, an audiiable record of the activity shall be generated.”
(iii) The Court’s finding that a selection term is associated with —
5
— shall be effective for: one hundred eigﬁty days for any selection term |
reasonably believed to be used by a U.S. person; and one year for all other selection
terms. 1213
(iv) Queries of the BR metadata using RAS-approved selection terms for

purposes of obtaining foreign intelligence information may occur by manual analyst

1 This auditable record requirement shall not apply to accesses of the results of RAS-approved
queries. '

12 The Court understands that from time to time the information available to NSA will indicate
that a selection term is or was associated with a Foreign Power only for a specific and limited
time frame. In such cases, the government’s submission shall specify the time frame for which

the selection term is or was associated with
In the event that the RAS
standard is met, analysts conducting manual queries using that selection term shall properly

minimize information that may be returned within query results that fall outside of that
timeframe.

13 The Court understands that NSA receives certain call detail records pursuant to other
authority, in addition to the call detail records produced in response to this Court’'s Orders.
NSA shall store, handle, and disseminate call detail records produced in response to this
Court's Orders pursuant to this Order,
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query only. Queries of the BR metadata to obtain foreign intelligence information shall
return only that metadata within two “hops” of an approved seed.™

D. Results of any intelligence analysis queries of the BR metadlata may be shared,
prior to minimization, for intelligence analysis purposes among NSA analysts, subject
to the requirement that all NSA personnel who receive query results in any form first
receive appropriate and adequate training and guidance regarding the procedures and
restrictions for the handling and dissemination of such information.'s NSA shall apply
the minimization and dissemination requirements and procedﬁres of Section 7 of
United States Signals Intelligence Directive SP0018 (USSID 18) issued on January 25,
2011, to any results from queries of the BR metadata, in any form, before the
information is disseminated outside of NSA in any form. Additionally, prior to
disseminating any U.S. person information outside NSA, the Director of NSA, the
Deputy Director of NSA, or one of the officials listed in Section 7.3(c) of USSID 18 (i.e.,
the Director of the éignals Intelligence Directorate (SID), the Deputy Director of the SID,
the Chief of the Information Sharing Services (ISS) office, the Deputy Chief of the ISS

office, and the Senior Operations Officer of the National Security Operations Center)

1 The first “hop” from a seed returns results including all identifiers (and their associated
metadata) with a contact and/or connection with the seed. The second “hop” returns results
that include all identifiers (and their associated metadata) with a contact and/or connection with
an identifier revealed by the first “hop.”

1% In addition, the Court understands that NSA may apply the full range of SIGINT analytic
tradecraft to the results of intelligence analysis queries of the collected BR metadata.

FOP-SECRETHSHANOFORN
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must determine that the information identifying the U.S. person is in fact related to
counterterrorism information and that it is necessary to understand the
counterterrorism information or assess its importance.’® Notwithstanding the above
requirements, NSA may share results from intelligence analysis queries of the BR
metadata, including U.S. person identifying information, with Executive Branch.
personnel (1) in order to enable them to determine whether the information contains
exculpatory or impeachment information or is otherwise discoverable in legal
proceedings or (2) to facilitate their lawful oversight functions. Notwithstanding the
above requirements, NSA may share the results from intelligence analysis queries of the
BR metadata, including United States person information, with Legislative Branch
personnel to facilitate lawful oversight functions.

E. BR metadata shall be destroyed no later than five years (60 months) after its
initial collection.

F. NSA and the National Security Division of the Department of Justice
(NSD/DoJ) shall conduct oversight of NSA’s activities under this authority as outlined

below.

16 In the event the government encounters circumstances that it believes necessitate the
alteration of these dissemination procedures, it may obtain prospectively-applicable
modifications to the procedures upon a determination by the Court that such modifications are
appropriate under the circumstances and in light of the size and nature of this bulk collection.

TOP SECRET/SH/NOFORN
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(i) NSA’s OGC and Office of the Director of Complianice (ODOC) shall
ensure that personnel with access to the BR metadata receive appropriate and
adequate training and guidance regarding the procedures and restrictions for
collection, storage, analysis, dissemination, and retention of the BR metadata and
the results of queries of the BR metadata. .NSA’s OGC and ODOC shall further
ensure that all NSA personnel who receive query results in any form first receive
appropriate and adequate training and guidance regarding the procedures and
restrictions for the handling and dissemination of such information. NSA shall
maintain records of all such training.’” OGC shall provide NSD/DoJ with copies
of all formal briefing and/or training materials (including all revisions thereto)
used to brief/train NSA personnel concerning this authority.

(i) NSA’s ODOC shall monitor the implementation and use of the
software and other controls (including user authentication services) and the
logging of auditable information referenced above.

(iii) NSA’s OGC shall consult with NSD/Do] on all significant legal

opinions that relate to the interpretation, scope, and/or implementation of this

17 The nature of the training that is appropriate and adequate for a particular person will
depend on the person’s responsibilities and the circumstances of his access to the BR metadata
or the results from any queries of the metadata. ‘

TOP SECRET//SI//NOFORN
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authority. When operationally practicable, such consultation shall occur in
advance; otherwise NSD shall be notified as soon as practicable.

(iv) At least once during the authorization period, NSA’s OGC, ODOC,
NSD/DoJ, and any other appropriate NSA repreéentatives shall meet for the
purpose of assessing compliance with this Court’s orders. Included in this
meeting will be a review of NSA’s monitoring and assessment to ensure that
only approved metadata is being acquired. The results of this meeting shall be
reduced to writing and submitted to the Court as part of any application to
renew or reinstate the authority requested herein.

(v) At least once during the authorization period, NSD/Do]J shall meet
with NSA's Office of the Inspector General to discuss their respective oversight
responsibilitigs and assess NSA’s compliance with the Court’s orders.

(vi) Prior to implementation of any automated query processes, such
processes shall be reviewed and approved by NSA’s OGC, NSD/Do], and the
Court.

G. Approximately every thirty days, NSA shall file with the Court a report that
includes a statement of the number of instances since the preceding report in which
NSA has shared, in any form, results from queries of the BR metadata that contain

United States person information, in any form, with anyone outside NSA, other than

FOP-SECRETHSHANOFORN-
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Executive Branch or Legislative Branch personnel receiving such results for their
purposes that are exempted from the dissemination requirements of paragraph (3)D
above. For each such instance in which United States person information has been
shared,_ the report shall include NSA's attestation that one of the officials authorized to
approve such disseminations determined, prior to dissemination, that the information
was related to counterterrorism information and necessary to understand
counterterrorism information or to assess its importance. In addition, should the
United States seek renewal of the requested authority, NSA shall also include in its
report a description of any significant changes proposed in the way in which the call
detail records would be received from the Providers and any significant changes to the

controls NSA has in place to receive, store, process, and disseminate the BR metadata.

- Remainder of this page intentionally left blank -
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of September, 2014, at 5:00 p.m., Eastern Time.

Signed lqﬂw 20/‘( | /6 I?g Eastern Time

Date Time

ntelligence Surveillance Court
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UNITED STATES
FOREIGN INTELLIGENCE SURVEILLANCE COURT

WASHINGTON, D.C.

TR Docket Nos RTINS RETA WS

OPINION AND ORDER REQUIRING DESTRUCTION OF
INFORMATION OBTAINED BY UNAUTHORIZED ELECTRONIC SURVEILLANCE

For the reasons explained below, the Court is ordering the government to destroy
information obtained by unauthorized electronic surveillance that it conducted under color of
orders issued in the above-referenced dockets pursuant to the electronic surveillance provisions
of the Foreign Intelligence Surveillance Act (FISA), codified as amended at 50 U.S.C. §§ 1801-
1812.

L. Background!

The authorized surveillance target in this case was the_

The unauthorized electronic surveillance involved

Compliance notice filed on Aug. 26, 2010, at 1. The duration of unauthorize
surveillance _ ranged from approximately 15 months to three years and
collectively involved over i} improperly intercepted communications. 1d. at 2-8.

Under its standard minimization procedures, NSA was obligated to “monitor the
acquisition of raw data at regular intervals to verify that the surveillance is not avoidably
acquiring communications outside the authorized scope of the surveillance or information
concerning United States persons not related to the purpose of the surveillance.” Standard
Minimization Procedures for Electronic Surveillance Conducted by the NSA (“SMPs”) § 3(b).
The Court has found, and the government has not disputed, that NSA’s failure “to comply with

' See Opinion and Order Regarding Fruits of Unauthorized Electronic Surveillance
issued on Dec. 10, 2010, at 1-3 (“December 10, 2010 Opinion™) for a discussion of the
procedural history of this matter prior to that date. The December 10, 2010 Opinion is
incorporated herein by reference.

_TOP SECRET/COMINT/NOFORN—
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this requirement resulted directly in the unauthorized intercept of]
December 10, 2010 Opinion at 3.
Also contributing to the duration and volume of unauthorized surveillance in this case was the

government’s submission of = applications that falsely stated that [ D

The government proposed to retain the fruits of this unlawful surveillance, insofar as they
reside in an NSA database called [ See Letter filed on Dec. 3, 2010 (“December 3,
2010 Letter”). In support of this proposal, the government argued that the SMPs did not apply to
the fruits of unlawful surveillance, but only to interceptions authorized pursuant to the Court’s
orders. December 3, 2010 Letter at 2 n.3. Secondly, it argued that the criminal prohibition
codified at 50 U.S.C. § 1809(a)(2) only prohibits use or disclosure of unlawfully obtained
information for investigative or analytic purposes. Id. at 4-6.

The Court addressed both of these contentions in its December 10, 2010 Opinion. After
examining the SMPs and the statutory provisions relating to minimization, the Court rejected the
government’s contention that the SMPs do not apply to over-collected information.” December
10, 2010 Opinion at 3-6. The Court also noted that the SMPs appeared to require the destruction
of at least some of the over-collected information. Id. at 5.

With regard to Section 1809(a)(2), the Court found unpersuasive the government’s
argument that the unqualified language of this prohibition only encompasses use or disclosure for
investigative or analytic purposes. December 10, 2010 Opinion at 6-7. However, the Court
recognized a narrower implicit exception from this prohibition for use or disclosure of “the
results of unauthorized surveillance [that is] needed to remedy past unauthorized surveillance or
prevent similar unauthorized surveillance in the future.” Id. at 8.

Based on the information available at the time of the December 10, 2010 Opinion, the
Court could not ascertain whether or to what extent the over-collected information in this case
might fall within this implicit exception to Section 1809(a)(2). Id. The Court ordered the

.g., Docket No.

3 The Court uses the term “over-collected” to refer to information obtained by
unauthorized electronic surveillance.

TOP SECRET/COMINTANOFORN——
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government to make a submission by January 31, 2011, providing additional information and
analysis. Id. at 8-9. With the benefit of extensions, the government completed this submission
on April 8, 2011, after filing an interim update on February 14, 2011. At the request of the
government, a hearing was conducted in this matter on May 10, 2011.

IL The Current Status of the Over-Collected Information

Since the December 10, 2010 Opinion, NSA has completed its efforts to locate and purge
the information obtained from this unauthorized electronic surveillance from data repositories
other than Verified Factual Update filed on Feb. 14, 2011 (“Verified Factual
Update™), at 4-5. Information from records was used in this process. Id. at 5. More

specificall

1d. at 4-5. NSA assesses that 1t 1S
information obtained from this unauthorized surveillance exists in any repository other than

B o302

Within

information from this unauthorized surveillance is retained in-
. Government’s Response submitted on April 8, 2011 (“Government’s

January 31, 2018, Public Release. EFF v. DOJ 16-CV-02041 Document 10, Page 3 of 9 .
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Each [ record corresponding to the over-collected information in this case has
been marked as “subject to purge.” Verified Factual Update at 5. The government proposes to

subject to certain

retain, use, and disclose the over-collected information in
restrictions that are discussed infra at page 6.

1l. Analysis — Section 1809(a)(2)

Section 1809(a) states without qualification: “A person is guilty of an offense if he
intentionally . . . (2) discloses or uses information obtained under color of law by electronic
surveillance, knowing or having reason to know that the information was obtained through
electronic surveillance not authorized” by statute. The December 10, 2010 Opinion recognized a
narrow implicit exception to this prohibition for “actions that are necessary to mitigate or prevent
the very harms at which Section 1809(a)(2) is addressed.” December 10, 2010 Opinion at 8
(emphasis in original). The Court observed that this exception “must be carefully circumscribed,
so that it does not lead to an unjustified departure from the terms of the statute.” Id. The Court
indicated that this exception would encompass “use” or “disclosure” in the course of “actions in
direct response to unauthorized surveillances” that are “necessary to avoid similar instances of
over-collection (e.g., by identifying and remedying a technical malfunction) or to remedy a prior
over-collection (e.g., by aiding the identification of over-collected information in various storage
systems).” Id. at 7. The Court was doubtful that future use or disclosure of the over-collected
information in this case could fall within this narrow exception, “now that the over-collection has
been conclusively attributed” to “failure to recognize and respond properly to [N

and that “apparently all of the [over-collected]
information . . . has been purged or marked for purging.” Id. at 8.

A. Scope of the Implicit Exception

Because the outcome of this case depends on the scope of this exception, a full
explanation of why Section 1809(a)(2) admits only a narrowly focused exception is appropriate.
“Federal crimes are defined by Congress, and so long as Congress acts within its constitutional
power in enacting a criminal statute,” a court “must give effect to Congress’ expressed intention
concerning the scope of conduct prohibited.” United States v. Kozminski, 487 U.S. 931, 939

—TOP SECRET/COMINTNOFORN—
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(1988); accord. e.g., United States v. Lanier, 520 U.S. 259, 267 n.6 (1997) (“Federal crimes are
defined by Congress, not the courts,” and in construing criminal statutes courts are “oblige[d] . . .
to carry out congressional intent as far as the Constitution will admit.”). This generally means
that, “in applying criminal laws,” courts “must follow the plain and unambiguous meaning of the
statutory language,” United States v. Albertini, 472 U.S. 675, 680 (1985), and bear in mind that it
is for Congress to resolve “the pros and cons of whether a statute should sweep broadly or
narrowly.” United States v. Rodgers, 466 U.S. 475, 484 (1984).

More specifically, courts should not attempt “to restrict the unqualified language of a
[criminal] statute to the particular evil that Congress was trying to remedy — even assuming that it
is possible to identify that evil from something other than the text of the statute itself.”” Brogan v.
United States, 522 U.S. 398, 403 (1998). Thus, even if it were established that Congress enacted
Section 1809(a)(2) in order to curb investigative abuses, that provision would still properly apply
to non-investigative uses or disclosures. See Albertini, 472 U.S. at 682 (criminal prohibition
applies even though enacting Congress “very likely gave little thought” to circumstances in
question). The exception recognized in the December 10, 2010 Opinion stands on narrower but
firmer ground: that in limited circumstances, prohibiting use or disclosure of the results of
unauthorized electronic surveillance would be “so ‘absurd or glaringly unjust’ . . . as to [call into]
question whether Congress actually intended what the plain language” of Section 1809(a)(2) “so
clearly imports.” Rodgers, 466 U.S. at 484 (quoting Sorrells v. United States, 287 U.S. 435, 450
(1932)); accord Chapman v. United States, 500 U.S. 453, 463-64 (1991); see also United States
v. Rutherford, 442 U.S. 544, 552 (1979) (“Exceptions to clearly delineated statutes will be
implied only where essential to prevent absurd results or consequences obviously at variance
with the policy of the enactment as a whole.”) (internal quotations omitted).

B. Application of the Implicit Exception

In accordance with the narrowness of the exception it had articulated, the Court ordered
the government to “specifically explain why [the] particular information™ at issue in this case “is
now needed to remedy past unauthorized surveillance or prevent similar unauthorized
surveillance in the future.” December 10, 2010 Opinion at 8-9 (emphasis added). The
government has not done so. At the May 10, 2011 hearing, the government conceded that there
were no plausible circumstances in which further use or disclosure of the information obtained
by the unauthorized surveillance in this case and now residing in [ I ould prove
necessary to these ends. See also Government’s Response at 9 (“The [Jilj compliance incident
resulted from a set of discrete and specific facts . . . . [I]t did not result from technological
problems and appears to be the result of human error.”).
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Instead, the government argues that certain restrictions on access to the over-collected
information in [ will ensure that future use and disclosure will comport with Section
1809(a)(2). The Court disagrees for reasons explained below.’

The government reports that all records in ||l that are marked as subject to
purge, including the records containing the over-collected information in this case, are only
accessible to a limited number of authorized personnel, termed [ Verified Factual
Update at 5-6. And, pursuant to a policy adopted after the December 10, 2010 Opinion,
“information from unauthorized electronic surveillance in || 2nd marked as
subject to purge will be used only when reasonably necessary (1) to remedy or prevent the
1809(a) harms{®] arising from a particular incident of unauthorized electronic surveillance or (2)
to evaluate and, when necessary, adjust NSA’s processes and procedures designed to remedy or
prevent the 1809(a) harms.” Government’s Response at 13. As explained above, it is untenable
that further use or disclosure of the over-collected information in this case is necessary for the
first enumerated purpose.

In the government’s view, actions taken as “reasonably necessary” to the second
enumerated purpose would include steps to implement “an enterprise-wide compliance
program,” to include third-party audits and assessments, as well as monitoring and assessment of
NSA’s internal controls. Id. at 14-15. The Court is unpersuaded that uses and disclosures of the
over-collected information in this case would comply with Section 1809(a)(2) simply because
they are in furtherance of this second purpose. That is not because the Court doubts the
importance of an enterprise-wide compliance program in remedying or preventing 1809(a)
harms. Rather, it is because there is no reason to believe that further use or disclosure of the
specific over-collected information in this case will be needed for such a program to be effective,
now that the cause of the unauthorized surveillance has been identified as discrete human error
and all of the over-collected information has been purged or marked as subject to purge. After
all, in a happier world where NSA had not unlawfully intercepted
Bl under color of the orders in this case, NSA presumably would still have the wherewithal to
devise and implement an effective compliance program. There is no reason to think that

* The government also identifies adverse consequences that might follow from a general

requirement to destroy over-collected information in ||l Because this argument goes
to the retention or destruction of over-collected information, rather than its use or disclosure, the

Court addresses it in the context of minimization. See infra pp. 8-9.

¢ The government has adopted the term “1809(a) harms” as shorthand for unauthorized
electronic surveillance or use or disclosure of the results of such surveillance. See, e.g.,
Government’s Response at 12-13, 17.
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information about [ is necessary for an effective, real-world compliance
program, now that the particular incidents to which it pertains have been addressed.

The most that the government can claim is that, as an undifferentiated class, [ NN

records marked as subject to purge are needed for an effective compliance program. See
Govermnment’s Response at 7-8, 10-11; Declaration of |l Director of Compliance,
NSA (‘fl Declaration™) at 4 (submitted as Attachment B to the Government’s Response).
But it does not follow from this premise that use or disclosure of any information within that
undifferentiated class would comport with Section 1809(a)(2), so long as it is made in
furtherance of a compliance program designed to prevent or remedy 1809(a) harms at a
programmatic level. Because the specific over-collected information at issue no longer has any
distinctive utility for NSA’s compliance efforts, it is neither absurd, nor glaringly unjust, nor
obviously at variance with the policy of FISA as a whole, see supra p. 5, to conclude that Section
1809(a)(2) prohibits its further use or disclosure, even in the context of external auditing,
monitoring of internal controls, or other aspects of an enterprise-wide compliance program.

V. Analysis — SMPs

The Court’s December 10, 2010 Opinion noted that Section 5(a) of the SMPs appears to
require the destruction of at least some of the information over-collected in this case, December
10, 2010 Opinion at 5, and directed the government to “[a]ddress in detail ... how the SMPs
apply to the proposed retention and use of information obtained from this unauthorized
surveillance.” Id. at 8 (emphasis added). In response, the government has stated that the “SMPs
do not explicitly address the Government’s authority to retain, use, or disclose information from
unauthorized electronic surveillance for the purpose of preventing or remedying . . . 1809(a)
harms,” and that the government “is assessing an appropriate amendment to the SMPs to
account” for such situations. Government’s Response at 17-18. The Court understands this
response to its December 10, 2010 Opinion to concede that the SMPs, as now in effect, do not
explicitly permit the retention of the over-collected information in this case.

Apart from this concession, it seems clear that the SMPs explicitly require NSA to
destroy most, if not all, of the over-collected information in this case, and would do so even if the
information had been lawfully acquired. The SMPs divide communications into two types:
foreign communications and domestic communications. “Communications identified as domestic
communications shall be promptly destroyed,” subject to exceptions that appear inapplicable to
this case. SMPs § 5(a). Similarly, foreign communications “of or concerning United States
persons” may only be retained under specified circumstances that do not appear to be present in
this case, and otherwise “shall be promptly destroyed.” Id. §§ 3(e), 6(a). One category of
communications is not subject to a general destruction requirement: foreign communications that
are not of or concerning a U.S. person. Id. § 7. Given the definitions of the operative terms and
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the nature of the unauthorized surveillance in this case, this category would consist of [l
B communications in which (1) at least one communicant was outside the United States; (2)
no communicants were U.S. persons; and (3) no non-public information conceming a U.S.
person was divulged. See id. § 2(b), (), (¢). Because [
B . onc would expect that only a small percentage of the unlawful intercepts — if any —
would satisfy all three conditions.

In any event, the government — notwithstanding the Court’s requiring a detailed
discussion of how the SMPs apply to this case — has not addressed the effect of specific
provisions or the status of particular types of communications. Instead, it requests the Court to
recognize an implicit exception to the destruction requirements of the SMPs, despite the fact that
this information was unlawfully acquired. For the reasons stated supra at pages 5-7, the Court
concludes that further use or disclosure of the over-collected information in this case would not
be consistent with Section 1809(a)(2). No lawful benefit can plausibly result from retaining this
information, but further violation of law could ensue. Accordingly, the Court declines to find
that the over-collected information in this case is subject to an implicit exception from the
destruction requirements of the SMPs.

The government also describes various ways in which it might be burdensome or
counterproductive to require NSA to purge from [l information obtained by
unauthorized electronic surveillance. It takes effort to identify information in [ Scc
Verified Factual Update at 9-10. NSA anticipates difficulties in determining when records
pertaining to a particular unauthorized electronic surveillance are no longer needed and asserts
that premature destruction may impede NSA’s compliance efforts in ways not foreseen when a
decision to destroy is made. Government’s Response at 9-12; [Jlij Declaration at 7-10. Itis
feared that NSA personnel may draw erroneous conclusions from the resulting gaps in data.

B Declaration at 7.

To a considerable extent, these objections are directed at cases not before the Court. The
records pertaining to the over-collected information in this case have already been identified and
isolated, see Government’s Response at 6; Verified Factual Update at 9, and there is no difficulty
in concluding that this over-collected information is no longer needed to prevent or remedy
1809(a) harms, see supra pp. 5-7. This case is therefore distinguishable from those that may
require a longer period of technical examination or exploitation to understand and remedy causes
of unauthorized surveillance or to identify and segregate over-collected information.

In this case, the government’s objections fall well short of establishing a need to exempt
the over-collected information from the destruction requirements of the SMPs. It could be
asserted that any requirement to destroy information “on a case-by-case basis . . . might have
negative unintended consequences.” [ lDeclaration at 10 (emphasis added). Nevertheless,
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the SMPs routinely require NSA personnel to apply retention criteria on a case-by-case basis to
information that was lawfully acquired, and promptly destroy information that does not satisfy
those criteria. See supra pp. 7-8. There is no reason to think that this approach is distinctively
unworkable for unlawfully acquired information. Indeed, a case-by-case assessment is most
appropriate for over-collected information because, except in narrow circumstances, intentionally
using or disclosing such information is a crime.

V. Conclusion

Information about these private, non-target communications should have never been
acquired. Now that its further use or disclosure cannot reasonably be expected to be lawful, it
should be destroyed.

For the reasons stated herein, the government is ORDERED to destroy all information in
that was obtained by the unauthorized electronic surveillance in this case. Although
the Court cannot comprehensively identify such information based on the record before it, such
information includes, to the extent it exists for each unlawfully intercepted [ NN
communication:

The government may accomplish this destruction by
deleting entire records in [ or by deleting all of the fields within records that contain
information obtained by the unauthorized electronic surveillance, so long as all information
obtained from this unauthorized electronic surveillance and contained in is in fact
destroyed. The government shall submit a written report no later than June 17, 2011, and at
monthly intervals thereafter, describing the process by which it is destroying such information,
until such time as the destruction process has been completed.

(g
Entered this /.Y day of May, 2011, in Docket Nos. [

A A —
5« FREDERICK J. SCULLIN, JR.

Judge, United States Foreign
Intelligence Surveillance Court
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