
fi1Qt1 
unltod 8t11tts Poreign 

Intelligence Surveillance Court 

APR O 3 2020 
UNTTED STATES 

LeeAnn Flynn Hall, Clerk of Court 

FOREIGN INTELLIGENCE SURVE ILLANCE COURT 

WASHINGTON, D.C. 

IN RE ACCURACY CONCERNS REGARDING FBI 

MATTERS SUBMITTED TO THE FISC 

ORDER 

Docket No. Misc. 19-02 

On March 3 1, 2020 , the Department of Justice 's Office of Inspector Genera l issued a 

memorandum on the results to date of its audit of the compliance by the Federal Bure au of 

Investigation with its "Woods Procedures, " which are intended to ensure the accuracy of facts 

proffered in app lications submi tted to the Foreign Intelligence Survei llance Court. See DOJ 

OIG, Management Adviso,y Memorandum for the Director of the FBI Regardin g the Execution 

of Woods Procedures for Applications Filed with the FJSC Relating to US. Persons (March 

2020) (OIG Memorandum). The Woods Procedures require the FBI to create a "Woods File" to 

document in one place the basis for each factual assertion in an app lication for approval of 

electronic survei llance under the Fore ign Intelligence Surveil lance Act. The OIG reviewed 29 

applications for U.S.-perso n targets originating in eight FBI field offices from the period from 

October 20 I 4 to September 2019. Id. at 2. That period predates actions taken by the FBI to 

improve the accuracy and completeness of FISA app lications in response to serio us errors and 

omissions in four applications regarding Carte r W. Page . See genera lly Corrected Opinion and 

Order, No. Misc. 19-02 (FISA Ct. March 5, 2020). None of the 29 applications involved a 

current FISA target. See OIG Memorandum at 2. 



The OIG 's review of the 29 appl ications "consisted solely of determining whether the 

contents of the FBI's Woods File supported statemen ts of fact in the associated FISA 

applicat ion." Id. The OIG "d id not seek to determine whether support existed elsewhere for the 

factua l assertion in the FISA application (such as in the case file), or if relevant information had 

been omitted from the app lication, " nor did it make "judgments about whether the [identified] 

errors or concerns . . . were material" to the findings necessary for the Court to grant the 

application. Id. at 2-3. 

Despite those limitations , the OIG expressed a " lack of confidence that the Woods 

Procedures are work ing as intended " - i.e., "as a means toward achiev[ing]" the FBI' s professed 

policy "that FISA app licat ions be 'scrupulous ly accurate. ' " Id. at 2. It would be an 

understatement to note that such lack of confidence appears we ll founded. None of the 29 cases 

reviewed had a Woods File that did what it is supposed to do: support each fact proffered to the 

Court. For four of the 29 applications , the FBI cannot even find the Woods File . Id. at 2-3. For 

three of those four, the FBI cou ld not say whether a Woods File ever existed. Id. at 3. The OIG, 

moreover , "identified apparent errors or inadequately supported facts" in all 25 applications for 

which the Woods Files cou ld be produced. Id. Interviews with FBI personnel "generally have 

confirmed " those deficiencies , not dispelled them. Id. 

Regarding the defects in the Page applications, the Court observed : "The frequency with 

which repre sentations made by FBI personnel turned out to be unsupported or contradicted by 

infonnation in their possession , and with which they withheld informat ion detrimental to their 

case , calls into question" the reliability of other FBI applicat ions. See Order at 3, No. Misc. 19-

02 (FISA Ct. Dec. 17, 2019). The OIG Memorandum prov ides further reason for systemic 

concern. It thereby reinforce s the need for the Court to monitor the ongo ing efforts of the FBI 
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and DOJ to ensure that, going forward, FBI applications present accurate and complete facts. 

When problems are identified in particular cases, furthennore , the Court must evaluate what 

remedia l measures may be necessary. 

THEREFORE, the Court ORDERS as follows: 

1. The government forthwith shat I provide the Court with the names of the targets and 

the docket numbers for the 29 applications reviewed by the OIG and specify which targets and 

docket numbers corre spond to the four applications for which the FBI could not locate a Woods 

File and the three for which it could not say whether a Woods File ever existed; 

2. The government shall: 

(a) assess to what extent those 29 applications involved material misstateme nts or 
omiss ions; and 

(b) assess whether any such material misstatements and omissions render invalid , in 
whole or in part, authorizations granted by the Court for that target in the reviewed 
docket or other dockets . 

In making those assessments, the government sha ll prioriti ze cases and targets for which the FBI 

was unable to locate a Woods File for the OIG's review ; 

3. By June 15, 2020, the government shall make a sworn submission reporting on the 

conduct and results of the assessments required by paragraph 2 above , including the basis for 

assessing that particular misstatem ents or omissions were not material or otherwise did not 

render invalid any Court authorization; 

4. Starting no later than June 15, 2020, and at two-month intervals thereafter , the 

government shall report on the progress of efforts to account for and ensure the proper 

maintenance of Woods Files for all dockets beginning on or after January 1, 2015, and, as 
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appropriate, take associated remedial steps. The governmen t undertook such efforts in response 

to one of the recommendation s in the OIG Memorandum. See OIG Memorandum at 9, 12; and 

5. In its March 5, 2020, Corrected Opinion and Order , the Court required the 

govern ment , by May 22, 2020, to submit "a description of any audit , review, or complianc e 

mechanisms implement ed or to be implemented by the FBI's Office of Integrity and Compliance 

or Resource Plannin g Office that bear on the efficacy of any of the remedial measu res discussed " 

therein. See Opinion and Order at 18. Such submi ssion shall also describe how the government 

will use the results of accuracy reviews to identify patterns or trends so that the FBI can enhance 

trainin g to improve performanc e in following the Woods Procedures or impro ve policies to help 

ensure the accuracy of FTSA app lications, as it has undert aken to do in response to the other 

recommendation in the OIG Memorandum. See OIG Memorandum at 9, 12, 15. 

SO ORDERED. 
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Entered this _ day of April , 2020. 
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